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Abstract:
Digital technology is rapidly transforming higher education, reshaping how universities deliver teaching, conduct research, and manage institutional operations. Artificial intelligence (AI) and smart technologies play a central role in this transformation by improving efficiency, supporting data-driven decision-making, and strengthening accountability. This study examines the opportunities and challenges associated with the adoption of AI and smart technologies in higher education governance. The findings indicate that these technologies offer significant benefits, including more effective strategic planning, better resource allocation, and greater transparency in institutional management. However, their implementation also presents several risks, such as digital inequality, ethical concerns, privacy issues, and algorithmic bias. To address these challenges, the study emphasizes the need for clear governance frameworks, improved digital infrastructure, and continuous evaluation to ensure the responsible and effective use of AI and smart technologies in higher education.
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1. Introduction
The rapid advancement of digital technologies is driving higher education toward comprehensive digital transformation, reshaping teaching, research, and governance (Diaz-Garcia et al., 2022). Universities must now adapt their management and decision-making through data-driven approaches (Komljenovic et al., 2025). Digital transformation involves integrating technology to enhance efficiency, transparency, and innovation (Fernández et al., 2023). AI plays a crucial role in supporting reasoning and decision-making (Crompton et al., 2023), while smart technologies improve administrative processes (Dudycz et al., 2021). However, this shift also raises ethical, privacy, and legal concerns (Oncioiu et al., 2025). This paper analyzes related opportunities and challenges and proposes solutions for effective higher education governance.
2. Theoretical and regulatory frameworks
UNESCO’s recommendations, as discussed by Chan (2023), establish a foundational framework for integrating AI and smart technologies into national education systems through clear strategies, ethical guidelines, and evidence-based policymaking. These principles link AI governance with the Sustainable Development Goals and lifelong learning, guiding higher education institutions in managing both the opportunities and risks of digital transformation.
In Vietnam, Decision 749/QĐ-TTg (2020) on the National Digital Transformation Program and Decision 131/QĐ-TTg (2022) on promoting digital transformation in education connect theory with practical implementation. These policies position AI and smart technologies as vital instruments for enhancing educational quality, accessibility, and efficiency, while aligning domestic reforms with global digital trends.
Overall, this framework underscores AI as a transformative governance tool, requiring a balance between innovation, ethical responsibility, and equity in higher education management during the digital era.
3. Current situation of AI and smart technology adoption in higher education governance
Globally, the integration of AI and smart technologies into higher education governance has become a defining feature of institutional modernization. This transformation reflects varying socio-economic conditions and development priorities across nations; all aimed at enhancing decision-making and operational efficiency. Universities increasingly apply AI-driven tools to automate administrative processes, strengthen transparency, and support accountability mechanisms. Ocen et al. (2025) identify three primary opportunities emerging from this trend: improved strategic planning, optimized resource allocation, and increased openness in institutional management. For example, Qatar’s collaboration between Binary Logic and the Ministry of Education links AI initiatives to national educational and economic strategies (Le et al., 2024). Similarly, Portugal’s ICT integration has advanced digital infrastructure, student competencies, and institutional adaptability (Pombo et al., 2016). In the UAE, AI adoption aligns with efforts to promote transparency, ethical governance, and data-driven management (Shwedeh et al., 2024).
In Vietnam, the application of AI and smart technologies in higher education governance remains in its early stages. Several institutions have introduced digital systems for academic management, including online admissions, learning management systems, and smart campus models that employ analytics for institutional decision-making. Vietnam National University, for instance, has piloted online admission and e-learning platforms to streamline enrollment and teaching, while HUTECH University’s LMS supports digitalized student records and data-informed administrative processes.
Nevertheless, significant challenges persist. The digital divide limits equitable access to technology and infrastructure, especially between urban and rural universities. Zhang (2018) notes that disparities in resources exacerbate inequalities in digital readiness and governance capacity. Ethical and legal concerns also arise, particularly regarding data privacy, copyright, and AI-generated content lacking attribution (Saúde et al., 2024). Furthermore, heavy reliance on big data introduces risks of cyberattacks and data breaches (Florea et al., 2020). Thus, while AI and smart technologies offer transformative potential for innovation, their implementation exposes complex structural, ethical, and security challenges in higher education governance worldwide.
4. Solutions and recommendations
4.1.  Solutions
Barrett et al. (2024) emphasized that limitations in technological facilities and financial resources are major barriers to the digitalization of higher education. Therefore, governments should introduce suitable financial and strategic policies, while universities need to mobilize resources, invest in digital infrastructure, and improve technological capacity. First, universities need strong digital systems that allow data to be connected, shared, and protected, so that decisions are made on secure and reliable information (Alammary, 2024). Second, universities should build clear governance frameworks for AI, with policies that cover ethical practices, risk control, and openness, so that decision-making remains responsible and trustworthy (Wu et al., 2024). Third, building human capacity is essential, including but not limited leaders, teachers, and staff should receive continuous training to strengthen their digital literacy and AI competencies, ensuring that technology supports rather than replaces their professional roles (Chan et al., 2023). Fourth, universities may begin with small pilot projects in safer fields like administration or student support, and then gradually extend them to more critical ones like admissions or quality assurance (Ali, 2025). Finally, taking a human-centered approach, where AI is used to assist rather than replace academic decisions, can improve efficiency while protecting integrity and trust in higher education (Selvaratnam et al., 2024). Together, these solutions offer a clear way for universities to use AI and smart technologies while still protecting their main values and goals.
4.2.  Recommendations
At the policy level, governments and international organizations should take the lead in establishing frameworks that promote the responsible integration of AI and smart technologies in higher education governance. Stracke et al. (2025) emphasize that effective AI governance requires evidence-based regulations centered on transparency, accountability, privacy, and ethics. Similarly, Li et al. (2025) highlight the relevance of UNESCO’s global guidelines, which inform national digital strategies and stress investments in digital infrastructure to narrow access and equity gaps.
At the university level, AI and smart technologies should be embedded in both governance and pedagogy. Tools such as Grammarly and Turnitin enhance academic integrity, while virtual assistants like Moodle, IBM Watson Assistant, and chatbots support student engagement and instructional efficiency. Research tools, like ChatGPT, Elicit, Semantic Scholar, and Mendeley, facilitate data-driven decision-making and streamline scholarly work. Furthermore, digital platforms such as Zoom, Microsoft Teams, and Webex, alongside intelligent tutoring systems like ALEKS and Carnegie Learning, promote inclusivity and personalized learning. Secure testing software such as ExamSoft and ProProfs ensures fairness in assessments. As Ocen et al. (2025) noted, these technologies enhance efficiency and foster transparent, data-informed governance. Collectively, these recommendations aim to ensure equitable, ethical, and sustainable digital transformation in higher education globally.
5. Conclusion and limitations
This paper explored the opportunities and difficulties of using AI and smart technologies in higher education governance during digital transformation. Based on global frameworks like UNESCO’s Guidance and local regulations, the study shows their potential to improve efficiency, transparency, and data-driven decisions. However, it also points out ongoing issues like ethics, privacy, weak regulations, and low institutional readiness in both global and Vietnamese contexts.
Despite these contributions, the study has several limitations. It primarily relies on a review of global and national policies and documented practices, without extensive empirical data from specific universities. Future research should use empirical case studies, longitudinal assessments, and cross-country comparisons to provide a more comprehensive understanding of how AI and smart technologies reshape academic governance in practice.
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Chuyển đổi số và trí tuệ nhân tạo trong giáo dục: Hàm ý đối với quản trị hiện đại
Nguyễn Huyền Quang
Trường Đại học Công nghệ thành phố Hồ Chí Minh
Tóm tắt:
Công nghệ số đang nhanh chóng làm thay đổi giáo dục đại học, tác động sâu sắc đến hoạt động giảng dạy, nghiên cứu và quản trị của các trường đại học. Trí tuệ nhân tạo (AI) và các công nghệ thông minh đóng vai trò quan trọng trong quá trình này khi góp phần nâng cao hiệu quả, hỗ trợ ra quyết định và tăng cường tính trách nhiệm giải trình. Nghiên cứu này phân tích các cơ hội và thách thức trong việc ứng dụng AI và công nghệ thông minh vào quản trị giáo dục đại học. Kết quả cho thấy AI và công nghệ thông minh mang lại nhiều lợi ích đáng kể như nâng cao năng lực hoạch định, tối ưu hóa việc sử dụng nguồn lực và tăng cường tính minh bạch. Tuy nhiên, việc triển khai các công nghệ này cũng đặt ra nhiều rủi ro, bao gồm bất bình đẳng trong tiếp cận, các vấn đề đạo đức, lo ngại về quyền riêng tư và sự thiên lệch trong kết quả ra quyết định. Để ứng phó với những thách thức trên, nghiên cứu này đề xuất việc xây dựng các quy định rõ ràng, đầu tư nâng cao hạ tầng công nghệ và thực hiện đánh giá thường xuyên trong quá trình triển khai.
Từ khóa: trí tuệ nhân tạo, chuyển đổi số, quản trị giáo dục đại học, công nghệ thông minh.
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