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Tém tit:

Bai viét phdn tich khdi niém, ddac diém va mét so dang thiét ké giao dién thao ting (dark patterns) phé bién
trén nén tang thirong mai dién tir; danh gid tdc déng ciia cde hanh vi ndy doéi véi quyén tw chii ciia nguoi
tiéu ding, tinh minh bach va méi truong canh tranh. Trén co s6 xem xét khudn khé phdp ludt hién hanh
ciia Viét Nam, ddc biét la phdp ludt canh tranh va phdp ludt bao vé quyén loi nguwoi tiéu dimg, bai viét chi
ra mot sé khodng trong phap Iy va dé xudt gidi phdp hodan thién theo hudng ting cwong minh bach nén
tang, kiém sodt cdc thiét ké c6 tinh chat thao ting, ndng cao trach nhiém gidi trinh ciia doanh nghiép va
ting cwong phoi hop giita cdc co quan quadn Iy.

Tw khéa: thwong mai dién tw, dark patterns, thao tung hanh vi, nguoi tiéu dung, canh tranh khong
lanh manh

Psychological manipulation on e-commerce platforms: Impacts on consumer
decision-making autonomy and recommendations for improving competition
law in Vietnam

Abstract:

This study examines the concept, characteristics, and common forms of dark patterns on e-commerce
platforms. It assesses their impact on consumer autonomy, market transparency, and competitive
environment. Based on an analysis of Vietnam's current legal framework, particularly competition law
and consumer protection law, the study identifies several legal gaps and proposes recommendations
for improvement. These recommendations focus on strengthening platform transparency, regulating
manipulative interface designs, enhancing businesses’ accountability, and promoting coordination among
relevant regulatory authorities.
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1. bit van dé

Trong bbi canh chuyén ddi sé dién ra manh mé, thwong mai dién tir da tré thanh mot trong nhiing dong
lwc quan trong thuc diy ting truong kinh té. Tai Viét Nam, cic nén tang nhu Shopee, Lazada, TikTok
Shop hay Tiki dang ngay cang chi phdi hoat dong mua sam tryc tuyén cua ngudi tiéu ding. Canh tranh
giita cac nén tang khong chi dién ra ¢ gia ca hay chat luong dich vu ma con ¢ kha ning thu hut, giit chan
va tac dong dén hanh vi nguoi dung.

Nho viée khai thac dit liéu 16n (Big Data), tri tué nhan tao (AI) va cac ky thuat thiét ké giao dién s,
doanh nghiép c6 thé hiéu sau sic hanh vi, so thich va diém yéu tam Iy cua khach hang. Ttr d6, nhiéu nén
tang trién khai cac co ché tac dong dén nhan thirc va quyét dinh tiéu ding nhu dong ho dém nguoc, thong
bao khan hiém gia tao, mdc dinh lya chon c¢6 19i cho doanh nghiép, gdy kho khan cho viéc huy dang ky
hodc tir chi mua hang.

Céc nghién ctru qudc té goi nhitng phwong thirc nay 1a “dark patterns”, dugc hiéu 1a cac thiét ké giao
dién nham dan dat, €p budc hodc danh Itra nguoi dung dua ra quyét dinh ma ho c6 thé khong thuc hién
trong diéu kién thong tin ddy du va khach quan. Nghién ciru cia Mathur et al. (2019) trén hon 11.000
website thuong mai dién tir da phat hién hang nghin truong hop su dung dark patterns véi muc dich gia
tang doanh thu hodc thu thap dir liéu nguoi dung.

Trong khi d6, khuon kho phap luat canh tranh ctia Viét Nam hién nay cha yéu tap trung vao hanh vi
han ché canh tranh va canh tranh khong lanh manh theo nghia truyén thong, chua cé quy dinh cuy thé vé
hanh vi thao ting ~ nguoi tiéu dung trong moi truong s6. Dicu nay dat ra yéu cau nghién ciru, danh gia
va hoan thién phap luat nhim bao vé tot hon quyén quyét dinh ctia ngudi tiéu dung.

2. Co s6 ly luan va phuwong phap nghién ciu

2.1. Co s6 Iy ludn vé chiéu tro thao tiing tam Iy trén nén ting thwong mai dién tiv

2.1.1. Khdi niém va déc diém cia dark patterns

Dark patterns 1a cac lya chon thiét ké giao dién nguoi dung duoc x4y dung nham dan dat, gay ap
luc hodc danh lira nguoi dung thuc hién hanh vi ¢6 1gi cho doanh nghiép nhung khong phan anh day
du v chi thuc sy cua ho. Theo Mathur, Mayer & Kshirsagar (2021), viéc xac dinh mot thiét ké co phai
la dark pattern hay khong can dugce danh gia dya trén cach thiét ké d6 1am thay d6i kién trac lua chon,
cling nhu mtrc @6 anh huong dén quyén ty chu, kha ning ra quyét dinh c6 day da thong tin va phic loi
cua nguoi dung.

Céc dic diém co ban cua dark patterns gdm: (i) tin dung bét can xung thong tin gitra doanh nghiép va
nguoi tiéu dung; (ii) khai thac cac thién kién hanh vi nhu hiéu ung khan hiém, sg bo 1& co hoi (FOMO),
quan tinh lya chon mic dinh; (iii) lam suy giam kha ning dua ra quyét dinh tu do va sang sudt ctia ngudi
tiéu dung; (iv) mang lai lgi ich kinh té tryc tiép cho doanh nghiép.

2.1.2. Co 56 tam Iy hoc hanh vi va cdc dang thao ting phé bién

Céc hanh vi thao tang thuong dua trén cac 1y thuyét kinh té hoc hanh vi. Nguoi tiéu dung khong phai
luc nao cling hanh dong hoan toan 1y tri ma thuong bi anh hudng bodi cam xtic, ap luc xa hoi va cac thién
kién nhan thuec.

Hiéu tng khan hiém khién nguoi tiéu dung danh gia cao hon nhing san pham dugc cho 1a hiém hodc
sap hét hang. Hiéu ng neo gia lam ngudi dung bi anh hudng bai muc gia ban dau dugc hién thi. Hiéu ing
mic dinh khién nguoi ding c¢6 xu hudng giit nguyén lya chon dugc cai dit san thay vi thay doi.
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Chinh cac dic diém nay tao diéu kién cho doanh nghiép st dung cong nghé dé can thiép vao qua trinh
ra quyét dinh ctia nguoi tidu dung dya trén cac dang thao ting tim 1y phd bién sau:

Thi nhdt, tao cam giac khan hiém gia tao. Doanh nghiép hién thi thong bao nhu “chi con 2 san pham”,
“10 nguoi dang xem san pham nay” hodc “khuyén mai két thuc sau 5 phit” nham tao ap luc thoi gian cho
ngudi mua.

Tht hai, mac dinh Iya chon c6 191 cho doanh nghiép. Nguoi ti€u dung bi ty dong dang ky cac goi dich
vu bd sung hodc dong ¥ chia sé dit lidu ca nhan néu khong chu dong bo chon.

Thit ba, gdy kho khin trong viée tir chdi hodc hily dich vu. Quy trinh ding ky don gian nhung quy trinh
huy bo lai phtrc tap va kéo dai.

Thit tw, ca nhan hoa thao ting bang thuat toan. Hé thong sir dung dit liéu hanh vi dé x4c dinh thoi diém
va phuong thire tac dong hidu qua nhat dén timg ngudi tiéu ding.

2.2. Phwong phdp nghién ciru

Nghién ctru sir dung phuong phap nghién ctru dinh tinh 1am phuong thirc tiép can chu dao, két hop linh
hoat giita phan tich phap 1y, so sanh phap luat, nghién ciru tai lidéu va phan tich tinh hudng thuc tién. Sy
phéi hop cac phuwong phép nay nhim bao dam tinh toan dién, hé théng va khach quan trong viéc lam rd
ban chit cta cac thiét ké giao dién thao ting (dark patterns), danh gia thuc trang phép 1y tai Viét Nam va
dé xudt cac giai phap hoan thién phap luat canh tranh.

Trén co so tich hgp cac phuong phap trén, hé théng phap luat hién hanh va thuc tién van hanh duogc
danh gia theo ba tiéu chi c6t 18i: (i) mirc d6 minh bach cua giao dién va thong tin cung cap; (i) kha ning
bao vé quyén tu chi trong viéc dua ra quyét dinh cta ngudi tiéu dung; (iii) muc do phu hop véi dic diém
véan hanh cuia nén kinh té nén tang.

3. Két qua nghién ciru

3.1. Tac dong cua cdac chiéu tro thao tung tdm ly dén quyén quyét dinh cua nguoi tiéu dung

3.1.1. Xam pham quyén tw chii trong quyét dinh tiéu ding

Quyén quyét dinh ctia nguoi tiéu dung 1 kha nang lwa chon san phdm hodc dich vu dua trén thong tin
day du va y chi tu nguyén. Khi cdc nén tang str dung dark patterns, nguoi tiéu dung co thé dua ra quyét
dinh dudi tac dong cuia ap luc tim 1y hodc thong tin sai 1éch. Trong nhiéu truong hop, nguoi tiéu dung tin
minh dang dua ra Iya chon doc 1ap, nhung thyc té quyét dinh da dugc dinh hudng trude boi thudt toan
hoic thiét ké giao dién.

3.1.2. Gia tang bat cdn ximng théng tin va tac déng tiéu cuc dén phiic loi xd héi

Trong mdi truong sb, doanh nghiép so hitu lugng dir liéu 16n vé hanh vi nguoi dung, trong khi ngudi
tiéu dung gan nhu khong biét cach thirc hé thong van hanh.

Su bat can xtng nay cho phép doanh nghiép du doan, tac dong va tham chi diéu chinh hanh vi tiéu dung
theo huéng c6 lgi cho minh. Piéu d6 lam suy giam tinh minh bach cua thi truong. Viée nguoi tiéu ding
dua ra cac quyét dinh khong t6i wu ¢ thé dan dén chi tiéu vuot nhu ciu thyc té, gia ting no tiéu dung va
giam hiéu qua phan b6 ngudn lyc.

O goc d6 vi mo, cac doanh nghiép sir dung dark patterns c6 thé gianh loi thé canh tranh khong phai nho
chat luong san pham ma nho kha nang thao ting hanh vi khach hang. Piéu nay lam suy giam dong luc doi

mai sang tao va bop méo canh tranh trén thi truong.
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3.1.3. Mt s6 kinh nghiém qué’c 1é va thuc tién dp dung tai Viét Nam

Lién minh chau Au di coi dark patterns 1a mét trong nhiing van dé trong tm trong quan tri nén tang sb
thong qua Pao luat Dich vu K§ thuat s6 - Digital Services Act (DSA).

Theo Quy dinh (EU) 2022/2065, nén tang truc tuyén khong dugc thiét ké, to chirc hodc van hanh giao
dién theo cach danh lira, thao ting nguoi st dung hodc lam suy giam dang ké kha ning dua ra quyét dinh
tu do va co day du thong tin.

Diém déng chii ¥ trong cach tiép can ctia EU la phap luat khong chi kiém soét ndi dung thong tin sai léch
ma con kiém soat cach thong tin dugc trinh bay va cach cac lya chon dugc sa‘ip xép. Noi cach khac, mét giao
dién co thé tré thanh dbi twong bi kiém soat ngay ca khi timg cau chit riéng 1¢ khong hoan toan sai.

Kinh nghiém ctia EU cho thay, 3 vin d& c6 thé dugc xem xét khi danh gia dark patterns: (i) ngudi ding
c¢6 duoc cung cép thong tin can thiét truéc khi lya chon hay khong; (ii) viéc tir chdi co6 dé& dang twong
duong voi viéc chap nhan hay khong; (iii) thiét ké c6 1am suy giam dang ké quyén tu chu va kha ning ra
quyét dinh ctia nguoi dung hay khong.

Tai Hoa Ky, Uy ban Thuong mai Lién bang (FTC) d ting cuong diéu tra va xir Iy cac doanh nghiép sir
dung dark patterns trong dang ky dich vu, quang céo va thu thap dir liéu ca nhan. Trong vu viéc lién quan
dén Amazon Prime, FTC céo budc Amazon di sir dung thiét ké giao dién mang tinh thao ting dé dang ky
ngudi tiéu ding vao chuwong trinh Prime ma khong c¢6 sy dong ¥ day du, dong thoi 1am cho viée huy ding
ky tré nén khé khin hay vu viéc Vonage, FTC cho biét doanh nghiép da str dung quy trinh huy dich vu gay
nham 13n va tiép tuc thu phi ctua ngudi tiéu dung. FTC sau d6 cong bd viée hoan tra gan 100 triéu USD
cho nhiing nguoi bi anh hudng. (FTC, 2023)

Cac vu viéc nay cho théy, co quan thyc thi khong nhat thiét phai chd mdt dao luat riéng vé dark
patterns. Nhitng hanh vi thao ting c6 thé bi xur 1y thong qua cac quy dinh hién hanh néu chtng minh dugc
rang doanh nghiép di giy nham lan, can tré quyén huy dich vu hodc thu tién khi chwa ¢ sy dong v hop 1&.

Kinh nghiém Hoa Ky co6 gia tri dbi véi Viét Nam & 2 khia canh: (i) coi quy trinh huy dich vu la mot
phan cia sy dong ¥; (ii) xem xét toan b trai nghiém nguoi dung thay vi chi kiém tra mot cu quang céo
hoic mot didu khoan riéng 16é.

OECD (2018) nhin manh, chuyén déi s 1am gia ting su bat cAn ximg thong tin giita doanh nghiép va
nguoi tiéu dung. Doanh nghiép c6 kha nang thu thap, phan tich va sir dung d liéu hanh vi & quy mo 16n,
trong khi nguoi tiéu dung kho biét hé thong dang van hanh nhu thé nao.

Vi vay, viéc yéu cau nguoi tiéu dung ty bao vé b?mg cach doc k¥ moi diéu khoan 1a chua du. Doanh
nghiép can co trach nhiém thiét ké giao dién theo huéng minh bach, dé hiéu va khong khai thac qua mirc
cac diém yéu tam 1y ctia nguoi ding.

Cach tiép can nay phu hop véi thyc tién ctia Viét Nam, noi nhiéu giao dich dugc thyc hién nhanh chong
trén thiét bi di dong va ngudi dung thuong quyét dinh mua hang sau khi tiép xtc véi livestream, thong bao
khuyén mai hodc ndi dung dé xuét tu dong.

OECD (2018) ciing khuyén nghj cac quéc gia xay dung co ché bao vé nguoi tiéu dung trong mdi trudng sd,
bao dam tinh minh bach ctia nén tang va han ché cac hanh vi khai thac thién kién nhan thirc cua nguoi ding.

Tai Viét Nam, c4c nén tang thuong mai dién tu thuong xuyén st dung céc hinh thuc nhu flash sale,
d@)ng ho dém nguoc, hién thi sb lwong nguoi mua hoac sb luong san phém con lai. Mic du nhiéu truong
hop 14 hop phap, song ciing ton tai nguy co doanh nghiép st dung thong tin khong chinh xac hoic gay hiéu
nham nham thic day quyét dinh mua hang.
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Bén canh do6, thudt toan dé xuat san pham trén cac nén tang thuong mai dién tr va mang xa hoi ban
hang ngay cang dugc ca nhan hoa, tao ra kha ning tic dong sau rong dén hanh vi tiéu dung. Pay 1a xu
huéng doi hoi sy quan tim nhiéu hon tir cic co quan quan Iy canh tranh.

bén nay, chua co nhiéu vu viée cong khai tai Viét Nam dugc co quan quan 1y xac dinh truc tiép dudi tén
goi dark patterns. Tuy nhién, diéu nay khong c6 nghia hanh vi thao tang chwa ton tai. Mot nguyén nhan 1a
phap luat chua co khai niém va tiéu chi nhan dién thong nhat, trong khi co quan quan Iy ¢6 thé xir 1y hanh
vi theo cac nhom vi pham khac nhau nhu quang cédo giy nham 13n, cung cip thong tin khong day du, vi
pham nghia vu ciia san giao dich hodc xAm pham quyén ctia ngudi tiéu dung.

Luat Canh tranh nam 2018 quy dinh vé hanh vi han ché canh tranh, tap trung kinh té va canh tranh
khong lanh manh. Luét hudng tdi viée duy tri moi trudng canh tranh lanh manh, bao vé quyén loi nguoi
tiéu dung va nang cao phuc lgi xa hoi.

Theo Diéu 3 Luat Canh tranh ndm 2018, hanh vi canh tranh khong lanh manh 1a hanh vi ctia doanh
nghiép trai véi nguyén tic thién chi, trung thyc, tdp quan thwong mai va cac chuan muc khac trong kinh
doanh, gay thiét hai hodc c6 thé gay thiét hai dén quyén va loi ich hgp phap cua doanh nghiép khac.

Mic du quy dinh nay c6 pham vi twong d6i rong, song chua dé cap truc tiép dén hanh vi thao ting tim
1y nguoi tiéu dung thong qua thiét ké giao dién s6. Do d6, con mot s6 khoang tréng phap 1y sau: (i) chua
c6 dinh nghia phap 1y vé dark patterns hodc hanh vi thao tung hanh vi ngudi tiéu dung; (ii) chua c6 tiéu
chi xac dinh ranh giéi giira thiét ké giao dién hop phap va hanh vi thao ting trai phap luat: (iii) chua c6 co
ché giam sat thuat toan va cac hé thong ra quyét dinh ty dong trén nén tang sb; (iv) chwa quy dinh cy thé
co ché kiém tra, danh gia giao dién cua nén tang sd; (v) nghia vu cung cip ho so thiét ké va dir ligu thuat
toan dbi voi cac hanh vi tic dong dén quyén lya chon ctia nguoi tiéu dung.

3.2. Kién nghi hoan thién phdp ludt canh tranh tai Viét Nam

Mt la, can nghién ctru bd sung vao Diéu 3 Luat Canh tranh hodc Nghi dinh huéng dan vé khai niém
“thao tung hanh vi nguoi tiéu ding trén moi truong s6” nham tao co sé phéap 1y cho hoat dong quan Iy cua
co quan quan Iy nha nudc va xir 1y vi pham (néu co).

Hai la, x4c dinh hanh vi thao ting 1a mdt dang canh tranh khong lanh manh bi cAm theo Diéu 45 Luat
Canh tranh. Nhitng hanh vi st dung giao dién hoac thuat toan nham danh Itra, ép budc hoac dan dat nguoi
tiéu dung dua ra quyét dinh trai v6i loi ich cia ho can duoc xem 1a mot dang canh tranh khong lanh manh
trong nén kinh té sd.

Ba la, ting cuong minh bach thuat toan. Doanh nghiép van hanh nén tang sb can c6 nghia vu cong
khai nguyén tic co ban ciia hé thong dé xuit, quang cao va xép hang san pham. Viéc minh bach thuit toan
khong nham tiét 16 bi mat kinh doanh ma nham bao dam nguoi tiéu dung hiéu dugc cac yéu té anh hudng
dén quyét dinh mua sam.

Bon la, thiét 1ap co ché danh gia tac dong canh tranh ddi v6i nén tang s6. Co quan quan 1y canh tranh
can xay dyung b tiéu chi danh gia tac dong cua giao dién sé va thuat toan dén hanh vi nguoi tidu dung. Day
s& 1a cong cu quan trong dé phat hién sém cac hinh thirc canh tranh khong lanh manh trong maéi trudong
thuong mai dién tu.

Nam la, ting cuong phdi hop giita phap luat canh tranh va phap luat bao vé nguoi tiéu dung. Viée xir
ly dark patterns doi hoi sy phdi hop gitra co quan canh tranh, co quan bao vé ngudi tiéu dung va co quan
quan 1y dit liéu c4 nhan. Cach tiép cén lién nganh s& gitup nang cao hidu qua quan 1y ddi véi cac hanh vi
thao ting ngay cang tinh vi.
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4. Két luan

Sy phat trién cua thuong mai dién tir va cong nghé sé d tao ra nhirng phuong thirc canh tranh méi dya
trén dit liéu va thuat toan. Bén canh nhiing loi ich kinh té, cac chiéu tro thao ting tam 1y ngudi tidu ding
dang tré thanh thach thic dang ké ddi véi quyén tu chu trong quyét dinh tidu dung va sy cong bang cua
thi truong.

Mic du Luat Canh tranh ndm 2018 d3 tao nén tang quan trong cho viéc bao v&€ mdi truong canh tranh
lanh manh, nhung cac quy dinh hién hanh van chua du dé kiém soat hiéu qua cac hanh vi thao tang trong
moi trudng sb. Do d6, can som hoan thién khuon kho phap luat theo huéng bd sung khai niém dark
patterns, ting cuong minh bach thuat toan, mé rong pham vi diéu chinh ctia hanh vi canh tranh khong lanh
manh va nang cao ning lyc giam sat nén tang sd.

Viéc hoan thién phap luat khong chi gop phan bao vé quyén loi ngudi tiéu dung ma con thic day su

phat trién bén viing, minh bach va cong bang ctia nén kinh té s6 ¢ Viét Nam m
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