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Tém tit:

Nghién civu xdy dung hé thong gidm sat va phat hién bat thuong tau thuyén trén bién dya trén dir liéu Hé
thong nhédn dang tir dong (AIS). Hé thong svr dung cdc thong sé vé vi tri, toc dé va hiedmg di cua tau, két hop
cdc phwong phép hoc mdy, dw dodn va phan cum DBSCAN dé nhén dién hanh vi bat thiong va phat canh
bdo. Két qua thir nghiém cho thdy hé thong dat do chinh xdc phdt hién bdt thieong 1én dén 95%, thoi gian
phat hién trung binh duéi 5 gidy, dong thoi hé tro triee quan héa va so sanh hanh trinh thwc té véi hanh trinh
dir dodn. Két qua cho thdy gidi phdp c6 khd nang hé tro gidm sat va phat hién sém cdc hanh vi bat thuwong
ciia tau thuyén trong thoi gian thie.

Tw khoa: /é théng nhan dang tw dong, phdan cum khong gian dwa trén mdt do cua cac ung dung co nhiéu.

Application of AIS data for monitoring and detecting anomalous vessel
behavior at sea

Abstract:

This study develops a system for monitoring and detecting anomalous vessel behavior at sea using Automatic
Identification System (ALS) data. The system continuously processes vessel position, speed, and course data
and combines machine-learning, prediction, and DBSCAN clustering methods to identify deviations from
normal navigation patterns and generate alerts. Actual vessel trajectories are compared with predicted
trajectories according to predefined thresholds for position, speed, and heading. Experimental results show
that the system achieves anomaly-detection accuracy of up to 95%, with an average detection time of less
than five seconds. The application also supports real-time visualization, vessel-status classification, and
comparison between actual and predicted routes. The findings demonstrate the potential of AIS-based
analytics to support real-time maritime surveillance and early detection of abnormal vessel behavior:
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1. Pit van dé

Phat hién bat thuong trong linh vuc hang hai 1a mdt nghién ctru quan trong, trong dé viéc xac dinh duogc
mot mo hinh chuan va mot bo dir 1i€u da dang vé khu vuc bién can quan sat la rat can thiét. M6 hinh nay
duoc huan luyén trén nhirng hanh vi 1ap lai thudng xuyén, mang tinh quy luat, duoc xem 1a nhirng hanh vi
hoat dong binh thudng ciia tau thuyén, va cac bat thuong 1a nhitng hanh vi khong khép vi mé hinh nay.
Qua trinh phat hién bat thudng trong linh vuc hang hai dya trén 2 budc chinh:

- Hoc tir dit liéu hanh trinh tau trong lich sir dé xay dung mé hinh dai dién cho hanh vi binh thudng ctia
tau, thuong duoc biéu dién dudi dang phan phdi théng ké hodc cum cac dic trung hanh vi.

- Phat hién bat thuong bang cach so khop va so sanh sy 1éch lac giita hanh vi binh thuong va dir liéu
di chuyén thue té cua tau, hanh vi duge coi 13 hanh vi bat thuong néu su 1éch lac vuot qua mot ngudng
nhat dinh.

2. Tong quan phwong phap phat hién bat thwong trong hang hai

2.1. Phat hién bit thuwong dwa trén hoc mdy

Vespe (2012), st dung dir li¢u AIS va thuat toan hoc khong giam sat dé ty dong hoc cac mau di chuyén
ctia tau va phat hién bat thuong, voi kha ning diéu chinh theo thay d6i méi truong. (De Souza, 2016) ap
dung m6 hinh an Markov (HMM) dé phat hién cdc mau hanh vi bét thuong cua tau, dac biét la tau danh
c4, dya trén toc do va thoi gian van hanh.

2.2. Phdt hi¢n bit thwong dwa trén phwong phdp duw dodn

Laxhammar (2014) st dung phwong phap du doan ddi chiéu (conformal prediction) dé tao ra cac hanh
trinh du doan, do luong su twong ddng bang khoang cach Hausdorff dé phat hién bt thuong.

Zhao (2019) 4p dung mang no-ron hoi tiép (LSTM) dé du doan hanh trinh va phat hién bat thudng theo
thoi gian thuc.

2.3. Thudt toan DBSCAN trong phdn tich hanh trinh tau

Céc budc cua thuat todn DBSCAN kha don gian. Thuat toan s€ thuc hién lan truyén dé mo rong dan
pham vi ciia cum cho t6i khi cham t61 nhiing diém bién thi thuit toan s& chuyén sang mot cym mai va lap
lai tiép qua trinh trén. Cu thé:

« Budc 1: Thuat ton lya chon mot diém dit lidu bat ki. Sau d6 tién hanh x4c dinh cac diém 15i va diém
bién théng qua ving l1an can epsilon bang cach lan truyén theo lién két chudi cac diém thudc ciing mot cum.

« Budc 2: Cum hoan toan duoc xac dinh khi khong thé mé rong duge thém. Khi dé lip lai dé qui toan
bd qua trinh v6i diém khai tao trong sd cac diém dir liéu con lai dé xac dinh mot cum méi.

Trong thuat toan DBSCAN truyén théng, thuc hién phan cum mat do cac diém dit liéu. Khi ap dung n6
vao phan cum hanh trinh tau, viéc tinh toan murc do tuong déng gitra cac hanh trinh tau [a mot van dé dang
quan tim. Nguyén Iy phat song ctia AIS trén tau dan dén cac mdc thoi gian va sb lugng diém dit lidu trén
mdi hanh trinh 1a khac nhau, day la mot loai dir liéu thoi gian roi rac khong déng b6 dién hinh

3. Xy dung hé thong giam sat va phat hi¢n bit thwong

3.1. Dit li¢u va cdc thong so AIS

Khi tién hanh theo ddi mot tau cu thé trén ving bién, hé thong tién hanh theo ddi hanh vi bat thudng
cua tau béng cach nhan lién tyc cac tin hi¢u AIS tir tau nay.

Dit liéu dugc st dung dé phan tich bao gom: toa d6 (latitude, longitude), toc do (SOG), va huéng di
(COG). Hé thdng sau d6 str dung cac mé hinh du doan dit liéu chudi da nghién ctru dé dy doan hanh trinh
cuda tau.

3.2. Quy trinh phdt hién bit thwong
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Tiép theo, cac biéu dd so sanh gitra dir li€u thyc té va dir lidu duoc du doan (duoc coi 1a hanh trinh ding
cta tau) s& duoc vé ra. Hé thong tién hanh so sanh cac gia tri ndy voi ngudng thiét 1ap sin (c6 thé diéu
chinh) dé xac dinh bat thuong. Mot diém dir liéu trén hanh trinh s& duoc xem la binh thuong néu no thoa
mén ca 3 tiéu chi: vi tri, tbc do, va huodng tau.

Dudi day 1a cac biéu do so sanh giira dit liéu thuc té va dit liéu du doan cta ca 3 tiéu chi trén, gitip nguoi
dung danh gia mot cach truc quan cac hanh vi bat thuong cua tau trong thoi gian thuc.

Hinh 1. Biéu dé so sanh hanh trinh thuc té va hanh trinh dw dodn
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3.3. Thiét Igp ngwong phdt hién va cinh bdo

Dua trén 3 biéu do so sanh da thiét 14p, hé thdng s& tién hanh théng ké phan traim cac diém dir liéu
trong hanh trinh dugc xem 1a bat thuong. Néu ty Hinh 2. Cai dit cdc théng sé trng dung
1€ nay vuogt qua ngudng cho phép (do nguoi dung
nhap vao giao di¢n), tau s€ dugc xem la c6 hanh
vi bat thuong. Hé thdng ngay 1ap tirc phat tin hiéu
canh bao dén ngudi giam sat hang hai théng qua Percentage of anomalous points
giao dién Urng dung, giup dam bao viéc theo ddi va
xtr 1y céc tinh hudng bat thuong mot cach kip thoi. Warning threshold points:

Giao dién cho phép nguoi dung tuy chinh

ngudng bat thuong dé phu hgp vdi cac yéu cau Ship Display Option: o tye v

giam sat khac nhau, tang tinh linh hoat trong viéc

phat hién cac su kién bat thuong.

3.4. Thiét ké giao dién va chikc ning hé théng

Giao dién tng dung duoc thiét ké dé t6i uu hoa trai nghiém nguoi dung. Bao gdm ban d6 nén hién thi vi
tri céc tau trén ving bién trong thoi gian thyc, cho phép ngudi ding thu phong ban d6 va di chuyén ving
quan tdm dén ving nude cu thé. Nguoi dung c6 thé d& dang truy cp thong tin chi tiét vé tirng tau, bao gdm
trang thai diéu hudng, téc do va hudng di va c6 thé chon tinh ning dé phan tich hanh trinh tau, kip thoi
phat hién cac bat thuong ciing nhu cai dit mot sé thong sd cho cac mé hinh va tmg dung.

Céc chire ning chinh:Giam sat, phan loai cac trang thai didu huéng ctia cac tau trén bién.

Ung dung nhén dir liéu AIS thoi gian thuc tir hé théng may chu cta AIS, sau d6 truc quan hoa thong
tin 1én giao dién ban d6. Cac tau dugc phan biét dudi 2 ché d6 hién thi chinh: kiéu tau (vi dy tau ché dau,
tau danh c4, tau cho khach...) hodc trang thai diéu hudng cua tau (gdm 4 trang thai di dugc nghién ciru
va xdy dung mo hinh phan 16p). Diéu nay giup nguoi giam sat hang hai dé dang theo ddi va phan tich cac
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Hinh 3. Giao di¢n chinh ciia teng dung gidm sdt va phdt hi¢n bit thwong cdc muc tiéu trén bién
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4. Két qua va danh gia hé thong

Ung dung da dat duoc nhitng két qua dang ké trong viéc giam sat va phat hién bat thuong, khang dinh
tinh hiéu qua va tmg dung thuc tién ctia n6 trong linh vuc hang hai.

4.1. Két qua phdt hién bit thuong

V& tinh chinh xéc, cac thuat toan phat hién bét thuong cua ung dung da dat do chinh xac l1én dén 95%.
Diéu nay co6 nghia 1a phan 16n céc sy kién bat thudng duoc xac dinh chinh xac, giup giam thiéu nguy co
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sai sOt trong viéc giam sat hoat dong cua tau. Do chinh xac cao nay khong chi gop phan vao viéc ning cao
hiéu qua giam sat ma con tao ra su tin cdy trong cac quyét dinh xir 1y trong tinh huéng khan cap.

4.2. Thoi gian phén hoi

V& thoi gian phan hoi, tng dung cho thiy hiéu suat 4n twong vai thoi gian trung binh dé phat hién su
kién bat thudng 1a dudi 5 gidy. Thoi gian phan hdi nhanh chong nay rat quan trong trong méi truong hang
hai, noi ma nhirng quyét dinh kip thoi 6 thé lam giam thiéu thiét hai va ngan chin tai nan. Kha ning phat
hién nhanh chong cho phép nguoi ding c6 thé hanh dong ngay lap tirc, tir d6 bao vé an toan cho tau va
hanh khach.

4.3. Kha ndang truc quan hoa va cdinh bdo

He¢ thong thé hién kha ning tryc quan hoa higu qua thong qua giao dién ban do6 thoi gian thuc va cac
biéu do so sanh giita hanh trinh thuc té va hanh trinh du doan, gitp nguoi giam sat d& dang nhan dién cac
hanh vi bat thuong bang truc quan. Bén canh do, co ché canh bao dua trén ngudng co6 thé ty chinh gitp
hé thdng phat tin hiéu kip thoi khi phat hién hanh vi bat thudng, hd tro ngudi giam sat hang hai xu 1y tinh
hudng mot cach nhanh chong va cha dong.

4.4. Danh gid khd nang wrng dung

Phan hdi tir nguoi dung cho thiy ing dung dugc danh gia cao vé tinh tién dung va do chinh xac. Ngudi
dung d nhan xét giao dién truc quan, d& sir dung gitip ho d& dang theo ddi tinh hinh trén bién va phat hién
bat thudng mot cach hiéu qua. Sy hai long tir phia ngudi dung khong chi phan anh chat luong cta tng
dung ma con mé ra co hoi cho viée phét trién thém cac tinh ning mai, nham dap Gmg nhu cau ngay cang
cao trong linh vuc giam sat hang hai.

5. Han ché va huéng phat trién

5.1. Han ché ciia nghién ciru

Maic du nghién ctru da dat dugc nhiing két qua nhat dinh nhung van con chua giai quyét duge mot sb
mit han ché, do kha nang cua ban than cling nhu diéu kién chua cho phép. Van con tdn tai mot s han ché
c6 thé thay nhu: chua tng dung 1én dit liéu AIS cta Viét Nam.

5.2. Huwéng phit trién

Trong tuwong lai, nhdm nghién ctru dé xuat mot s hudng phat trién tiém ning dé cai thién va mo rong
dé tai nay. Dau tién, can tap trung vao viéc thu thap cac nguén dir liéu chat lugng, thu thap dir liéu AIS tu
nhitng cang bién 16n, cac loai phuong tién da dang va 1a noi c6 mat do giao thong day dic. Thir hai, cin
tap trung vao khau tién xir 1y dir ligu, can chon loc céac dit liéu cua cac mo hinh di chuyén trong diéu kién
tau hoat dong binh thudng dé c6 két qua huin luyén phat hién bt thudng duoc chinh xac. Ngoai ra, nhom
s& tiép tuc cap nhat va bao tri ing dung, dé dam bao n6 ludn cung cip nhitng thong tin va tinh ning mai
nhit, tao cac tai liéu hudng dan va tai liéu tham khao dé hd trg nguoi ding trong viée st dung cong cu
mot cach hi€u qua.

6. Két luan

Nghién ctru da dat duoc muc dich, yéu cau dé ra, cu thé cac ndi dung chinh bao gém:

Vé Iy thuyét, nghién ciru tip trung nghién ciru vé dit liéu AIS va cac thuit toan hoc may, hoc sdu tng
dung cho bai toan phan loai cac ddi twong trén bién va phat hién bat thudng cac ddi tuong trén bién.

Vé thuc nghiém, nghién ciru xay dung duge hé théng giam sat va phat hién bat thuong cac muc tiéu
trén bién. Ung dung gitp truc quan hoa dit liéu tau thuyén trén bién theo thoi gian thuc, phan loai cac d6i
tugng va phét hién cac bat thuong trong di chuyén ctia tau thuyén m

302| S6 23/2026



KHOA HOC - KY THUAT

TAI LIEU THAM KHAO:

Chung, J., Gulcehre, C., Cho, K., & Bengio, Y. (2014). Empirical evaluation of gated recurrent neural networks on
sequence modeling. arXiv. https://doi.org/10.48550/arXiv.1412.3555.

De Souza, E., Boerder, K., & Worm, B. (2016). Improving fishing pattern detection from satellite AIS using data mining
and machine learning. PLoS ONE, 11(7), e0158248. https://doi.org/10.1371/journal.pone.0158248.

Ester, M., Kriegel, H.-P., Sander, J., & Xu, X. (1996, August 2-4). A density-based algorithm for discovering clusters
in large spatial databases with noise. In Proceedings of the Second International Conference on Knowledge Discovery
and Data Mining (KDD-96) (pp. 226-231). Portland, OR, United States.

Guo, T., & Xie, L. (2022). Research on ship trajectory classification based on a deep convolutional neural network.
Journal of Marine Science and Engineering, 10(5), 568. https://doi.org/10.3390/jmse10050568.

He, K., Zhang, X., Ren, S., & Sun, J. (2015). Deep residual learning for image recognition. arXiv. https://doi.
org/10.48550/arXiv.1512.03385.

Holst, A., & Ekman, J. (2003). Anomaly detection in vessel motion (Technical Report). Saab Systems.

Huang, G., Liu, Z., van der Maaten, L., & Weinberger, K. Q. (2016). Densely connected convolutional networks. arXiv.
https://doi.org/10.48550/arXiv.1608.06993.

Kontopoulos, I., Makris, A., & Tserpes, K. (2021). A deep learning streaming methodology for trajectory classification.
ISPRS International Journal of Geo-Information, 10(4), 250. https://doi.org/10.3390/ijgi10040250.

Laxhammar, R., & Falkman, G. (2014). Online learning and sequential anomaly detection in trajectories. IEEE
Transactions on Pattern Analysis and Machine Intelligence, 36(6), 1158-1173. https://doi.org/10.1109/TPAMI.2013.220.

Ristic, B., & Scala, B. (2008, June 30-July 3). Statistical analysis of motion patterns in AIS data: Anomaly detection
and motion prediction. In Proceedings of the 11th International Conference on Information Fusion. Cologne, Germany.

Russakovsky, O., Deng, J., Su, H., Krause, J., Satheesh, S., Ma, S., Huang, Z., Karpathy, A., Khosla, A., Bernstein, M.,
Berg, A. C., & Fei-Fei, L. (2014). ImageNet large scale visual recognition challenge. arXiv. https://doi.org/10.48550/
arXiv.1409.0575.

Senin, P. (2008). Dynamic time warping algorithm review (Technical Report). Information and Computer Science
Department, University of Hawaii at Manoa.

Simonyan, K., & Zisserman, A. (2014). Very deep convolutional networks for large-scale image recognition. arXiv.
https://doi.org/10.48550/arXiv.1409.1556.

Vespe, M., Visentini, 1., Bryan, K., & Braca, P. (2012, May 16-17). Unsupervised learning of maritime traffic patterns
for anomaly detection. In Proceedings of the 9th IET Data Fusion & Target Tracking Conference: Algorithms &
Applications. London, United Kingdom. https://doi.org/10.1049/ic.2012.0019.

Yin, X., et al. (2021). Sentiment analysis based on BiGRU information enhancement. Journal of Physics: Conference
Series, 1748(3), 032054. https://doi.org/10.1088/1742-6596/1748/3/032054.

Zhao, L. B., & Shi, G. Y. (2019). Maritime anomaly detection using density-based clustering and recurrent neural
network. The Journal of Navigation, 72(4), 894-916. https://doi.org/10.1017/S037346331800101X.

EIEITE Google Scholar B Crossret | 303



