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TOM TAT:

Trong bdi canh toan cau hoa va phat trién manh mé cua cong nghé thong tin, internet trd' thanh ha

téng thiét yéu nhung déng thoi gia tdng nguy co an ninh, trat tw, dac biét 1a toi pham mang. Vi dac
trung phi lanh tho, nic danh va bién ddi nhanh, toi pham mang dat ra thach thirc 16n cho hé théng phap
lut hinh sy, trong d6 c6 Viét Nam. Trude yéu cau hoan thién thé ché trong “ky nguyén s6”, nghién ctru

phéap lut hinh sy vé toi pham mang trd nén cap thiét. Bai viét phan tich quy dinh phap luat hinh sy ciia
My, Purc, Anh va cac chuan muc qudc té dé rat ra kinh nghiém, tir d6 dé xuat giai phap hoan thién phap

luét hinh sy vé t6i pham mang tai Viét Nam, gop phén ting cuong hiéu qua phong ngira, xir Iy va bao vé

an ninh mang trong bdi canh hién nay.

Twr khéa: toi pham mang, phap luat hinh sy, an ninh mang, Viét Nam.

1. Pit van dé

Trong bbi canh ky nguyén s6 ngay cang phat trién,
to1 pham mang khong con 1a hién tuong ri€éng 1é ma
da tré thanh mdt dang tdi pham dién hinh cua khong
gian sd, vuot ra ngoai khuén khé didu chinh truyén
thong ctia phap luat hinh sy. Thoi gian qua, cong tac
phong, chong t6i pham mang (TPM) duoc trién khai
quyét liét, ddng bo va toan dién, gop phan dat dugc
nhiéu két qua quan trong trong thuc tién.

B6 Iuat Hinh sy nam 2015 (sta ddi, bod sung
2017) di quy dinh vé t6i pham mang mot cach day
du, rd rang va chit ché hon trude. Nhiéu quy dinh vé
toi pham da duogc stra ddi, bd sung cho phu hgp voi
cac chuan muc qubc t& va thuc tién, tao didu kién
cho céc co quan bao vé phap luat ddu tranh phong,
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chéng t6i pham ngay cang dat hiéu qua. Tuy nhién,
toi pham mang & Viét Nam van dang c6 xu huéng
gia ting, dong thoi xuat hién nhidu hinh thirc pham
t01 md&i voi nhimng thi doan thuc hién ngay cang tinh
vi (Hong Vinh, 2024). Bén canh d6, do dic trung
cua loai tdi pham nay la kho phat hién, kho truy lung
dau vét khién cho hau qua dé lai diac biét nghiém
trong. Trong khi nhiéu qudc gia di c6 nhitng budc
tién dang ké trong viéc xay dung hé thdng phap luét
dé xir 1y t01 pham, thi Vi¢t Nam, mac du da c6 nhiing
hanh dong va quy dinh phép 1y trong linh vuc nay,
nhung van dang d6i mat voi nhidu thach thirc trong
viéc &p dung phap luat hi€u qua. Dac biét, Bo luat
Hinh sy nam 2015 (sira doi, bd sung nam 2017) da
¢0 hiéu luc thi hanh duoc 8 nam, nén can c6 nhitng



LUAT

nghién ciru dé dénh gia tinh hiéu qua cta quy dinh
phap luat. Diéu nay doi hoi Viét Nam can phai tham
khao, hoc hoi kinh nghiém tir cac qubc gia di trude
dé hoan thién va cai thién hé théng phap luat hinh sy
cua minh trong Iinh vyc toi pham mang.

2. Bai hoc kinh nghiém tir cac qudc gia

2.1. Bai hoc kinh nghi¢m tiv My

Kinh nghiém ctia M cho thiy cach tiép cin som,
rd rang va c6 tinh hé thong trong xay dung phép luat
veé tOi pham mang. My da ban hanh cac dao luat nén
tang nhu Pao luat vé gian 1an va lam dung may tinh
(CFAA), dong thoi thiét 1ap hé thong phap luat bo
tro lién quan dén an ninh mang va bao v¢ dir licu.
Diém dang chu ¥ 1a My khong xay dung mot khai
niém chung vé toi pham mang ma phén loai cy thé
timg hanh vi vi pham. Cach tiép cin nay gitp phap
luat trd nén linh hoat hon khi xtr 1y cac truong hop
cu thé.

Bén canh d6, My di ky cac cong wdc véi cac quic
gia trong viéc hop tac déu tranh xur Iy TPM theo d6
Cong udc Budapest va Cong ude Palermo 1a 2 cong
cu quan trong trong viéc hd tro hop tac quéc té trong
xur 1y t6i pham cong nghé cao (Nguyén Hoang Chi
Mai, 2023), tir d6 tao co sé phap ly cho hoat dong dan
do, twong tro tu phap va phdi hop diéu tra trong cac
vu an xuyén qudc gia.

Vé thyc tién, My chii trong xdy dung luc lugng
chuyén trach voi trinh dg cao thong qua cac co quan
nhu Cyc Diéu tra Lién bang (FBI) va Co quan An
ninh mang va Co s& ha ting (CISA), déng thoi trién
khai cac chuong trinh dao tao chuyén sau va lién
tuc. Ngoai ra, My ddy manh tng dung cong nghé
hién dai nhu tri tué nhan tao (Al), dir li¢u 16n (Big
Data) va hé thong giam sat an ninh mang nham nang
cao hi€u qua phat hién va xu 1y t6i pham. Cong tac
tuyén truyén, nang cao nhan thirc xa hoi ciing dugc
trién khai rong rdi, gop phan phong ngira toi pham
tr som.

2.2. Bai hgc kinh nghiém tir Dvrc

Duc xdy dung hé thong phap luat vé toi pham
mang theo hudng chi tiét nhung linh hoat, phii hop
voi sy phat trién nhanh chong ctia cong nghé thong
tin. Hé thong phép luat khong chi diéu chinh cac hanh

vi truyén thdng ma con bao quat cac hanh vi méi phat
sinh trong mdi truong so, gin véi cac quy dinh vé bao
vé dir liu va an ninh thong tin, ch?mg han Luat Bao
vé dir liéu Lién bang Puc (BDSG) va Quy dinh
Chung vé Bao vé Dit liéu cia EU (GDPR). Tir d6 cho
thay, phap luat cin c6 kha ning cép nhat thuong
xuyén dé thich timg véi thuec tién.

Puc ciing dac biét coi trong hop tac quéc té, nhat
la trong khuon khd Lién minh chau Au va cac diéu
wdc qudc té vé tuong trg tu phap. Co ché hop tac nay
gilip nang cao hiéu qua diu tra, truy t6 va xét xir cac
vu én ¢ yéu to xuyén bién gioi.

Vé thuc tién, Pirc xay dung co ché diéu phdi tap
trung thong qua Co quan Canh sat Hinh sy Lién bang
(BKA), dong thoi ting cuong hop tic véi Europol,
Interpol va cac ddi tac qudc té. Ngoai ra, Dirc thiét lap
co ché phdi hop chat ch& giita co quan nha nudc va
khu vyc tu nhan, qua d6 nang cao kha nang chia sé
thong tin va tmg phod véi cac mdi de doa an ninh
mang. Viéc ing dung cong nghé nhu Al va Big Data
cling dugc chu trong nham phat hién sém va xur Iy
hiéu qua cac hanh vi pham t6i.

2.3. Bai hoc kinh nghiém tir Anh

Anh xdy dung hé thong phap luat tuong dbi hoan
chinh véi cac dao luat chuyén biét nhu Pao luat St
dung sai myc dich may tinh, dong thoi thudng xuyén
cap nhat dé phi hop vai thuc tién. Hé thong phap luat
ctia Anh chii trong tinh thong nhét, tinh rang budc va
kha ning cu thé héa cac cam két qudc & thanh quy
dinh phap ly trong nudc.

Mot diém dang chi ¥ 13 Anh tiép cin theo hudng
phan loai 16 rang cac hanh vi tdi pham mang, qua do
nang cao tinh minh bach va kha nang ap dung phap
luat. Déng thoi, Anh dac biét cht trong xay dung co
ché hop tac quéc té, bao gém cac quy dinh vé dan do,
tuong tro tu phap va truy xuét dir liéu xuyén bién
gi6i, dién hinh 1 viéc tham gia Cong udc Budapest
va ky két cac hiép dinh song phuong.

V¢ thyc tién, Anh ap dung nguyén tic quyén tai
phan mo rong, cho phép xtt ly cac hanh vi pham ti c6
yéu t6 nude ngoai nhung lién quan dén cong dan hodc
t6 chirc trong nude. Ngoai ra, Anh ddy manh tng
dung cong nghé hién dai trong giam sat va phat hién
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t6i pham, dong thoi xdy dung cac chuong trinh dao
tao chuyén sau cho luc lugng thyc thi phap luat. Viéc
tang cuong hop tac qudc té va phat trién cac cong cu
k¥ thuat s ciing gop phan nang cao hiéu qua phong,
chdng t6i pham mang.

3. Pé xuét va giai phap hoan thién phap luit
hinh sy vé tdi pham mang tai Viét Nam trong bdi
canh méi

Trén co s ddi chiéu gitra Bo luat Hinh sy 2015
(stra ddi, bd sung 2017) va Luat An ninh mang 2025
(c6 hiéu luc tir ngay 01/7/2026), c6 thé nhan thiy mot
van d& mang tinh ban chat: Luat An ninh mang da
budc dau nhan dién twong dbi day du cac hanh vi
nguy hiém trong khong gian mang, nhung phan 16n
cac hanh vi nay chua dugc “chuyén hoa” tuong (mg
thanh t6i pham trong ludt Hinh sy. Diéu nay tao ra
khoang trong phap 1y gitra “hanh vi bi cAm” va “hanh
vi bi xur ly hinh su”.

Vi vay, viéc hoan thién Bo luat Hinh su can di
theo hudng ndi luat hoa truc tiép cac hanh vi da duoc
xac dinh trong Luat An ninh mang, déng thoi cu thé
héa thanh cac ciu thanh toi pham 1o rang, c6 kha
nang 4p dung trong thuc tién.

3.1.Phdp ludt Vigt Nam can bé sung quy dinh
vé mjt sé hanh vi ti pham mang méi.

Mot la, can xem xét, bo sung quy dinh vé toi st
dung mang may tinh, mang vién thong, phurong tién
dién tir thyce hién hanh vi chiém doat tai san tai Diéu
290 cua Bo luat Hinh sy 2015 (stra doi, bd sung
2017) theo huéng mé rong pham vi diéu chinh ddi
véi cac hanh vi st dung cong nghé méi. Cu thé, dé
xuit bd sung diém e khoan 1 Piéu 290 mdi quy
dinh: “Str dung cong nghé thong tin, phuong tién
dién tur, tri tu€ nhan tao hodc cong nghé sb khac dé
tao 1ap, gid mao hinh anh, am thanh, dir liéu nhan
dang cta ca nhan, td chirc nham thuc hién hanh vi
chiém doat tai san”. Quy dinh nay nham truc tiép
hinh sy hoa hanh vi lira dao bang cong nghé gia mao
(deepfake), von dang tr¢' thanh xu huéng phd bién
va c6 mirc d6 nguy hiém cao.

Hai la, cac hanh vi t6i pham lién quan dén
blockchain va tién ma hoa, nhu ria tién va lira dao
qua giao dich tién mi hoa, ciing can duoc phap luat
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quy dinh rd rang dé bao vé an ninh tai chinh quéc
gia. Nhom nghién ctru dé xuat bo sung diém i
khoan 2 Diéu 324: Toi rira tién “sir dung mang may
tinh, mang vién thong hodc phuong tién dién tir dé
pham tgi”.

Ba la, cac hanh vi lam dung dir liéu ca nhan, vi
pham quyén riéng tu, phét tan thong tin sai 1éch va toi
pham lién quan dén Internet of Things (IoT) can dugc
diéu chinh chdt ché hon.

3.2. Viét Nam can siva déi, bo sung cdc quy dinh
ciia phdp ludt hinh sw vé téi pham mang theo
huong khic phuc nhitng han ché ngi tgi va bio
ddim sw twong thich véi cdc chuin mwe phdp Iy
quoc té.

Mét la, dbi voi Diéu 286 vé toi phét tan chuong
trinh tin hoc gy hai, cin bd sung ddu hiéu vé ddi
tuong tac dong vao cAu thanh toi pham co ban, theo
d6 xac dinh rd cac hé théng thong tin cé tinh chét dic
biét quan trong nhu: hé théng dir 1iéu thudc bi mat
nha nudce, hé théng thong tin phuc vu qude phong, an
ninh. Khi hanh vi phat tan chuong trinh doc hai dugc
thuc hién nham vao cac hé théng nay, tdi pham can
duoc coi 1a hoan thanh ngay tai thoi diém thuc hién
hanh vi, khong phu thudc vao viéc hau qua da xay ra
hay chua. Déng thoi, hau qua thyc té (néu ¢0) hoac
yéu to tai pham can dugc chuyén hoa thanh céc tinh
tiét dinh khung ting nang, nhim bao dam sy phan hoa
trach nhiém hinh su.

Hai la, d6i véi Diéu 287 vé ti can tré hodc giy
rdi loan hoat dong cuia hé thong thong tin, can mé
rong pham vi cac dbi tugng dugc bao vé trong cAu
thanh co ban, bao gdm: co s¢ ha tang thong tin trong
yéu qudc gia nhu hé théng diéu hanh luéi dién, hé
thong tai chinh - ngan hang, hé thong diéu khién giao
thong, cling nhu cc hé thong thong tin phuc vu qudc
phong, an ninh. Viéc tac dong trai phép dén cac hé
thong nay, xét vé ban chat, da du dé cdu thanh hanh vi
nguy hiém cho xa hoi & mirc d¢ cao, do d6 can dugce
xu 1y hinh su ngay ca khi chua phat sinh hau qua cu
thé. Cach tiép can nay phi hop v6i yéu cau bao vé an
ninh mang qudc gia trong Luat An ninh mang nim
2025, déng thoi ti€ém can voi thong 1€ quéc té vé bao
vé ha tAng thong tin trong yéu.
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Ba la, dbi voi Diéu 288 vé t0i dua hodc sir dung
trai phép thong tin trén mang, can bo sung dau hiéu
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“thong tin c6 tac hai 16n cho xa hdi” vao céu thanh toi
pham co ban. Quy dinh nay nham x 1y kip thoi cac
hanh vi phat tan thong tin nguy hiém, dic biét 1a
thong tin sai 1éch c6 kha ning gay bat 6n xi hoi, anh
huéng dén an ninh qubc gia hodc trat tw cong cong,
ngay ca khi hau qua cu thé chua xay ra hodc chwa thé
dinh luvgong. Tuy nhién, dé bao dam tinh minh bach va
tranh nguy co ap dung tuy tién, can thiét phai xay
dung cac tiéu chi phép 1y rd rang dé xac dinh “tac hai
16m cho xa hoi”, ¢6 thé dya trén cac yéu t6 nhu pham
vi lan truyén, mirc d6 anh huong dén cong dong, va
kha ning gay phuong hai dén cac lgi ich dugc phép
luat bao vé.

3.3. Thik ba, cin bé sung quy dinh thém vé trach
nhigm hinh sw doi véi phdp nhéin thwong mai trong
toi pham mang.

Theo do, tai diéu 76 Bo luat Hinh sy ndm 2015
chua cd quy dinh phap nhan thuong mai phai chiu
trach nhiém hinh sy vé toi pham mang hay t6i pham
trong linh vuc cong nghé thong tin, mang vi tinh. Can
quy dinh trach nhiém hinh sy d6i v6i phap nhan 1a
mdt budc tién quan trong trong viéc ciing c¢d hé thong
phép luat, vi trong thyc té, cac t6 chirc, cong ty, doanh
nghiép khong chi ¢ ngudn luc 16n ma con ndm giir
mot luong 16n dit lidu va thong tin quan trong dong
nghia voi d6 néu gy ra hiu qua s& rat 16n. Viée truy
ctru trach nhiém hinh sy d6i voi phap nhan trong cac
t6i pham mang s& giup giai quyét nhiing van dé nhu:

Mt la, tao su cong bang trong xtr Iy t6i pham, vi
trong nhiéu vu viéc toi pham mang, hanh vi vi pham
c6 thé xuat phat tir su thiéu sot trong viéc quan 1y,
giam sat va bao vé an ninh mang cta phap nhan. Néu
phép nhan khong phai chiu trach nhiém hinh sy, cac
hanh vi nay co6 thé khong bi xtr Iy nghiém tac. Viéc
truy ciru trach nhiém hinh sy d6i v6i phap nhén sé tao
ra mdt co ché cong bang, gitip ca c4 nhan 1an t6 chirc
phai chiu trach nhi¢ém néu hanh vi cua ho gay thiét hai
cho xa hoi.

Hai lg, ting cudng trach nhiém cua t6 chire, doanh
nghi€p khi phap nhan phai chiu trach nhiém hinh sy,
diéu nay s& khuyén khich cac t6 chirc, doanh nghiép

phai nghiém tic hon trong viéc xay dung cac chinh
sach bao mat, phong ngura tdi pham mang. Cac cong
ty s& phai dau tu vao co s ha tang bao mat, do tao
nhén vién va thiét 1ap cac quy trinh phong ngira nham
han ché tdi da cac rui ro tir toi pham mang.

3.4. Gidi phap ting cwong hiéu qud thwc thi
phap ludt

Thir nhat, & phong chéng toi pham mang hiéu
qua, mot trong nhiing bi¢n phap quan trong la tang
cuong co sé ha ting hé théng bao mat cao. Viée nay
khong chi giup ngan chan cac mébi de doa tir toi pham
mang ma con bao v¢ thong tin cd nhan, tai san va cac
hé thdng quan trong ctia qudc gia. Pau tién, can dau
tu vao cac cong nghé bao mat tién tién nhu ma hoa dir
liéu, xac thyc da yéu td va cac cong cu giam sat mang
dé phat hién va ngan chan kip thoi cac cudc tin cong
mang. Bén canh viéc dau tu vao cong nghgé, ciing can
x4y dung cac quy trinh bao mat chat ché. Pdng thoi,
céc t6 chirc va co quan nha nude can phdi hop véi cc
doanh nghiép va cac chuyén gia an ninh mang dé thiét
1ap cac ké hoach phan tmg nhanh khi c¢6 sy ¢6 an ninh
xay ra, gitip giam thiéu thiét hai va khoi phuc hé
thong nhanh chong.

Thir hai, cAn day manh hop tac qudc té trong dau
tranh phong chdng t6i pham mang boi hop tac qudc té
trong viéc d4u tranh phong chdng t6i pham mang
dong vai tro cuc ky quan trong trong bdi canh toi
pham mang ngay cang tré nén tinh vi va xuyén bién
gidi. Cac qudc gia can phai hop tac dé chia sé thong
tin, cong ngh¢, va ngudn lyc nham dbi pho véi nhimg
mdi de doa nay. Thong qua cac t6 chirc qudc t& nhur
Interpol va Europol, cac qubc gia co thé phdi hop
trong viéc diéu tra, truy t6 va ngin chan cac hanh vi
tdi pham mang, dac biét 1a khi chiing lién quan dén
cac nhom toi pham c6 to chic va xuyén qudc gia.
Ngodi ra, viéc tham gia vao cac cong ude qudc té nhur
Cong uéc Budapest vé toi pham mang va Cong udc
Palermo vé phong chdng toi pham c6 to chirc gitp
cac qudc gia c6 mot khudn khd phap 1y chung dé thuc
day hop tac trong viéc xir 1y t6i pham mang. Thém
vao do, cac chién dich toan cAu nhim nang cao nhan
thirc cong dong va tang cudng an ninh mang ciing
gop phan quan trong trong viéc phong ngira va xir 1y
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t6i pham mang hiéu qua. Do d6, hop tic qudc té
khong chi la giai phap hitu higu gitp cac quoc gia doi
phé véi toi pham mang ma con 1a yéu tb thiét yéu
trong viéc xay dung mot mdi truong mang an toan va
bao mat trén toan cAu.

Thir ba, mdt bién phap quan trong trong cong tac
phong chéng t6i pham mang 14 tuyén truyén va thong
bao dén ngudi dan vé cac hinh thic t6i pham méi
trong khong gian mang dé ho co thé chu dong phong
tranh dac bi¢t la ving bién gidi, ving sau vung xa...
tir 46 giam thiéu nhimg thiét hai khong dang co. Véi
su phat trién nhanh chong ciia cong nghé va sy xuat
hién cta nhiéu hinh thic toi pham mang mdi, viéc
nang cao nhan thirc cong dong 1a mot yéu t6 khong
thé thiéu trong chién lugc bao v€ an ninh mang. Cac
chién dich tuyén truyén c6 thé bao gom viéc cung cap
thong tin chi tiét vé cac loai toi pham mang phé bién
nhu Itra ddo qua email, ltra ddo qua mang xa hoi, gian
1an truc tuyén, tin cong DDoS, hodc phat tin ma doc
(malware)... Cac hinh thirc t0i pham nay thuong thay
dbi lién tyc va ngay cang tinh vi hon, khién nguoi dan
dé bi lira gat hodc gip phai cac mdi nguy hiém. Vi
vdy, viéc cung cap nhitng thong tin kip thoi va chinh
xac s€ giup nguoi dan nhan dién duoc cac mébi de doa
va canh giac hon.

Ngoai ra, cac chién dich cling can nhin manh tam
quan trong clia viéc cap nhat phan mém va cac hé
didu hanh thuong xuyén dé bao vé cac thiét bi c4 nhan
khoi nhitng 16 héng bao mat. Viée st dung cac

TAI LIEU THAM KHAO:

phuong tién truyén thong dai chung, tir béo chi,
truyén hinh, dén cic mang xa hoi, s& gitp thong tin
dén dugc dong dao ngudi dan. Pong thoi, co thé to
chuc cac khoa hoc, hoi thao hodac chuong trinh dao
tao truc tuyén dé huéng dan ngudi dan cac k¥ ning
bao mat co ban, giap ho chit dong bao vé thong tin ca
nhan va phong tranh cac hinh thirc toi pham mang.
Ngodi ra, cac co quan nha nudc, to chirc xa hoi va
doanh nghiép can phéi hop chit ché trong viéc cung
cap thong tin, khuyén khich nguoi dan tham gia vao
cac chuong trinh bao vé an ninh mang. Piéu nay
khong chi gitip ning cao ¥ thic cong dong ma con
gdp phan tao ra mot mang ludi bao mat ving chéc,
gitip giam thiéu thiét hai do toi pham mang gay ra.

4. Két luan

Bai viét da lam 15 dic diém, xu hudéng phat trién
cua t0i pham mang va nhirng thach thirc dat ra dbi véi
phap luat hinh su trong bdi canh chuyén dbi sb. Trén
co s& phan tich kinh nghiém cia mot s qudc gia nhur
M§, Dac va Anh, bai viét rat ra nhitng gia tri tham
khao quan trong cho Viét Nam trong viéc xay dung
va hoan thién phap luat. Tir d6, bai viét d xuat dinh
hudng hoan thién phéap luat hinh sy theo hudng noi
ludt hoa cac hanh vi nguy hiém trong khong gian
mang, dong thoi nang cao hidu qua thuc thi théng qua
tang cuong ning luc bao mat, hop tac qudc té va nhan
thirc x4 hoi. Pay la nhimg yéu cau cap thiét nham béo
dam an ninh mang va trat ty an toan xa hdi trong ky
nguyén s m

Tran Thi Diéu Huong (2018). An 1é trong hé thong phap ludt thong luat Anh - Kinh nghiém cho viéc hoan thién

quy dinh vé 4an 16 & Viét Nam. Trang dién t¢ Ban No&i chinh Tinh uy Bic Ninh. Truy céap tai

https://bannoichinh.bacninh.gov.vn/news/-/details/4295857/an-le-trong-he-thong-phap-luat-thong-luat-anh-kinh-

nghiem-cho-viec-hoan-thien-quy-inh-ve-an-le-o-viet-nam

Hong Vinh. (2024). Nhiéu dir liéu bi mét cua cac co quan, to chirc bi danh cip, ting 33% tin cong mang. Truy cap tai

https://vneconomy.vn/nhieu-du-lieu-bi-mat-cua-cac-co-quan-to-chuc-bi-danh-cap-tang-33-tan-cong-

mang.htm?utm_source=chatgpt.com

Nguyén Hoang Chi Mai. (2023). Kinh nghiém cua Hoa Ky vé& phong, chéng t6i pham mang. Tap chi Kiém sat,

sO 22/2023. Truy cap tai https:/vksquangngai.gov.vn/kinh-nghiem-cua-hoa-ky-ve-phong-chong-toi-pham-mang-

833.html

130 $6 7/2026



LUAT

Qudc hoi nuée Cong hoa xa hoi chi nghia Viét Nam. (2006). Luat Cong nghé thong tin 2006.

Qudc hoi nude Cong hoa xa hoi chi nghia Viét Nam. (2008). Luéat Cong nghé cao 2008.

Qudc hoi nude Cong hoa x4 hoi chi nghia Viét Nam. (2015). B luat Hinh sy 2015.

Qudc hdi nude Cong hoa xa hoi chi nghia Viét Nam. (2017). BO ludt Hinh su stra dbi, bo sung 2017.

Qudc hoi nude Cong hoa xa hoi chi nghia Viét Nam. (2018). Luat An ninh mang 2018.

Qudc hoi nude Cong hoa xa hoi chi nghia Viét Nam. (2025). Luat An ninh mang 2025.

Council of Europe. (2001). Convention on Cybercrime. Budapest, Hungary: Council of Europe. Available at
https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/185

United Nations. (2000). United Nations Convention against Transnational Organized Crime and the Protocols
Thereto. Adopted at Palermo, Italy, 15 November 2000. Available at https://www.unodc.org/unodc/en/organized-
crime/intro/UNTOC.html

Ngay nhan bai: 20/01/2026
Ngay phan bién ddnh gia va stra chira: 6/02/2026
Ngay chip nhan ding bai: 23/02/2026

CYBERCRIME IN COMPARATIVE CRIMINAL LAW:
LESSONS AND IMPLICATIONS FOR VIETNAM

® BUI THI PHUONG QUYNH!
® TRUONG VAN TIEN?
'Lecturer, Faculty of Law, Vinh University
2Student, Vinh University

ABSTRACT:

Amid globalization and the rapid advancement of information technology, the Internet has become
essential infrastructure while simultaneously intensifying risks to security and public order,
particularly in the form of cybercrime. Characterized by its transnational scope, anonymity, and rapid
evolution, cybercrime presents substantial challenges to contemporary criminal law systems,
including that of Vietnam. In response to the growing imperative to modernize legal frameworks in
the digital age, this study examines criminal law provisions on cybercrime through a comparative
analysis of the United States, Germany, the United Kingdom, and relevant international standards.
The findings provide a comprehensive perspective on regulatory approaches and contribute to a
deeper understanding of legal mechanisms for strengthening cybercrime prevention, enforcement,
and cybersecurity protection in Vietnam.
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