TAP CHi CONG THUONG

BAO MAT THONG TIN
CA NHAN NGUOI TIEU DUNG
TRONG GIAO DICH THUONG MAI PIEN TU

® NGUYEN VAN HUNG

TOM TAT:

Thuong mai dién tir dudc phat trién trong khong gian rong 16n, xuyén bién gidi nén nhitng rii

ro tiém An tir chinh khong gian mang 1a diéu khong thé tranh khdi, trong d6 c6 van dé vé viéc

thong tin c4 nhin ngudi tiéu dung bi xAm pham. Bai vi€t phan tich, binh luin cdc quy dinh clia

phdp luat hién hanh vé thong tin c4 nhin va viéc bdo vé thong tin c4 nhian, dong thdi bai viét ciing

dua ra cdc dé xudt hoan thién cic quy dinh ctia phap luat vé bio mat thong tin c4 nhin ngudi tiéu

dung trong giao dich thuong mai dién tir.

Tu khéa: thong tin cd nhian, bdo mat, ngudi tiéu dung, thuong mai dién ti.

1. Dit van dé

Hién nay, v6i sy phat tri€én manh mé cia loai
hinh thuong mai dién t& (TMPT), ngudi tiéu diing
c6 thé ti€n hanh cdc giao dich trén sain TMPT mot
céch thuin tién, tit kiém dudc thdi gian va chi
phi d€ hoan tit cic giao dich. Tuy nhién, bén canh
cdc uu di€ém ma hinh thitc giao dich nay mang lai,
giao dich TMPT ciing chita dyng mdt s6 nhugc
diém can khic phuc, trong d6 c6 van dé bio mat
thong tin clia ngudi tiéu ding. Piéunay ditra yéu
cAu phai hoan thién quy dinh phdp luit vé bio
mat thong tin ¢4 nhan ngudi tiéu dung. Bdo mat
thong tin cd nhan ngudi ti€u dung trong giao dich
TMBT la mot van dé€ quan trong, 4nh hudng dén
hoat dong, su phat trién cia TMPT, 1a bi quyét
quan trong cho sy thanh cong cla loai hinh thuong
mainay.

2. Nhan dién thong tin ca nhan

Khodn 5, Piéu 3, Nghi dinh s§ 64/2007/ND-CP
ngay 10/4/2007 ctia Chinh phii vé ting dung cong
nghé thong tin trong hoat dong clia ¢co quan nha
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nudc quy dinh: “Thong tin cd nhan la thong tin dii dé
xdc dinh chinh xdc danh tinh mét cd nhdn, bao gom
it nhat noi dung trong nhiing thoéng tin sau day: ho
tén, ngay sinh, nghé nghiép, chitc danh, dia chi lién
hé, dia chi thu dién tit, s6 dién thoai, s6 chitng minh
nhan dan, sé hé chiéu, nhitng thong tin thudc bi mat
cd nhdn gom cé ho so'y té, hé so ndp thué, so' thé bdo
hiém xd hoi, s6'thé tin dung va nhitng bi mat cd nhan
khdc”. Theo nhitng nguyén tic cd ban vé bdo vé dit
lieu cd4 nhan trong TMDPT (APEC Privacy
Framework), ctia dién dan Hop tdc kinh t&€ chau A -
Thai Binh Duong: “Thong tin c4 nhan 1a bat ky
thong tin ndo, bao gdm ca dit liéu, vé mot thé nhan
hoic tu nhién nhan da dugc xdc dinh hoic c6 thé
xdc dinh”. Xem DPiéu 1, chuong 14, APEC Privacy
Framework.! Theo huéng din bdo vé quyén riéng
tu va dich chuyén dit liéu c4 nhn giita cic qudc gia
nim1980 cta T& chitc Hop tac va Phat trién Kinh
t€ (OECD) va Hiép udc bdo vé dit liéu c4 nhan lién
quan dén xit 1y tu dong dit liéu cd4 nhan nim1981
clia Hoi ddng chau Au: “Dit liéu c4 nhan 1a bat ky
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thong tin nao lién quan dé€n hoic cho phép xac dinh
modt cd nhan nhit dinh”. Xem OECD: Guidelines
on the Protection of Privacy and Transborder Flows
of Personal Data, 1980.2 Cuing vé6i cdch ti€p cin
nay, nhiéu vin ban phép ly clia cic td chiic qudc t&
va cdc quoc gia da dwa ra mot s6 thudt ngit tuong
ddng, phd bi€n nhat 1a thuat ngit: “dif liéu c4 nhan”
dudc st dung & chau Au, thuat ngit: “thdng tin nhan
dang cd nhan” dugc st dung § M¥. Theo Quy dinh
bdo vé& dit liéu chung 2016 (The General Data
Protection Regulation - GDPR) cia Lién minh
Chiu Au ciing duva ra dinh nghia tuong tu nhu
OECD, theo d6, dit liéu c4 nhan la: “Bdt ky thong
tin nao lién quan dén cd nhéan dé xdc dinh hodic nhan
dang cd nhando” .’

Qua céc dinh nghia trén c6 thé thiy, dinh nghia
vé thong tin ¢4 nhin & c4c vin ban nay c6 su khic
biét nhat dinh. Tuy vy, & diy c6 mot diém chung
clia cdc dinh nghia trén 1a: thong tin c4 nhan 13 bat
k¥ nhitng y&u t& nao gdn véi mot c4 nhan nhat dinh
nhim muc dich nhan dang hay x4c dinh c4 nhan do.

Thong tin c4 nhan trong giao dich TMDT ¢6 céc
d&u hiéu sau: Thit nhdt: thong tin c4 nhan gin lién
vdi quyén riéng tu, day 12 mot trong nhitng quyén
co ban clia con ngudi, quyén nay lién quan dén
pham gid con ngudi. Thit hai clia thong tin ¢4 nhan
1a nhiim gitp xdc dinh danh tinh mot con ngudi cu
thé, bdi 1& khi ti€n hanh thyc hién cic giao dich
TMBDT, c4 nhan ngudi tiéu dung phai cung cap cic
thong tin can thi€t, &€ bén ban x4c dinh dugc khach
hang cu thé. Ngugc lai, vé phia cd nhan ngudi tiéu
dung, cdc thong tin ¢4 nhan ma ho cung cip cho
ngudi ban c6 thé xem 13 mot loai tai sdn thudc s&
hitu cia ca nhan d6. Vi vay, ngudi bdn va cdc bén
lién quan khéc, c6 trach nhiém bdo mat thong tin cd
nhan ngudi ti€u dung. Bén canh dd, trong giao dich
TMDT, bén ban ciing s€ gdp kho khin trong viéc
xdc thuc thong tin cia bén mua bdi dic di€m vé
tinh phi bién gii, tinh vd hinh, phi vat chit clia hdp
dong TMPT.* Thit ba, thdng tin c4 nhan clia ngudi
tiéu diing 14 y&u t& khong thé thi€u trong viéc giao
k&t va thuc hién hgp ddng TMPT, bdi vi cdc nghia
vu phét sinh tir hgp ddng phai dudc x4c dinh cu thé
chi ti€t, cling nhu thong tin clia cdc bén trong hop
ddng, nhim xdc dinh cdc chi thé c¢é trach nhiém
phdi thuc hién céc giao k&t ctia minh. Thi tr, ddm
bdo bi mat thong tin cia ngudi tiéu dung 1a mot yéu

cAu quan trong trong giao dich TMPT, nghia vu
bdo mat 13 nghia vu clia cdc bén trong hop ddng,
bdi vi theo quy dinh cta phap luit “Trudng hgp mot
bén nhian dugc thong tin bi mit cia bén kia trong
qu4 trinh giao k&t hgp dong thi ¢6 trdch nhiém bio
mat thong tin va khong dugc st dung thong tin d6
cho muc dich riéng ctia minh hodc cho muc dich trai
phap luatkhac”.’

3. Quy dinh ctia phap luit vé bao vé thong tin
ca nhan trong giao dich TMDT

Hién nay, v6i su phét trién nhanh chéng ctia loai
hinh TMPT, dit ra yéu ciu phéi c6 mot hé thdng
cdc quy dinh phap luit thong nhét, dé diéu chinh
cdc vin dé lién quan d&€n bio vé thdng tin c4 nhan
ngudi tieéu dung trong loai hinh giao dich nay. Muc
dich @€ bao vé nguyén tic “khéng ai phdi chiu su
can thiép mot cdch tiy tién vao sy riéng tu, gia dinh,
noi & hodc thu tin dién tin, ciing nhu bi xiic pham
danh dy hodc uy tin cd nhan. Moi nguoi déu cé
quyén dugc phdp ludt bdo vé chong lai su can thi¢p
va xam pham nhu vay”.

Trudc hét, quyén vé thong tin c4 nhan 12 mot
quyén hi€n dinh, Hi€n phdp nim 2013 quy dinh:
“Moi nguoi cé quyén bat khd xam pham vé doi séng
riéng tu, bi mdt cd nhdan va bi mat gia dinh; cé quyén
bdo vé danh du, uy tin ciia minh. Thong tin vé doi
song riéng tu, bi mat cd nhan, bi mat gia dinh dugc
phdp ludt bdo ddam an toan. Moi nguoi cé quyén bi
mdt thu tin, dién thoai, dién tin va cdc hinh thiic trao
doi théng tin riéng tu khdc, khong ai duoc béc md,
kiém sodt, thu giit trdi ludt thu tin, dién thoai, dién
tin va cdc hinh thitc trao déi thong tin riéng tu ciia
nguoi khdc”.” Nhu vay, quyén dudc bdo vé doi
song riéng tu, bi mat c4 nhan 13 quyén cd ban cla
con ngudi dugc quy dinh trong Hi€n phép, tif cd s&
d6, Bo luat Dan sy (BLDS) 2015 di b3 sung thém
quy dinh quyén vé ddi song riéng tu tai Piéu 38,
bén canh cdc quy dinh vé bi mit c4 nhan va bi mat
gia dinh da dudc quy dinh trong BLDS ndm 1995 va
2005. Theo quy dinh ctia BLDS 2015 quy dinh vé
Quyén vé doi song riéng tu, bi mat c4 nhin, bi mat
gia dinh: (i) Poi song riéng tu, bi mdt cd nhan, bi
mat gia dinh la bat khd xam pham va dugc phdp ludt
bdo vé; (ii) Viéc thu thdp, luu giit, sit dung, cong
khai théng tin lién quan dén doi séng riéng tu, bi mdt
cd nhéan phdi dugc nguoi dé dong ¥, viéc thu thdp,
luu giit, sit dung, cong khai thong tin lién quan dén
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bi mdt gia dinh phdi duoc cdc thanh vién gia dinh
dong ¥, trir truong hop ludt cé quy dinh khdc; (iii)
Thu tin, dién thoai, dién tin, co sé dit liéu dién tif va
cdc hinh thitc trao doi thong tin riéng tu khdc ciia cd
nhén dugc bdao dam an toan va bi mdt. Viéc béc md,
kiém sodt, thu giit thu tin, dién thoai, dién tin, co s&
dit liéu dién it va cdc hinh thitc trao doi thong tin
riéng tu khdc ciua nguoi khdc chi duoc thuc hi¢n
trong truong hop ludt quy dinh. (iv) Cdc bén trong
hop dong khong duoc tiét 16 thong tin vé doi song
riéng tu, bi mdt cd nhdn, bi mdt gia dinh ctia nhau
ma minh da biét dugc trong qud trinh xdc ldp, thuc
hién hop dong, trit truong hop cé théa thudn khdc.’
V& nguyén tic, bén canh cic hinh thiic giao dich
truyén thong, BLDS 2015 ciing bdo vé quyén bi
mat thdng tin c4 nhan d6i véi ca hinh thifc giao dich
dién ti¥, bao hd vé mit phip 1y, tao diéu kién thuan
1i cho cdc ¢4 nhan, t8 chic giao dich dién tif trong
bdi cdnh st dung Internet va cdc phuong tién dién
tl trd nén tit yéu.? Pong thdi, cdc quy dinh vé bao
v¢ thong tin cd nhan cling dugc quy dinh trong cic
dao luat chuyén nganh, nhu: Luét Giao dich dién t&
nim 2005; Luat Bdo vé quyén Idi ngudi tiéu diing
ndm 2010; Luat An toan thong tin mang ndm 2015.
P& cu thé héa cdc quy dinh trong cic dao luat,
cdc cd quan c6 thim quyén da ban hanh cic vin
ban duéi ludt quy dinh v€ bdo vé thong tin c4 nhin
trong cdc giao dich TMPT, bao gdm: Nghi dinh s6
52/2013/NP-CP ngay 16/05/2013 vé TMPT;
Thong tu 47/2014/TT-BCT ngay 5/12/2014 cia
Bo Coéng Thuong quy dinh vé quin ly website
TMPT (dugc sta ddi, bd sung bdi Thong tu
21/2018/TT-BCT ngay 20/8/2018 ctia B6 Cong
Thuong vé viéc sira d6i mot s6 diéu ctia Thong tu
47/2014/TT-BCT quy dinh vé quin ly website
TMDT va Thong tr 59/2015/TT-BCT ngay
31/12/2015 quy dinh vé quin ly hoat dong TMPT
qua tng dung trén thi€t bi di dong); Thong tu
04/2016/TT-BCT ctia BO Cong Thuong ngay
6/6/2016 vé viéc sira ddi, bd sung mot s6 Thong tu
cia Bo trudng Bo Cong Thuong vé thi tuc hanh
chinh trong linh viic TMDT, héa chat, sdn xuat
kinh doanh rugu, nhugng quyén thuong mai, hoat
déng mua bdn hang héa qua S& Giao dich hang
héa, ndng lugng, an toan thuc phé”m va dién lyc.
Nhu vay, viéc bdo mat thdng tin cd nhan ngudi
ti€u dung trong cac giao dich TMPT dudc quy dinh
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& cdc vdan ban phap luat khac nhau. Qua viéc phian
tich, danh gid mot cich tdng thé, cé thé nhan thiy
mot s& diém bat cdp nhu sau:

Thit nhdt, viéc bdo vé thdong tin ¢4 nhan dudc
quy dinh trong nhiéu vin ban quy pham phdp luat
khac nhau. Tuy nhién, cic quy dinh nay chi méi tip
trung diéu chinh viéc bio vé thong tin c4 nhan trén
mdi trudng mang hodc mdi trudng khong gian
mang, ma chua quy dinh cu thé vé bio vé thong tin
¢4 nhan trong mdi trudng truyén thong. Cu thé, cic
quy dinh vé bdo vé thong tin c4 nhin trén khdng
gian mang trong cdc van ban, nhu: Luit An toan
thong tin mang 2015; Luat An ninh mang 2018;
Luat Cong nghé thong tin 2006; Trong linh vuc
TMBT c6 Nghi dinh s6 52/2013/ND-CP quy dinh
céc van dé quan trong vé bio vé thong tin ¢4 nhian
clia ngudi tiéu dung.

Thit hai, su thi€u nhit quan trong viéc st dung
thudt ngit chita dung ndi ham thong tin ¢4 nhan, bgi
vi ¢6 nhiéu vin bin khic nhau quy dinh vé van dé
nay din dén viéc gay kho khin trong viéc 4p dung
phép luat. Cu thé, xuat phat tir muc dich, ddi tugng
va pham vi diéu chinh, mdi vin bin st dung cic
thudt nglt khac nhau nhu: “thdng tin cd nhan” quy
dinh tai khoan 5 Diéu 3 Nghi dinh s6 64/2007/ND-
CP ngay 10/4/2007 vé ting dung cdng nghé thong
tin trong hoat dong cla co quan nha nudc; “thong
tin clia ngudi tiéu dung” quy dinh tai Piéu 6, Luat
Béo vé& quyén Igi ngudi tiéu dung 2010; “bi mat cd
nhin ciia ngudi tiéu dung” quy dinh tai Khoan 11,
Diéu 3, Nghi dinh 98/2020/ND-CP ngay 26/8/2020
quy dinh x phat vi pham hanh chinh trong hoat
dong thuong mai, sdn xuit, budn ban hang gia,
hing cAm va bdo vé quyén 1¢i ngudi tiéu ding.

Thit ba, céc quy dinh vé méc phat hanh chinh
con chua di nghiém khic ddi v6i cdc hanh vi mua
ban, st dung trai phép thong tin, dit liéu cd nhan
trén khong gian mang. Vi du, khodn 2, Diéu 84
Nghi dinh 15/2020/NDB-CP ngay 03/02/2020, quy
dinh x phat vi pham hanh chinh trong linh vuc buu
chinh, vién thong, tin s§ vo tuyén dién, cong nghé
thong tin va giao dich dién ti quy dinh: “Phat tién
tir 20.000.000 dong d&n 30.000.000 dong d6i véi
hanh vi: i) S& dung khong ding muc dich thong tin
ca nhin da thda thuin khi thu thap hodc khi chua c6
s dong ¥ ctia chi thé thong tin cd nhan; ii) Cung
cap hoic chia sé hoic phat tdn thong tin c4 nhan da
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thu thap, ti€p can, ki€m sodt cho bén thit ba khi
chua c6 sy dong ¥ clia chd thong tin ¢4 nhan; iii)
Thu thap, st dung, phét tin, kinh doanh trdi phdp
luét thong tin cd nhan cta ngudi khac.” Khoan 3,
Diéu 84 Nghi dinh 15/2020/NP-CP quy dinh vé
bién phdp khic phuc hdu quéa: “Budc hiy bd thong
tin cd nhan do thyc hién hanh vi vi pham quy dinh
tai di€m b khodn 1, cdc diém b va c khoan 2 Piéu
nay.” Nhu vy, médc du hanh vi mua bdn, st dung
trdi phép thong tin c4 nhin gy t6n hai doi sdng,
stic khde, tinh mang, tai san clia ngudi tiéu ding
nhung ché tai xif phat con chua tuong xitng, bién
phdp khic phuc hiu qud chua hitu hiéu so véi quy
dinh clia nhiéu qudc gia trén thé gidi. Vi du, theo
Quy ché& chung vé bdo vé dit liéu c4 nhin Lién
minh chiu Au (GDPR) 4p dung mifc phat dén 20
triéu Euro. Theo Luit Bdo vé& Dir liéu Chau Au
(General Data Protection Regulation - GDPR) dang
dudgc 4p dung dbi v6i cdc quc gia thudc cong dong
ndy, mic x{ phat tién t6i da d6i véi trudng hop vi
pham 16n vé dif liéu c4 nhan 1a 4% tong doanh thu
ndm hoic 20 triéu Euro.' Ch€ tai khong nghiém
khic s& khong ddp tng dugc yéu ciu diu tranh
phong, chong hanh vi xAm pham thong tin ¢4 nhan.

Thit tu, cac hanh vi vi pham xam hai dén dit liéu
¢4 nhan c6 thé bi truy cttu trdch nhi€m hinh sy, tuy
thudc vao tinh chat, mic dd nguy hi€m va hiu qua
do hanh vi vi pham gay ra. Tuy nhi€n, B luat Hinh
su 2015 (stra d6i, bd sung 2017) chi c6 mot sd quy
dinh tai Piéu 159 vé tdi xAm pham bi mat ho#c an
toan thu tin, dién thoai, di€n tin hodc hinh thic trao
ddi thong tin riéng tu cia ngudi khic, theo d6
“Xam pham bi mit hodc an toan thu tin, dién thoai,
dién tin hodc hinh thifc trao ddi thong tin riéng tu
clia ngudi khdc” c6 thé bi phat ti t6i 3 nim. Va
Diéu 288 quy dinh “Tdi dua hoic st dung trdi phép
thong tin trén mang may tinh, mang vién thong”
véi mitc hinh phat cao nhit 1a 7 nim ti giam. Nhu
vay, Bo luat Hinh sy 2015 chua quy dinh cu thé,
truic ti€p vé cac hanh vi vi pham phdp luit lién quan
t6i thong tin c4 nhan dang dién ra hién nay, hon nita
cdc hanh vi vi pham phap ludtlién quan t6i xam hai
thong tin c4 nhan dudc thyc hién dudi nhiéu cich
thitc mdi, da dang hon vi vy c6 nhitng t6i danh
chua dudc quy dinh cu thé.!

Thit ndm, do khong gian mang rong 16n, chira
dung nhiéu rdi ro, cling v6i sy xuit hién nhitng

hanh vi xam pham thong tin ¢4 nhan mdi, nén viéc
Xt 1y hanh vi mua ban thdng tin ¢4 nhin con gip
nhiéu khé khiin, dic biét1a van dé xac dinh cdc chi
thé ti€t 16, danh cdp, sit dung thdng tin c4 nhan.

4. Ki&n nghi

P& khic phuc nhitng bat cap trén, cd quan cé
thAm quyén cin ban hanh cdc vin bin sita d6i, bd
sung c4c vin ban phap luat hién hanh lién quan dén
viéc bao vé thong tin cd nhan ngudi ti€u dung trong
giao dich trén sain TMPT. Cu thé:

Thit nhdt, phap luat vé bdo vé quyén 1¢i ngudi
tiéu ding phdi c6 su thdng nhat trong cdch ding tir
ngif, ndi ham cda tir ngit d€ tranh nhiim 14n, chong
chéo, khong rd rang gitta cdc vin ban phap luat c6
lién quan. Viéc st dung thuat ngit khong thong nhat
gy kho khin trong viéc dp dung cdc vdan ban quy
pham phap luat dé bdo vé thong tin c4 nhan néi
chung va thong tin ngudi tiéu dung trong cic giao
dich TMDT néi riéng.

Thit hai, phap luit bdo vé ngudi tiéu dung va
phép luat bdo vé thdng tin c4 nhan can phai bs sung
quy dinh trdch nhiém bdo mat ciia cic cd nhan, t8
chidc kinh doanh hay cdc doanh nghiép kinh doanh
dich vu khi ho Iuu gitr thdng tin cia khach hang.

Thit ba, b3 sung thém cac bién phap khic phuc
hiu qué hitu hiéu hon, vi bién phdp budc hiy bd
thong tin c4 nhan do thuc hién hanh vi cung cip
thong tin cd nhan trdi phép cho bén thit ba va phat
tdn thong tin trdi phép quy dinh tai Piéu 84 Nghi
dinh 15/2020/NDCP chua mang lai hiéu qua khic
phuc thuc su. B4i 1€, khi thong tin da bi phat tédn thi
viéc chii thé vi pham hiy bé thdng tin d6 chi ditng
lai & viéc c4 nhan d6 khong con nim gitt thong tin
d6 nita, con nhitng cht thé khac trén mang xi hoi
van c6 thé thu thap thong tin d6.

Thit tu, bd sung quy dinh vé viéc xdc dinh toi
pham thu thap, st dung, chuyén nhugng thong tin
céd nhin trdi phép trén mdi trudng mang. Mic du,
phép luat hinh sy ciing dé cip dén van dé nay tai
bicu 159 va biéu 288 By luat Hinh sy 2015, (dugc
stta ddi, bd sung 2017). Tuy nhién, quy dinh nay
van chua cu thé, khé dp dung d6i v6i hanh vi xAim
pham cdc thong tin méi xuat hién gin day.

Thit ndm, phéi ting mdc ché tai hanh chinh doi
vGi cdc hanh vi mua ban, st dung trdi phép thong
tin, dr liéu cd nhan trén khong gian mang, bdi vi
miic phat hién hanh con chua du stc ngin chin
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hanh vi vi pham nay. Cé thé 4p dung mic phat
hanh chinh cin ¢ vao doanh thu cia doanh nghiép
thyc hi€n hanh vi, nhu quy dinh trong xtt 1§ vi pham
Luét Canh tranh.'?

Thit sdu, ban hanh Ludt Bdo vé thong tin ca
nhén, hién nay vin d& bdo vé thong tin c4 nhan
dugc quy dinh trong cdc vdn ban phdp luat khic
nhau, diéu nay khong nhitng thi€u tinh thdng nhat
ddng bdo ma con giy kho khin cho viéc dp dung
phép luat d& bdo vé thdng tin c4 nhan trong thuc
tién, trong khi d6, nhiéu nu6c trén thé gidi da ban
hanh Luat riéng d€ bdo vé thdng tin c4 nhan.”* Vi
vdy, cd quan c6 thim quyén nén ti€n hanh ban
hanh Luat Bdo vé thong tin ¢4 nhan véi nhitng quy
dinh chi ti€t vé vin dé vi pham thong tin c4 nhan
clia ngudi tiéu dung. Ludt Bdo vé thong tin ¢4 nhin
cAn phai ham chira nhitng diém cd ban nhu: (i) Viéc
thu thap, st dung, trao ddi thong tin c4 nhan phai
dugc sy dong y cla ngudi dé, (ii) Nging viéc si
dung thong tin cd nhan khi da khong con muc dich

TAILIEU TRICH DAN:

Xem Piéu 1, chuong 14, APEC Privacy Framework.

st dung ban dau, (iii) Khi c¢6 hanh vi chuyén giao,
chuyén nhugng thong tin cd nhan phai tuin thi
nhitng quy dinh ctia phap luat vé qua trinh chuyén
giao, chuyén nhuong, (iv) Luat quy dinh chit ché
vé thil tuc, quy trinh chuyén giao ddm bio an toan
thong tin c4 nhan ctia cdc chi thé.

5.Kétluan

Bédo mat thong tin cd nhin cia ngudi ti€u dung
12 mot van dé quan trong, dic biét ddi véi cdc
giao dich TMDT, vi bdo vé thdng tin cd nhan cla
ngudi tiéu duing 12 mot khia canh bdo vé quyén lgi
ngudi tiéu dung. Muc dich chinh cta viéc bdo vé
thong tin c4 nhan 1a dé€ bio vé ngudi tiéu dung
khong bi xAm pham trong quyén tu quyé&t dinh vé
thong tin cia chinh minh thong qua viéc s dung
céc dir liu lién quan d&n cd nhan cda ho, ddng
thdi bdo vé thong tin cd nhin clia ngudi ti€u dung
ciing tao dong luc cho sy phdt trién ciia TMPT,
mot linh vuc thuong mai ngy cang phat trién
trong giai doan hi¢n nay ®

2 Xem OECD: Guidelines on the Protection of Privacy and Transborder Flows of Personal Data, 1980.

*https://gdpr-info.eu/ Chapter 1 Article 4.

“Nguy&n Thi Mo (2006), Cim nang Phap Luat vé giao k&t hgp ddng dién tir, Nxb. Lao dong Xa hoi, tr.60.

5Xem khoan 2, Biéu 387 Bo luit Dan sy 2015.

Pidu 12, Tuyén ngdn Qudc t& vé Nhan quyén nim 1948.

8Piéu 21 Hi&n phap nim 2013.
8Xem Piéu 38, Bo luit Dan sy 2015.

°Pinh Thi Lan Anh (2015), Bdo vé thong tin cd nhan trong TMBDT theo Phap luat Viét Nam, Tap chi Dan chi va
Phép luat, s6 7, tr.30.

10Theo Ludt Bdo vé Dit liéu Chiau Au (General Data Protection Regulation - GDPR) dang dudc 4p dung ddi véi
cic quoc gia thudc cong ddng ndy, mifc xit phat tién tdi da ddi v6i trudng hgp vi pham 16n vé dif liéu c4 nhan 12
4% t6ng doanh thu nim hodc 20 triéu Euro. https://laodong.vn/kinh-te/vi-pham-du-lieu-ca-nhan-phat-theo-tong-
doanh-thu-la-bao-nhieu-tien-881431.1do.

'Hién nay, rat nhiéu phuong tién dién tif da sit dung d€n dit liéu sinh tric (van tay, nhin dién khudén mit) 12 mot
dang thong tin ¢4 nhan. Nhitng dit liéu nay ciing 1a mot trong nhitng d6i tudng ma tdi pham mang nhim (6, vi hién
tai rit nhiéu ngudi tiéu diing sit dung phAn mém nhan dién thong qua dit liéu sinh tric nay.

12Miic phat tién ti da d6i véi hanh vi vi pham quy dinh vé thda thuan han ché canh tranh, lam dung vi trf thdng linh
thi trudng, lam dung vi tri ddc quyén 12 10% tSng doanh thu ctia doanh nghiép cé hanh vi vi pham trén thi trudng
lién quan trong nim tai chinh lién k& trudc nam thuc hién hanh vi vi pham, nhung thap hon mitc phat tién thAp nhat
ddi v6i cac hanh vi vi pham dude quy dinh trong Bo luat Hinh sy. (Khoan 1, Diéu 111 Luat Canh tranh 2018).
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3Malaysia ban hanh Luat Bdo vé thong tin ¢4 nhan nam 2010 (Act No.709); Nhat Ban ban hanh Luat Bdo vé thong
tin ¢4 nhan nim 2003 (Act No. 57); Trung Qudc ban hianh Quyét dinh vé tang cudng bdo vé thong tin mang nam
2012. (https://ictvietnam.vn/luat-cua-viet-nam-va-cac-nuoc-tren-the-gioi-ve-bao-ve-thong-tin-ca-nhan-11829.htm).

TAILIEU THAM KHAO:

1. Tuyén ngdn Qudc t€ vé Nhan quyén nim 1948

2. Nghi vién chau Au va Hoi ddng chau Au (2016). Quy dinh (EU) 2016/679 ngay 27 thang 4 nim 2016 vé bio
véthé nhanlién quan d&n viéc xt 1ydit liéu c4 nhan (General Data Protection Regulation - GDPR).

3. Carly Nyst (2017), Privacy, Protection of persional information and reputation right, Discussion paper series:
childens right and business in a digital world.

4. OECD (1980). Guidelines on the Protection of Privacy and Transborder Flows of Personal Data.

Ngay nhén bai: 25/10/2022
Ngay phan bién d4anh gia va sira chira: 23/11/2022
Ngay chiap nhan ding bai: 9/12/2022

Thong tin tdc gia:

ThS.NGUYEN VAN HUNG

Giang vién Khoa Luat Thuong mai
Truong Pai hoc Luat TP. H6 Chi Minh

PERSONAL INFORMATION PRIVACY
IN THE E-COMMERCE FIELD

® Master. NGUYEN VAN HUNG
Lecturer, Faculty of Commercial Law
Law University of Ho Chi Minh City

ABSTRACT:

E-commerce is developed in a large and cross-border space, so e-commerce facing cyber
security threats include the potential of personal data infringement. This paper analyzes the
current provisions on personal information and personal information protection. The paper also
makes some suggestions to strengthen the effectiveness of provisions on personal information
privacy in the e-commerce field.
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