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TOM TAT:

Viéc ung dung tri tué nhan tao tao sinh (GenAl) trong dich vu tai chinh dang mo ra nhiéu
co hoi nang cao hi€u qua hoat dong, ca nhan hoa dich vu va hd tro ra quyét dinh. Tuy nhién,
di kém vé6i nhirng 1gi ich d6 13 cac rai ro ngay cang rd nét lién quan dén do tin cdy cua thong
tin, bao mat dit liéu, trach nhiém phap 1y va dao dirc nghé nghiép. Bai viét tap trung lam rd
nhitng rai ro tiém an khi cac t6 chuc tai chinh trién khai GenAl trong thuc tién, ddng thoi
phan tich tic dong cuia cac rai ro nay dén hoat dong kinh doanh va niém tin ctia khach hang.
Trén co s& do, bai viét nhan manh su can thiét cia viéc x4y dung co ché quan tri phu hop
nham dam bao viéc tng dung cong nghé mdi dugc kiém soat hiéu qua va phat trién theo

hudng bén viing.

Tir khéa: Generative Al (GenAl), rai ro dich vu tai chinh, bdo mat dit liéu, minh bach

va giai trinh, quan tri cong nghé.

1. Pit vin dé

Su phat trién nhanh chong cua tri tué nhan tao
(AI), dac biét 1a GenAl, dang tao ra nhitng thay
ddi sau sic trong cach thirc van hanh ciia nganh
dich vy tai chinh. Cac ngan hang, cong ty bao
hiém va t6 chirc tai chinh ngay cang sir dung cong
nghé nay trong nhiéu hoat dong nhu chim soc
khach hang, phén tich dit liéu 16n, danh gia tin
dung, phat hién gian lan va hd trg ra quyét dinh.
Nho kha nang xir 1y khéi luong thong tin 16n va
tao ra ndi dung mai trong thoi gian ngin, GenAl
duoc ky vong s& gop phin ning cao ning suét lao
dong va giam chi phi van hanh.

Tuy nhién, cing v&i tbe d6 tmg dung ngay cang

nhanh, céc rii ro lién quan dén cong nghé nay ciing
dan boc 16 13 nét. Khong gidng nhu cac hé thong
tu dong hoa truyén théng, GenAl hoat dong dua
trén cac mo hinh hoc sdu véi cdu tric phuc tap,
kho giai thich va phu thudc 16n vao dir li¢u huén
luyén. Piéu nay dit ra nhitng thach thuc dang ké
ddi véi tinh minh bach, do tin cdy cua thong tin va
trach nhi€m giai trinh, dac biét trong Iinh vyc tai
chinh vén chiu su giam sat chat ché cuia co quan
quan 1y va c6 mirc d6 rui ro cao. Trong bdi canh
d6, viéc phan tich mot cach hé théng cac rui ro
tir tng dung GenAlI trong dich vu tai chinh 1a can
thiét nham hd trg cac td chirc tai chinh nhén dién
va quan 1y hiéu qua cac nguy co tiém an.
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2. Thue trang rui ro tir ing dung GenAl
trong dich vu tai chinh

Trong bi canh chuyén déi sé dién ra manh mg,
GenAl dang dugc cac t6 chire tai chinh trién khai
ngay cang rong rii nhim nang cao hiéu qua vin
hanh, cai thién trai nghiém khach hang va ho tro
ra quyét dinh. GenAl duoc ung dung trong nhiéu
khau cua chudi gia tri dich vy tai chinh nhu cham
soc khach hang thong qua chatbot thong minh,
phan tich hd so tin dung, phat hién gian lan, hd
tro tu van dau tu va xay dung bao cao ty dong.
Theo bao cdo Deloitte’s State of Generative Al
in the Enterprise Quarter four report, 40% doanh
nghiép duogc khao sat cho réng ho da dat duoc loi
ich cai thién hiéu qua va ning suat khi tmg dung
GenAl. Béo céo State of Al in the Enterprise The
untapped edge vao thang 1/2026, tic dong thuc
tién ciia AI ddi v6i kinh doanh dang ting nhanh,
va1 25% cac nha lanh dao hién bao cao ré'mg Al
dang c6 tac dong chuyén ddi dbi voi cong ty cua
ho, gip hon 2 1an so v&i 12% mot nam trude.

Tuy nhién, song hanh voi téc do ung dung
nhanh 13 sy gia ting dang ké céc rui ro tiém an, dat
ra thach thire 16n dbi v6i quan tri riii ro, tuan tha
phap luat va bao v¢ loi ich cua khach hang. Cac
nghién ciru gan day cua Deloitte cho thiy phan 16n
td chirc tai chinh thira nhan GenAl mang lai tiém
ning 16n nhung ddng thoi ciing xac dinh déy la
mot trong nhiing cong nghé cé6 muc d6 rui ro cao
nhét néu thiéu co ché kiém soat phu hop.

Bao cédo “New Deloitte survey finds
expectations for Gen Al remain high, but many
are feeling pressure to quickly realize value while
managing risks” tir Deloitte cho biét khoang 75%
lanh dao doanh nghiép cho ring GenAl s& chuyén
d6i hoat dong cua té chirc trong vong 3 nim tdi,
nhung chi khoang 25% tin rang t6 chtrc da chuan
bi day du dé quan 1y rui ro lién quan téi GenAlL
Ngoai ra, hon mot nira nguodi duge khao sat lo
ngai rang thiéu kha ning quan tri GenAl co thé
lam ting bat binh dang hodc tao ra rui ro khong
mong mudn.

Mot trong nhitng rui ro ndi bat nhat trong thyc
tién tmg dung GenAl 14 rii ro vé d6 chinh xac va
tinh tin cdy cta thong tin. Cdc md hinh GenAl hoat
dong dya trén xac suit thong ké va kha nang suy
dién ngén ngit, do d6 khong duoc thiét ké dé kiém
chting tinh dung sai ctia ndi dung dau ra. Didu nay
dan dén hién twong mo hinh tao sinh thong tin sai
léch, thiéu can ctr hodc khong phan anh ding di
liéu thuc té. Trong linh vyc dich vu tai chinh, noi
thong tin 1a nén tang cho moi quyét dinh, viéc st
dung dau ra thiéu chinh xac cua GenAlI c6 thé gay
ra ton tht tai chinh, lam sai léch chién lugc kinh
doanh va anh huéng nghiém trong dén uy tin to
chirc. Cu thé vao thang 1 ndm 2024, mt nhan vién
tai mot cong ty co tru so tai Hong Kong da chuyén
25 triéu USD cho nhiing ké Itra ddo sau khi dugc
giam déc tai chinh chi dao lam nhu vdy trong mot
cudc goi video ¢6 ca cac dong nghiép khac tham

Hinh 1: Loi ich cua Al dat dugc ngdy hém nay so véi hy vong dat duoc trong tuong lai
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Hinh 2: GenAl gia tdng thiét hai do gian Ian trong nhing ném 16i

Figaere 1 2
Generative Al is expected to rapidly increase fraud losses in the years ahead -
Frawd lozzes, actiial and expected, 2017 to 2027 (SUS billion)
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gia. Nhiing ké Itra ddo da tao ra mdt video gia mao
(deepfake) sao chép hinh anh dé lira chuyén tién.
Trung tdm Dich vu Tai chinh cua Deloitte dy doan
ré'mg GenAl c6 thé khién thiét hai do gian 1an dat
40 ty USD tai Hoa Ky vao nam 2027, tir 12,3 ty
USD vao nam 2023, véi téc do ting truong kép
hang ndm la 32% nhu hinh 2.

Bén canh rui ro vé do tin cdy cua thong tin, rai
ro lién quan dén bao mat dit liéu va quyén riéng
tu ctia khach hang ciing dang gia ting. GenAl can
dugc huin luyén va van hanh dua trén khdi luong
dit liéu 16n, trong d6 bao gém nhiéu dit liéu nhay
cam nhu thong tin ca nhan, lich sur giao dich, hd so
tai chinh va dir liéu dinh danh khach hang. Bao cao
cuia Deloitte vé irng dung GenAl trong linh vyc tai
chinh tai khu vire chau A - Thai Binh Duong chi ra
rang nhiéu té chire chua xay dung diy du cac quy
trinh kiém soat dir liéu ddu vao, din dén nguy co
ro ri thong tin hodc st dung dit li€u vuot qua muc
dich ban ddu dwoc khach hang cho phép. Trong
bdi canh cac quy dinh vé bao vé dir liéu ca nhan

Nguon: Deloitte

ngay cang chit ché, rai ro nay khong chi giy ton
that vé mat uy tin ma con tiém an cac ché tai phap
1y nghiém khic.

Rui ro vé thién 1éch dit liéu va phan biét ddi
xu cling 1la mét thyc trang dang chu y trong viéc
ung dung GenAl vao dich vu tai chinh. Cac méo
hinh tao sinh dugc huin luyén trén dir liéu lich
s, trong khi dit liéu nay c6 thé phan anh cac dinh
kién xd hoi hodc sai léch mang tinh hé théng ton
tai tir trude. Deloitte canh bao rang néu khong
duoc giam sat va hi¢u chinh phu hgp, GenAl cé
thé khuéch dai nhitng thién léch nay trong qua
trinh danh gia khach hang, dac biét trong cac hoat
dong nhu chdm diém tin dung hodc xét duyét vay
von. Hé qua la mot s6 nhoém khach hang c6 thé bi
danh gia bit loi mot cach khong cong bang, lam
gia tang rui ro dao duc va gay ra xung dot voi cac
nguyén tic vé céng bang va bao tram trong dich
vu tai chinh.

Mot rui ro khac ngay cang dugc ghi nhan la
thiéu minh bach va kho giai trinh trong cic quyét
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dinh do GenAI hd trg. Phan 16n cdc mo hinh GenAl
hién nay hoat dong nhu cac “hop den”, khién t6
chuc tai chinh gap kho khan trong viéc giai thich
vi sao mo hinh dua ra mot két qua hodc khuyén
nghi cu thé. Deloitte nhan dinh réng day 1a thach
thirc 16n ddi véi cac to chire chiu su giam sat chat
ch& ciia co quan quan ly, boi yéu cau giai trinh
va minh bach 1a yéu t6 ¢t 13i trong hoat dong tai
chinh. Khi cac quyét dinh quan trong khong thé
dugc giai thich rd rang, niém tin ciia khach hang
va nha ddu tu c6 nguy co bi suy giam.

Ngoai ra, rui ro phap ly va tuén thu cling dang
tré' nén rd nét hon khi hanh lang phéap ly di véi
GenAl van trong qué trinh hoan thién tai nhiéu
quéc gia. Deloitte chi ra réng cic tb chue tai chinh
dang phai d6i mit véi tinh trang bat dinh phap 1y,
khi cac quy dinh lién quan dén trach nhiém phap
1y, s hitu tri tu¢ va st dung dir liéu cho GenAl
chua duoc théng nhat. Viéc trién khai GenAl
trong bdi canh nay cé thé khién doanh nghiép vo
tinh vi pham cac quy dinh hién hanh hoac gép kho
khan trong viéc thich ing véi cac yéu cau phap 1y
moi duge ban hanh trong tuong lai.

Nhin chung, thyc trang rti ro tu Ung dung
GenAl trong dich vu tai chinh cho thdy cong nghé
nay dang phat trién nhanh hon kha nang quan tri va
kiém soat cua nhiéu td chirc. Cac rai ro khong chi
xuét phat tir yéu té k¥ thuat ma con gén chit véi
dir 1i€u, con nguoi, quy trinh va moi truong phap
1y. Viéc nhan dién diy du va danh gia dang muc
céc rui ro nay 1 co sé quan trong dé cac to chirc
tai chinh x4y dung chién lugc ung dung GenAl
an toan, hiéu qua va bén virng trong giai doan t6i.

3. Giai phap han ché rii ro tir tng dung
GenAl trong dich vu tai chinh

Dé giam thiéu cac rui ro phat sinh tir viéc Gng
dung GenAl trong dich vu tai chinh, céac td chuc
can tiép can theo hudng quan tri tong thé, két hop
ddng bo giita cong nghé, con ngudi va thé ché.

TAI LIEU THAM KHAO:

Trude hét, viéc xdy dung khung quan tri tri tué
nhén tao 13 giai phap nén tang nham kiém soat
toan bo vong doi cua hé thdng GenAl, tir khau
luya chon md hinh, huin luyén dir ligu, trién khai
mg dung dén giam sat va danh gia két qua. Khung
quan tri nay can xac dinh rd trach nhiém cia ting
bo phan lién quan, dic biét 1a mdi lién két giita bo
phan cong nghé thong tin, quan ly rui ro va phap
ché, nham dam bao cac quyét dinh dya trén GenAl
c6 thé dwoc giam sat va giai trinh khi can thiét.

Bén canh dé, ting cuong kiém soat chat luong
dir liéu va dau ra cia mé hinh 1a giai phap quan
trong dé han ché rai ro vé& do tin cdy thong tin.
Céc td chure tai chinh can thiét lap co ché ra soat,
x4c thue va hiéu chinh két qua do GenAl tao ra
trude khi dua vao cac quy trinh nghi€p vu trong
yéu. Viéc ap dung mé hinh “con ngudi trong vong
kiém soat” ddi voi cac quyét dinh cé tac dong 16n
dén khach hang va tai chinh dugc xem 14 can thiét
nhim giam thiéu nguy co sai 1éch va thién léch
thuat toan.

Giai phap tiép theo 1a ting cudng bao mat dir
liéu va bao vé quyén riéng tu trong qué trinh trién
khai GenAlI Céc t6 chtrc tai chinh can x4y dung
chinh sach quan 1y di liéu phu hgp véi dic thu
ctia GenAl, bao gdm phén loai dir liéu, kiém soat
quyén truy cap, mi hoa va giam sat viéc sir dung
dir liéu huin luyén. Pong thoi, can dam bao ring
viéc st dung dir liéu ca nhan cho GenAl tuén thu
day du cac quy dinh phap luat hién hanh vé bao vé
dir liéu va quyén riéng tr ctia khach hang.

Ngoai ra, nng cao nang luc con nguodi va van
hoa quan tri rui ro ciing dong vai tro then chdt.
Nhan sy trong Iinh vyc tai chinh can duoc trang
bi kién thirc co ban vé GenAl, bao gém ca lgi ich
va rui ro, dé c6 thé nhan dién sém cac van dé phat
sinh trong qua trinh st dung cong nghé. Viéc dao
tao lién nganh giita cong nghé, tai chinh va phap
1y s& gop phan nang cao kha ning phdi hop va
quan 1y rdi ro mot cach hi¢u qua hon.

Deloite (2022). Generative Al: Application and Regulation in Asia Pacific. Truy cap tu: https://www.deloitte.com/
content/dam/assets-zonel/au/en/docs/industries/financial-services/2023/deloitte-au-fs-acrs-publication-on-ai-

regulation-in-apac-141223.pdf

302 | $6 9/2026



TAI CHiNH - NGAN HANG - BAO HIEM

Deloite (2025). Deloitte’s State of Generative Al in the Enterprise Quarter four report . Truy cap tu: https:/www.
deloitte.com/content/dam/assets-shared/docs/about/2025/quarter-4.pdf

Deloite (2024). New Deloitte survey finds expectations for Gen Al remain high, but many are feeling pressure to
quickly realize value while managing risks. Truy cap tu:

https://www.deloitte.com/global/en/about/press-room/gen-ai-survey.html.

Deloite (2026). State of Al in the Enterprise The untapped edge. Truy cap tu: https://www.deloitte.com/content/dam/
assets-zone3/us/en/docs/services/consulting/2026/state-of-ai-2026.pdf

Deloite (2024). Generative Al is expected to magnify the risk of deepfakes and other fraud in banking. Truy cap tu:

https://www.deloitte.com/us/en/insights/industry/financial-services/deepfake-banking-fraud-risk-on-the-rise.html

Ngay nhén bai: 9/1/2026
Ngay phén bién dinh gia va sira chira: 21/1/2026
Ngay chap nhén dang bai: 13/2/2026

RISKS ASSOCIATED WITH THE APPLICATION OF
GENERATIVE AI IN FINANCIAL SERVICES

® NGUYEN THI KIM THOA

Faculty of Finance, Banking and Insurance
University of Economics - Technology for Industries

ABSTRACT:

The application of generative artificial intelligence (GenAl) in financial services is creating
significant opportunities to enhance operational efficiency, personalize customer services, and
support data-driven decision-making. However, these benefits are accompanied by increasingly
prominent risks related to information reliability, data security, legal liability, and professional
ethics. This study examines the potential risks associated with the practical implementation
of GenAl in financial institutions and analyzes their implications for business operations and
customer trust. The study highlights the growing importance of establishing appropriate
governance frameworks to ensure that the adoption of emerging technologies is effectively
managed, responsibly implemented, and aligned with the goal of sustainable development in the
financial sector.

Keywords: Generative Al (GenAl), financial services risks, data security, transparency and
accountability, technology governance.
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