TAP CHi CONG THUONG

SU CAN THIET THIET LAP
CO QUAN TUPHAP QUOC TE
XET XU VE TOI PHAM MANG
VA MOT SO VAN PE PAT RA

® NGUYEN PANG NGHIA

TOM TAT:

Trong quan hé qudc t€ hién nay, vai trd clia moi trudng cong nghé thdng tin ngay cang quan
trong. Viéc tao ra mot ciu triic phap Iy dé quan Iy moi trudng cong nghé thong tin va truyén
thong, ddm bio an ninh thong tin qudc t&€ 1a rat cAn thi€t trong hop tdc qudc t&€. Tuy nhién, mot
trong nhitng vin dé thach thic toan cAu hién nay 12 tdi pham mang va nhitng su c6 do c4c hoat
dong bat hgp phap trén internet gay ra. Mic dit vay, cdc co hdi hién c6 @€ hd trg phap 1y va hop
tdc quoc t& trong cudc chién chdng tdi pham mang & hau hét cic trudng hop dudc coi 1a khong da.
Do d6, cAn phai c6 tAm nhin chung, hoic c6 sy thda hiép vé co s& phap ly ctia mdi trudng cong
nghé thong tin va truyén thdng, cling nhu hai hoa héa phap luat d€ diéu chinh cic hoat dong trong
moi trudng cong nghé thong tin, truyén thong néi chung va téi pham mang néi riéng trong qué
trinh hoi nhap. Bai viét ban vé su can thiét thi€t 14p co quan tu phdp quc t& xét xif vé tdi pham
mang va mot sd vin dé ditra.

T khéa: cd quan tu phdp qudc t&, an ninh mang, cong nghé thong tin va truyén thdng, khong

gian mang, t0i pham mang.

1.bit van dé

Tinh hinh t6i pham trong nu6c va thé gidi ngay
cang di€n bi€n phiic tap doi héi cic qudc gia phai
ting cudng lién két, hgp tic dong bd va toan dién
bing cac bién phép chinh tri, phdp luat, kinh t&, an
ninh... Trong bdi cdnh dé, an ninh mang 1 bién
phép tit yé&u, khach quan va hiéu qui nhit dé bio
ddm hoat dong trén khong gian mang tranh gy
phuong hai d&€n an ninh quéc gia, trat ty, an todn xa
hdi, quyén va 1¢i ich hgp phap clia co quan, t5 chitc,
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cd nhan. Vivay, hoat dong an ninh mang ngay cang
thé hién vai trd quan trong clia né. Mot diéu khong
thé phti nhan 12 hién nay khoa hoc cong nghé va
cudc cach mang cong nghé 4.0 cing véi Internet va
mang xa hoi ciing cé nhitng budc phat trién vugt
bac va manh mé& trén pham vi toan cAu. Su phat
trién nay da gép phin dem lai 16 ich vo cling to 16n,
dang titng budc khing dinh vai trd thi€t y&u trong
ddi song xa hdi, trd thanh moi trudng cung cap, chia
sé, trao ddi, khai thac st dung thong tin cho moi
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ngudi. Tir d6, vAn d& an ninh mang ciing nhu phap
luat vé& an ninh mang lai cang dugc quan tim. Hi€u
va van dung &t cac quy dinh phép luat gitp cdc chl
thé bao vé cac thong tin c4 nhan, & chiic va an ninh
qudc gia, trat ty an toan xa hoi, xay dung dudc mot
khong gian mang thyc sy lanh manh va an toan,
tranh nhitng rdi ro, ngin chidn va dng pho véi cac
cudc tan cdng.

2. Thyc trang vé tdi pham mang va cac quy
dinh trong phap luit hién hanh

Mang internet xuit hién da tao ra nhiéu tién 16i
cho con ngudi. Mdy tinh dang tr§ thAnh mot phan
khong thé thi€u trong hoat dong clia chinh ph,
thuong mai, dich vu, gidi tri,... BEn canh d6, n6 ciling
mang lai nhitng thich thic to I6n. Khdong gian mang
trd thanh ndi “trd 4n an toan” cho loai toi pham
mdi: tdi pham mang. Loai t0i pham nay ngay cang
thyc hién nhiéu hanh vi phi phap khac nhau nhu lira
ddo, danh cdp s hitu tri tué, danh cip danh tinh
hoic vi pham quyén riéng tu, lam hdng hoic vo
hiéu héa mdy tinh d€ théa man muc dich c4 nhian
hay chinh tri. Theo thong ké nim 2022, thiét hai
trén toan cau do t6i pham mang gdy ra uSc tinh
khodng 8,4 nghin ty USD. Pdng thdi, chi phi cho
céc sy ¢d do cdc hoat dong bit hop phip trén
internet gay ra du ki€n s& vugt hon 11 nghin ty
USD. Trong giai doan tif nay dé€n nim 2026, chi phi
hang nidm phuc vu cudc chi€n chdng tdi pham
mang trén toan th€ gidi c6 thé hon 20 nghin ty
USD, ting gan 150% so vdi nim 2022. Van dé rhi
ro an ninh mang trong ndm 2022 va nhitng nam sau
do6 s€ ngay cang phiic tap va tinh vi hon. Trong khi
do6, toi pham mang ciing tré nén quyé&t liét va sing
tao hon, trong bdi cdnh thi€u hut cdc k§ ning an
ninh mang, cic t§ chitc dang phai vat 1on dé duy tri
mot th€ trdn an ninh t8i wu. Trudc dién bi€n phitc
tap clia tdi pham trong nu6c cling nhur quc t&, hop
tdc quoc t€ trong linh vuc chdng tdi pham mang
dang phit trién tich cuc. Theo d6, c4c hinh thitc hgp
tdc trong linh vyc truy t6 hinh sy Ia tudng trg tu
phap, hop téc trong linh vuc bit giit, hop tac clia cac
co quan thyc thi phdp luat, cong nhan 1in nhau vé
cdc bdn 4n nuSc ngoii.. nhu cic diéu udc da
phuong vé hop tic qudc t& trong dau tranh chong toi
pham; diéu uSc da phuong vé truy t& mot s6 tdi

pham xdc dinh; cdc hiép dinh song phuong tuong tu;
luat phap qudc gia, trong d6 cic diéu khodn c6 thé
diéu chinh céc co ché& hgp tic qudc té trong linh vuc
chdng toi pham mang. Pay 14 co s d€ hd trg phéap
ly va hop tdc qubc t€ trong cudc chi€n chdng toi
pham mang trong moi trudng hdp. Tuy nhién,
nhitng bién phdp nay vin chua da.

Nim 2010, Pai hoi dong Lién hgp quoc (PHP
LHQ) da thong qua Nghi quyét s& 65/230 d€ ting
cudng cdc co ché tu phdp hién c6, hodc dé xuit cdc
bién phdp tu phdp qudc gia va qudc t&€ mdi hoiic
nhiéu bién phap khic chong tdi pham mang. Theo
d6, mot nhém chuyén gia lién chinh phd véi thanh
phan md rong di dugc thanh lap d€ ti€n hanh
nghién cttu toan dién vé tdi pham mang ciia ﬁy ban
LHQ vé phong, chong tdi pham va tu phdp hinh sy.
Viéc thanh lap tdoa 4n xét X1 toi pham mang qudc t&
khdng nim trong chuong trinh nghi sy clia cudc hop
diu tién clia nhém dién ra tai Vienne vao thdng
1/2011. Véi cic co ché tu phap qudc t& minh bach,
hiéu qud trong hoat dong hién tai clia hé thdng
LHQ s& ddm bao ring cdc hanh vi pham tdi khong
bi phan biét doi xi & cdc khu vuc tai phian khac
nhau va s& ddm bdo khd niing truy t8 & cic quoc gia
thudng tir chdi truy t& cdc hanh vi d6. Do dé, cin
thi€t phdi thi€t 1ap mot co ché tw phap qudc t&€ kha
thi dé gidi quyét cac van dé trong linh vurc nay. Mot
s6 hoc thuy&t trong va ngoai nuéc da dua ra mot s§
khdi niém vé viéc thuc hién cic thd tuc phip 1y lién
quan dén viéc lam dung cdng nghé thdng tin va
truyén thong.

3. Céc phuong 4n dé xuat thanh lap Toa an
Quéc t& xét xit tdi pham mang

3.1. Mé rong quyén ciia Toa dn Hinh su Quéc t&
va thanh lgp mot by phan vé khong gian mang

Khong gian mang 1a khai niém chi mang lugi
k&t noi clia ¢d s& ha tAing cong nghé thong tin, bao
gdm mang vién thong, mang Internet, mang may
tinh, hé thdng thong tin, hé thong xi 1y va dicu
khién thong tin, co s& dif liéu. Ngoai ra, diy con la
ndi con ngudi thyc hién cdc hanh vi xa hoi khong bi
giGi han bdi khong gian va thdi gian. J Viét Nam,
khong gian mang do Chinh pht xédc 1ap, quin 1y va
ki€m sodt dugc goi 13 khong gian mang qudc gia'.
Trong tinh hinh hién nay, viéc Qudc hdi ban hanh
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Luat An ninh mang 13 hét stic can thiét, trén co s
ti€p thu nghiém tic y ki€n gép ¥ hop 1y cla céc
chuyén gia, nha khoa hoc, ¢t tri va nhan dan, phu
hdp v6i thyc tién Viét Nam. Luit An ninh mang ra
doi ddp Gng yéu cau thuc tién dit ra trong qud trinh
phét trién dat nudc, tp trung bio vé Idi ich hop
phéap clia c4 nhan, t§ chifc trén khong gian mang.
bdc biét, tao hanh lang phap ly trong cong tic an
ninh mang lién quan dén bdo vé an ninh qudc gia,
ddm bdo trat tv an toan xa hoi. Toa 4n Hinh su
Quéc t& (ICC) dugc thong qua tai Pai hoi LHQ vé
phong chéng t6i pham va tu phdp hinh sy, do Vin
phong LHQ vé ma tdy va toi pham t5 chic tai
Bangkok nim 2005. Nén ching cAn md rong thém
thAim quyén xem xét cc trudng hop lién quan dén
khong gian mang, cu thé 12 xem xét toi khiing b&
mang va toi pham mang nhim dua ra mot dinh
nghia c6 thé chip nhan dugc va dua vao danh sich
t0i pham thudc thdm quyén ctia Toa 4n Hinh sy
Qudc t&€. Phuong 4n nay nén dudc thuc hién thdng
qua 4p dung cic diéu khodn b sung trong Quy ché&
Rome?, s& bao gdm mdi trudng cdng nghé thong tin
va truyén thong va mé rong danh sich cdc tdi pham
thudc thAim quyén tai phan clia quy ché d6. Pong
thoi, diéu dic biét quan trong 1 phai dat dugc thda
thuan toan cAu d€ tit c4 cdc qudc gia phé chuin cic
stta d6i doi vdi Quy ché Rome. Tuy nhién, do mot
s qudc gia chua phé chuin tai liéu nay, vi nhiéu
diéu khodn clia né trdi véi 1gi ich qudc gia va chd
quyén qudc gia, nén qud trinh bd sung cic diéu
khodn trd nén phtc tap hon. Do d6, trong khudn
khd thuc hién phuong 4n nay, dé xuat chon mot don
vi clia Phong Thuong mai qudc t& (Ti€ng Anh la
Internation Chamber of Commerce - ICC) chuyén
trdch khong gian mang.

3.2. Toa dn hinh su Quoc t&¢ hay Toa dn khong
gian mang

Phuong 4n nay dang dugc xem xét trong khudn
khd viéc thanh 1ap toa 4n Hinh sy Qudc t€ dic
biét hodic tda 4n vé khong gian mang, s& hoat
dong theo Quy ché& dugc dé xuit cia Toa 4n hinh
st Qudc t& vé khong gian mang (ICCT). C6 quan
diém cho riing “cdc cudc tin cong mang giy lo
ngainhit trén toan ciula ¢ y gy ra su gidn doan
d4dng k€ va lan rong d6i v4i co sd ha ting thong tin
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va lién lac quan trong nén thudc thim quyén ciia
ICC”. Y tudng tao ra ICTC dugc dé xuit bdi ong
Stein Solberg - thAim phdn ngudi Na Uy, chuyén
gia qudc t&€ vé tdi pham mang, mot trong nhitng
ngudi sdng lap khdi niém hai hoa héa phap luat
vé tdi pham mdy tinh. Trong cong trinh clia minh,
ong trinh bay y tudng thanh 1ap ICCT. Nhiém vu
ctia Tdoa 4n nay bao gdm viéc truy t& cdc cd nhan
pham tdi nghiém trong nhat luat tdoi pham mang
qudc t€ theo cdc di€u khodn ciia Hié€n chuong da
dudc dé xuit, ciing nhu két 4n cdc cudc tin cong
mang toan cAu. Nhitng vi pham nghiém trong bao
gdm cédc hanh vi c6 ¥ tAn cong hé thong may tinh,
hé thong thong tin, dif liéu, thong tin hodc tai sdn
khic dudc bdo vé theo Luat Hinh su Qudc t& cé
lién quan; cdc hanh vi dudc thuc hién bing cdch
phd hoai, lam hdng hodc vd hiéu héa co sd ha
tang thong tin va lién lac quan trong din dén thiét
hai cho an ninh qudc gia, phong thii dan sy, hanh
chinh va dich vu céng, siic khde va an toan cong
cOng, ngan hang va dich vu tai chinh.

3.3. Thanh ldp cdc toa dn vu viéc, hodc toa dn
ddc bigt

Viéc thanh 14p cdc tda 4n vu viéc, hodc tda dn
nhu c4c co ché tu phdp tam thdi dic biét trén cd s&
quyét dinh cta Hoi dong Bido an LHQ (HPBA
LHQ), dugc thong qua trén co sd Chuong VII cta
Hié&n chuong LHQ quy dinh cdc qudc gia thanh vién
lién quan d&n cdc mdi de doa hoa binh, an ninh
qudc t€ va cdc hanh dong xAm lugc. Theo dé xuit
trén, thim quyén clia cic toa 4n niy sé md rong
thém viéc truy t& va trifng phat tdi pham mang gdm
nhitng vin dé vi pham hiép uGc toan cau, hiép udc
vé tdi pham mang ciing nhu cdc cudc tAn cong
mang quy md 16n nhim vao cd s ha ting thong tin
quan trong c¢6 phéi hop trén toan cau. ThAim quyén
cua cdc tda vu viéc hodc tda dn dic biét va cic co
quan tai phan qudc gia, quyén tai phdn s& dugc thuc
hién va quyén uu tién sé dudc danh cho tda dn vu
viéc hodc tda an dic biét.

3.4. Toa dn Quéc t&'vé khong gian mang

Céc phuong 4n dé xut thanh 1ap mot Toa 4n
Qudc t& vé khong gian mang doc 1ap s& gitp xir 1y
céc toi pham mang nghiém trong gy ra mdi de doa
cho cong ddng qudc t& va an ninh thong tin qudc t&.
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N&u 3 phuong 4n trén lién quan dén thim quyén vé
trach nhiém hinh su ¢4 nhan d&i véi mot s6 hanh vi
trong mdi trudng cong nghé thong tin va truyén
thong, thi phuong 4n th tr lién quan dén trach
nhiém cta Nha nudc véi tu cdch 1a chi thé cta luat
phap qudc t€.

Trong qué trinh toan cAu héa hién nay, can thiét
phai thanh 1ap mot toa an khong gian mang - LHQ,
mot cd ciu c6 cdc hoat dong nhim diéu tra tdi
pham trong moi trudng cong nghé thdng tin va
truyén thong. Tuy nhién, sidng ki€n nay chon loc
qudc gia tham gia, nghia 13 c¢d cAu nay sé& dudc st
dung cho cdc muc dich chinh tri, 1gi ich cta cac
qudc gia, phan biét d6i x{ giita cdc qudc gia véi
nhau. Muc tiéu clia tda 4n nay khdng phai dé thuc
hién cédc Igi ich chinh tri ctia titng qudc gia riéng 1€,
ma 1a viéc hinh thanh mdt khuon khd phap 1y qudc
t€ @& hop tdc, vi 1¢i ich ngin ngira xung dot trong
moi trudng cong nghé thong tin va truyén thong,
nén d6 1a muc tiéu chinh ctia viéc thi€t 1ap mot co
cau nhu vay. Piéu quan trong 12 céc sdng kién ny
huéng t6i viéc thanh 1ap mdt moi trudng tu phap
cong nghé thong tin va truyén thdng toan cau cong
bing, cdi md va binh ding. LHQ dudng nhu 1a nén
tdng hiéu qua nhit cho cdc d& xudt nay, vi mot
quyét dinh nhu vy c6 thé rang budc ddi véi tit ca
cdc thanh vién clia t§ chic thong qua quyét dinh
ciia HDBA LHQ.

3.5. Doi thoai thé ché thuong xuyén

PAiy 12 mot phuong 4n khic c6 thé duge lya
chon trong khuén khé cic cudc ddi thoai thé ché
thudng xuyén vé bio mat thdng tin, dang duoc
thdo ludn trong Nhém cong tic md cia LHQ
(OEWG) vé cédc vin dé bido mat trong viéc st
dung cong nghé thong tin va truyén thong (ICT).
Tuy nhién, vdn dé nay vin chua nim trong
chuong trinh nghi sy va khé kha thi trong tuong lai
gan, do cdc bén c6 sy xung dot, bat dong vé cic
van dé thudc thAim quyén cia WGE va van dé
thi€t 1ap mot phién toa xét xit c6 thé 1am cham
qud trinh ddm phdn hon nira.

3.6. Giit nguyén hién trang

Nhu da trinh bay, do thi€u su thdng nhit vé cic
nén tdng 1y luin cd ban, hién c6 nhiéu quan diém
khdc nhau vé vin dé& nay. Mot s6 quan diém cho

riing, khong cin hinh thifc tai phdan bd sung doi véi
khong gian mang, vi hop tdc quoc t€ thanh cong 1a
c6 thé thyc hién dudc trong khudn khd cac co ché
hién cé.

4. Toa 4n xét xi¥ vé toi pham mang quoc t& cé
can thi€t hay khong trong giai doan hién nay

Mic dii con nhiéu quan di€ém khic nhau vé sy
cAn thi€t ctia Toa 4n Qudc t&€ xét xi tdi pham mang,
song c6 thé thdy van dé nay sé& déng mot vai trd
quan trong trong viéc gidi quyét thach thiic khong
chi d6i v6i cac nguyén tic ctia luat phdp qudc t&,
ma con d6i véi cdc nguyén tic chii quyén qudc gia,
ciing nhu viéc thiét 1ap trat tw qudc t€ trén khong
gian mang. Thdi gian t6i, thé gidi dugc du bio ti€p
tuc phdi ddi mit v6i mot s6 van dé phét sinh tir
khong gian mang, an ninh mang néi chung va tdi
pham mang néi riéng, cu thé nhu nguy co gia ting
bit ddng, tranh chip va thim chi 13 xung dot giira
cdc nudc 16n, din dén sy thay d6i trat tu thé gidi.
Viéc thi€u cic co ch€ phit hgp dé bd trg cho khai
niém tda 4n xét xi vé& tdi pham mang & tAm qudc t&
da khi€n cdc qudc gia gia ting chay dua va dua ra
nhiéu dinh nghia mé rong vé khai niém nay d€ lap
luan cho c4c hanh dong vé gidn diép mang, quan su
mang... Piéu nay sé& tic dong khong nhd dén mdi
quan hé giita cdc qudc gia, thAm chi c¢6 thé din dén
nhitng cudc tdn cong mang. Hon nita, c4ch ti€p can
va cach thitc hgp tac trong khong gian mang chua
c6 sy thong nhat chung, viéc dién gidi va 4p dung
luat phdp qudc t€ trong khdong gian mang con thi€u
su ddng thuan. Do c6 nhitng mau thuin va khong c6
hé thdng quy dinh phdp 1y qudc t& rd rang vé cong
nghé thong tin, nén viéc tao ra mot cd ché nhu vay
la qué sém vao lic nay.

Hién nay, trong hoc thuy€t luat phdp qudc & da
c6 mdt cudc thdo ludn vé sur cAn thi€t phai thanh lap
mot ¢o quan tu phdp c6 nhiém vu xét Xt cac vu viéc
lién quan d&n moi trudng cdng nghé thdng tin va
truyén thong vi bdo mat thdng tin qudc t&. Tuy
nhién, ban chit clia khong gian 4o dua ra mot s6
th4ch thitc. Vi du nhu sy phiic tap ciia viéc quy két
cdc cudc tin cong mang ciing nhu khé thu thap
biing ching tir quan di€ém ky thuat, gdy khé khin
cho viéc x4c dinh sy tham gia ctia mdt qudc gia cu
thé trong mdt cudc tin cong mang. Ngoai ra, thuc t&
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cho tha'y khong c6 thda thuian nao vé cdc van dé co
ban ctia bio mat thong tin qudc t& nhu hi€u thong
nhat vé cdc thuat ngit chinh. C6 sy khac biét 16n vé
hé tu tudng vé cic van dé khdc nhau lién quan st
dung va quy dinh cong nghé thong tin va truyén
thong. Khong c6 sur thdng nhat vé viéc liéu cdc quy
tdc hién hanh cia luit phap quoc t& c6 thé 4p dung
cho moi trudng cong nghé thong tin va truyén thong
hay liéu nhitng quy tic méi c6 can thi€t hay khdng
va liéu cdc quy tic rang budc vé mit phdp ly clia
luat phap qudc &€ s& dp dung dudc cho mdi trudng
cong nghé thong tin va truyén thdng 13 cin thiét
hay chi cin diing d€n “luat phip mém” 13 di. Pdng
thdi, d€ thuc thi t& tung & cAp dd toan cau, trudc hét
cin c6 tAm nhin chung hodc cé su thda hiép vé co
sd phdp ly clia moi trudng cong nghé thong tin va
truyén thong cling nhu hai hoa héa phdp luat,
khong dé cap dé€n mot quy uSc toan cau. Mic du
thyc t&€ 1a nhiéu qudc gia va & chitc khu vyc da xay
dung va thdong qua khung phip 1y d€ chong toi
pham mang trong nhitng nim gin diy nhung vin
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chua c6 su thong nhat giita cac hé thong luat phéap
qudéc gia va chua c6 mdt cdng uSc qudc t& nao dé
diéu chinh céc hoat dong trong moi trudng cong
nghé thong tin va truyén thdng néi chung, tdi pham
mang noiriéng.

Tém lai, dit ludn c& gang nd lvc vi sy phit trién
chung, &n dinh, bén virng ctia cong ddng qudc t&,
nhung cdc qudc gia phai d6i mit nhiéu thach thic
va khé khian. Do dd, hoat dong hgp tic trong moi
trudng cong nghé thong tin va truyén thong va tdi
pham mang dang dudc coi la hoat dong hgp tic
hiéu qud nhim trin 4p cdc loai toi pham. Hién
nay, Viét Nam dang nd Ivc xdy dyng va hoan thién
hé thong phép luat, thic diy nghién ctu tic dong
cia cong nghé thong tin va truyén thong trong
khong gian mang, tir @6 c¢6 nhitng diéu chinh, bd
sung kip thdi trong xdy dung va trién khai chinh
sdch ddi ngoai clia Viét Nam, gép phan vio cong
cudc phat trién nhanh, bén vitng cia di't nudc ciing
nhu bdo vé chl quyén thiéng liéng ctia TS qudc
trong tinh hinh mgi m

2Quy ch& Rome: hitps://www.icc-cpi.int/resource-library/documents/rs-eng.pdf
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THE NECESSITY TO ESTABLISH AN INTERNATIONAL
JUDICIAL INSTITUTION TO ADJUDICATE CYBERCRIME
AND SOME RISING ISSUES
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ABSTRACT:

The information technology environment plays an increasingly important role in international
relations. In international cooperation, it is essential to create a legal structure to manage the
information and communication technology environment and ensure the international information
security. One of the current global challenges is cybercrime and incidents caused by illegal
activities on the Internet. However, in most cases, existing opportunities for legal assistance and
international cooperation in the fight against cybercrime are inadequate. Therefore, it is necessary
to have a common vision or compromise on the legal basis of the information and communication
technology environment, and harmonize laws to regulate activities in the information technology
and communication environment in general, on the Internet in particular. This study is to deliberate
the necessity to establish an international judicial institution to adjudicate cybercrime and some
rising issues.

Keywords: international judicial institutions, cyber security, information and communication
technology, cyberspace, cybercrime.
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