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TOM TAT:

Bio vé chli quyén qudc gia trén khong gian mang 1a vin dé mdi, ddi tugng hoat dong trén
khong gian mang phifc tap, gdn véi phuong tién va trinh dd cong nghé cao. Bén canh d6, luc lugng
nong cot bio vé chi quyén trén khdng gian mang ctia Viét Nam mdi thanh lap, trinh do va phuong
tién chua phat trién da ndy sinh nhiéu thach thitc vé bio vé chii quyén qudc gia trén khdng gian
mang. Nhan thitc duge ddy di cic thach thic d€ c6 gidi phap ddi pho phii hop, hiéu qua 1a van dé
quan trong, cAn thi€t. D& gép phin bio vé chii quyén qudc gia trén khong gian mang, bio vé vitng
chic chli quyén qudc gia trong tinh hinh méi, tdc gid nghién cttu mot s§ van dé phap ly dit ra ddi

v4i Viét Nam vé chii quyén qudc gia trong bdo ddm an ninh mang.

Tu khéa: phép 1y, chli quyén qudc gia, bdo vé chl quyén, an ninh mang, khdng gian mang,

Viét Nam.

1. Dat van dé

Chié&n lugc phat trién kinh t& - xa hoi 10 nim
2021 - 2030 trong Vian kién Pai hoi Pai biéu toan
qudc 1an thit XIII cia Padng Cong sdn Viét Nam

khing dinh: “Tich cuc, chii dong xdy dung ké

hoach, phiiong dn tdc chién, ndng cao trinh do, khd
ndng sdn sang chién dau bdo vé viing chdc doc
ldp, chii quyén, théng nhdt, toan ven lanh thé va
giit vitng On dinh chinh tri, an ninh qudc gia, trdt
tw, an toan xda hoi, gilt chii quyén s quoc gia trén
khong gian mang trong moi tinh hudéng”’'. Pay 1a
quan di€m mdi vé bdo vé chi quyén qudc gia phit
hdp v6i xu th€ chung ctia khu vuc, th€ gidi, thuc
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trang phat trién khong gian mang Viét Nam va sy
tdc dong ctia Cdch mang cong nghiép lan thi tu.
Péng, Nha nudc ta da sém nhan thitc duge bdo
vé chl quyén qudc gia trén khong gian mang va
chi quyén qudc gia trong bio ddm an ninh mang
12 nhitng vdn dé quan trong, cAn c6 nhiéu chii
truong, chinh sdch d€ tri€n khai thuc hién. Song,
day ciing 12 nhitng vin dé méi, phitc tap, khé khin
v6i nhitng doi tugng da dang, khé xédc dinh. Trong
khi luc lugng ndong cbt bdo vé chli quyén qudc gia,
bdo ddm an ninh mang & nudc ta vin chua thuc sy
phét trién vé ca trinh d6 1dn phuong tién thuc
hién. Do vay, bdo vé chd quyén qudc gia trén
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khong gian mang, chi quyén qudc gia trong bdo
ddm an ninh mang tai Viét Nam trong giai doan
hién nay cang ditra nhiéu thach thic, khé khin.

2. Nhitng thach thifc vé mat phap 1y va thyc
tién ap dung phap luat vé chii quyén quéc gia
trong bao dam an ninh mang hién nay

Thit nhdt, hién nay chua c6 mot diéu udec qudc
t& toan cau, cling nhu cdc cd ché, thi€t ché hop tac
qudc t&€ @€ bao vé chii quyén qudc gia trén khong
gian mang. Sy phat trién biing nd cla cdc cong
nghé k§ thuat s6 trén khip thé€ gidi dang mé ra cdc
linh vuc ti€m ning méi cho xung dot va kha ning
clia ca cdc chi thé Nha nude va phi Nha nudc thuc
hién cdc cudc taAn cong xuyén bién gii qudc t€.2
Niam 2011, Nga dua ra sing ki€n vé viéc Lién Hop
qudc nén xay dyng cong udc vé bdo ddm an ninh
thong tin qudc t&, trong d6 dé cap dén cic tiéu
chuin diéu phdi hoat dong trén internet, nhu cic
hoat dong lién quan d&n chli nghia khing bd, hinh
su, chinh tri va quan su. Tuy nhién, sdng ki€n nay
ctia Nga khong dugc cdc quoc gia chdp thuan. Pén
nim 2015, mot nd luc d€ dat duge cdc thda thuan
qudc t&€ nhim x4y dung bd quy tic Gng xi trén
khong gian mang ti€p tuc dudce dua ra. C4c chuyén
gia clia Lién Hop qudc di di d€n mot thda thuan
v6i 4 nguyén tic nhim bdo ddm hoa binh trong
khong gian mang. Hay gin day, ngay 7/3/2023,
Nga di dé trinh tAm nhin cia minh vé Cdng u6c
clia Lién hop quoc vé Pam b4o an ninh thong tin
qudc t& cho Nhém cong tdc md clia Lién hdp quic
vé bdo mat va st dung cong nghé thong tin va
truyén thong (OEWG). OEWG 1a mot dién dan hd
trg cdc cudc thdo ludn vé an ninh mang qudc t&
du6i sy bdo trg cta Uy ban diu tién cla Pai hoi
ddng Lién hgp qudc. Trong sudt OEWG, Nga di
nhiéu 1an kéu goi thi€t 14p mot hiép uc.Trong cic
doan m& diu, Nga cho ring cin c6 mot hiép u6c
rang budc vé mit phap 1y vi ¢6 nhitng 16 hdng
trong luat phdp qudc t€ hién hanh. Nhung nhiéu
qudc gia (vi du: Thuy Dién, Han Qudc, Colombia,
Ao va Hoa K¥y) ddng ¥ ring khong c6 khodng cdch
niao nhu vdy va chi cin 1am ré thém luit phép
qudc t&€ hién hanh. Vi du, tit cd cdc qudc gia da
ddng y v6i kh3 ning 4p dung Hié€n chuong Lién

Hop quoc (mdt hiép ude phdp 1y rang budc) doi
v6i khong gian mang.?

DPén nay, & pham vi toan cau méi chi c6 mot
diéu uSc quoc t& diéu chinh loai t6i pham nay la
Cong uSc vé tdi pham mang clia ny hoi chau Au
nam 2001. Véi diéu khodn cho phép cic qudc gia
khong phai thanh vién ﬁy hoi chau Au tham gia
Cong udc, Cong udc da chinh thitc trd thanh mot
khuon khd phap 1y hgp tic quoc t&€ toan cau giifa
cdc quoc gia trong phong chong tdi pham cong
nghé cao v§i 75 thanh vién, trong d6 cé sy tham gia
ctia 28 qudc gia khong phai thanh vién cta Uy hoi
chau Au.*

Hién nay, cong udc da dugc dam phan va md
rong cho cdc qudc gia thanh vién & chiau A nhu:
Nhat Ban, Philippines. Tuy nhién, Nga, Trung
Qudc va Brasil lai cho riing, d€ cong uSc nay trd
thanh cdng u6c chung cho toan th& gi6i cAn phai
dam phdn d€ xay dung lai cong uSc bsi ban than
cong udc duge xay dung duva trén nhitng dic thu
clia khu virc nén khdng phdn dnh hét cdc diéu kién
va nhu ciu cla tit cd cdc qudc gia trén thé giGi. 3

Thit hai, lién quan dén ning luc thuc thi cia
cdc qudc gia. Viéc trién khai nhitng hoat dong
phong ngira va ngin chin cdc vu ti€n cong trén
khong gian mang nhim ngiin ngira hacker hay toi
pham cong nghé cao thudng vaAp phai cdc han ch&
lién quan vé ngan sdch va kha ning trién khai clia
cdc ¢d quan nhd nuSe va giéi han vé hé thong co
s& ha ting cong nghé thong tin. Phap lut clia cdc
qudc gia dudng nhu khong bit kip véi toc do gia
ting va bi€n d8i nhanh cia nhitng hoat dong tdi
pham dya trén cong nghé 8. Chinh vi vay, nhiéu
qudc gia ngoai Trung Qudc da xay dung khong
gian mang riéng biét phuc vu vi€éc ding mang cla
ngudi din nudc minh. Tai Viét Nam, moi ngudi
cling dua ra cAu hdi: vay Viét Nam c6 cin xay
dung mot hé thng mang riéng biét cho ngudi
Viét tuong tu vdi cdc diéu ma Trung Qudc dang
1am? Tuy nhién cin phai thdy ring, viéc lam nay
di ngugc lai véi tinh thin va nén tdng clia cude
cdch mang cong nghé s6 12 k&€t ndi van vat, khong
gi6i han khong gian va thdi gian.® Piéu d6 ciing
thé hién sy han ché& hay sy y&u kém ciia chinh phii
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ddi véi viec quan ly nhitng hoat dong trén khong
gian mang. Do d6, mdi qudc gia cin thi€t phdi dua
ra nhitng cdch thic t6i wu hon nita d6i véi viéc
ki€ém sodt va gidm sdt nhitng hoat dong trén
khong gian mang d€ bdo ddm an ninh va trat t,
ddng thdi bdo vé nhitng quyén 1gi cin ban cida
ngudi din ma khong dé€ mat nhitng tinh ning siéu
viét clia cong nghé thong tin 1a k&€t ndi van vat.

3. Giai phap hoan thién chinh sach, phap luat
nhim bdo vé vitng chic chi quyén qudc gia
trong bao dam an ninh mang

Thit nhdt, b6 sung va hoan thién hé thong phap
luat, chinh sdch vé& hdp tdc qudc té trong bio vé chi
quyén qudc gia trén khong gian mang va chli quyén
qudc gia trong bdo ddm an ninh mang. Hoan thién
khung phép luit quoc gia, ban hanh co ché&, chinh
sdch phit hdp véi cac quy dinh clia phap luat quoc
t& xuAt phat tir nhan thitc an ninh mang 1a bo phan
cAu thanh cta an ninh qudc gia, 1a ndi dung chi y&u
dé bio vé chii quyén quéc gia trén khong gian
mang; bao ddm an toan, an ninh mang 1a mot trong
nhitng dong luc quan trong phat trién kinh t& - xa
hdi, bdo ddm qudc phong, an ninh, ning cao vi thé
d4t nuSc trong qué trinh hdi nhap, do d6, can chi
trong hop tic quoc t&, phat trién khoa hoc cong
nghé, ning lyc k¥ thuit, bién phdp bdo vé tuong
xting d& huéng d&n lam chi cic phin cing, phin
mém tng dung; tiing buGc hinh thanh khong gian
mang sach, tao di€u kién an toan cho viéc luu trit cd
s& dif liéu; hop tdc trong ddu tu nghién ciu, Wng
dung cong nghé, ma héa thong tin ddi v6i hé thdng
thong tin quan trong vé an ninh qudc gia bdo ddm
an ninh mang, phong, chdng cdc vi pham va toi
pham mang.

Thit hai, dwa ndi dung chl quyén qudc gia khong
gian mang trong cic chi€n ludc phat trién clia dat
nuGe; ti€n hanh trao ddi hdp tic véi cic ddi tic
chién ludc toan dién/doi tac chién lugc/ddi tic toan
dién vé an ninh mang, an toan, an ninh thong tin.
XAy dung va ban hanh vin ban ctia Nha nudc vé
quy dinh quén ly dir liéu trén co s& tham khao kinh
nghiém, hé thong quy dinh clia qudc t& va cic
nudc; trong d6 c6 ndi dung vé chii quyén dit liu
phli hop véi luat phdp qudc t€, Hién chuong Lién
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hdp qudc va cic thda thuin, hiép dinh thuong mai
thé hé mdi, quy dinh ctia WTO, cdc nghia vu qudc
t€ ma Viét Nam tham gia ky két, 1am cd s& cho viéc
phit trién, mé rong ndi ham vé chii quyén khong
gian mang. Thic d4y nghién cifu tic dong cla viéc
thyc hién chli quyén s& trong khong gian mang ddi
véi an ninh, phat trién va vi thé cia Viét Nam,
trong boi cdnh hoi nhap qudc t€ ngay cang siu rong
va toan dién, cling nhu dé xudt cic huéng gidi
quyé&t. Nghién ctiu, xAy dung noi ham vé chli quyén
khong gian mang ctia Viét Nam’, tir d6 ¢6 nhiing
diéu chinh, b8 sung kip thdi trong x4y dung va trién
khai chinh sich d6i ngoai ctia Viét Nam.

Thit ba, ban hanh cédc chinh sach trong dé két
hgp chit ché, c¢6 hiéu qud cong tic bdo ddm an
ninh mang va bdo vé chi quyén qudc gia trén
khong gian mang véi viéc thyc hién cdc nhi€ém vu
phét trién kinh t&, vin héa, xi hdi, qudc phong, an
ninh, d6i ngoai va nhiém vu xay dung, chinh dén
bdang. Cong tic bio ddm an ninh mang va bdo vé
chi quyén qudc gia trén khong gian mang phai
truc ti€p phuc vu viéc trién khai thuc hién c6 hiéu
qua cdc muc tiéu, chi ti€u, nhiém vu, gidi phap
ctia Pai hoi 1an thit XIII dé ra. Theo d6, trong Vin
kién Pai hoi XIII, Pang ta néu rd: “Tich cuc, chd
dong... gitt vitng chii quyén s6 qudc gia trén khong
gian mang trong moi tinh hudng”. Pay 1a mot ndi
dung 1an dau tién dugc ghi trong mdt Vin kién
Dai hoi, phdn d4nh sy nhin thifc sdu sic clia Pang
ta vé tinh chat ciia thdi dai dudi géc @ khoa hoc -
cong nghé, bdi cudc cdch mang cong nghiép lan
thit tu s& chuyén dich toan bd thé gidi tir the gidi
thuc sang thé gidi s0.

Thit tu, hoan thién khung chinh sich, phdp luat
vé cong tic quan 1y nha nudc vé an toan thong tin,
an ninh mang, sin sang &ng pho véi cdc thich thirc
an ninh mang, dic biét I tdi pham mang nhim bdo
vé tot hon quyén, 1¢i ich hop phap clia cic t chic,
c4 nhan va bio vé vitng chic chi quyén qudc gia.
V6i mdi chinh sich, vin ban phap luat cAn phai xdc
dinh 16 trach nhiém cda céc t8 chiic, cd nhan khi
tham gia hoat dong trén mdi trudng mang va nhiém
vu ctia cdc chii thé @6 trong viéc bao vé chi quyén
qudc gia trén khdng gian mang m
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Bai viét trong khuon kho Pé tai nghién citu khoa hoc cép truong: “Chii quyén quoc gia trong bdao dam
an ninh mang - Nhitng vin dé phdp ly ddt ra déi véi Vigt Nam ”, do TS. P6 Qui Hoang chii nhigm, Truong
Dai hoc Ludt Ha Noi, nam 2023.
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ABSTRACT:

Protecting national sovereignty in cyberspace is a new issue, with complex cyberspace
activities associated with high-tech means and levels. The core force protecting Vietnam’s
national sovereignty in cyberspace has just been established, and this force’s level and means have
not yet developed. They have faced many challenges in protecting Vietnam’s national sovereignty
in cyberspace. It is important and necessary to be fully aware of these challenges in order to have
appropriate and effective countermeasures, contributing to protecting Vietnam’s national
sovereignty in cyberspace and firmly protecting national sovereignty in the new situation.

Keywords: law, national sovereignty, national sovereignty protection, cybersecurity,
cyberspace, Vietnam.
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