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TOM TAT:

Bai vi€t nhim kh4i quét vé tdi pham cong nghé cao, néu rd thuc trang va nhitng vin dé ditra
ddi v6i Viet Nam trong ddu tranh phong, chdng tdi pham cong nghé cao trong linh vyc tai chinh
ngan hang. Tir k&€t qud phan tich thyc trang, bai vi€t da dua ra mot s6 gidi phdp nhim ngin ngira
va gidm thi€u tdi pham cong nghé cao trong linh vyc tai chinh ngan hang trong b&i cidnh cich

mang cong nghi€p 4.0.

T khéa: CMCN 4.0, tdi pham cdng nghé cao, tai chinh ngan hang, hgp tic, ddu tranh phong,

chong toi pham.

1. Dit van dé

Cudc cach mang cong nghiép 4.0, v6i sy bung
nd ctia khoa hoc k¥ thuit da dem lai nhiéu thuan 1gi
cho qua trinh giao Iuu hgp tic quoc t€, song cling da
tao diéu kién cho cdc loai toi pham phat trién, dic
biét 1 toi pham cong nghé cao. Sy phit trién cia
t0i pham khong chi dirng lai & pham vi, mic do
thiét hai ma hanh vi pham t0i cling ngay mot tinh vi
hon khi tdi pham ting dung cdc cong nghé mdi trong
phuong thitc thyc hién. Piéu nay gy 4nh hudng to
16n ciling nhu gy ra sy lo ngai cho khong chi mot
quéc gia ma cho toan thé cong ddng qudc t&€. Pic
biét, tdi pham st dung cong nghé cao tin cong vao
linh vuc tai chinh ngdn hang dang c6 xu huéng ngay
cang gia ting va gay hi€u qua nghiém trong. Theo
d6, Viét Nam can ti€p tuc hoan thién hé thdng phip
luat, hdp tdc qudc t€ va dua ra nhitng gidi phap
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nhim ngin ngira va gidm thi€u tdi pham cdng nghé
cao trong linh vuc tai chinh ngan hang trong bdi
canh cich mang cong nghiép 4.0.

2. Khai niém vé toi pham cong nghé cao

V& mit thuat ngit, khdi niém “t6i pham cong
nghé cao” trong ludt phdp ctia nhiéu nudc trén the
gidi nhu Australia, My, Anh... da c6 dinh nghia lién
quan dén tdi pham nay nhu: tdi pham cong nghé
cao  (high-tech crime); t0i pham mang
(cybercrime); t6i pham &o (Virtual Crime); toi
pham mady tinh/tdi pham tin hoc (computer crime);
t0i pham lién quan dén mdy tinh (computer-
related crime); toi pham dudc kich hoat/hd trg bdi
cong nghé (Technologically Enabled/Supported
Crime)... Vi du nhu trong Ludt Hinh sy ndm 1995
clia Australia va phian 10.7 ctia Luat Thinh vugng
chung (Commonwealth Legislation - Part 10.7:



LUAT

Computer Offences), t0i pham cdng nghé cao
(hi-technology crime) dudc dinh nghia “la sy xdm
nhdp mdy tinh mot cdch trdi phép; su sita doi trdi
phép dit liéu bao gom viéc phd hiiy dit liéu; tdn
cong tir chéi dich vu (DoS); tdn cong tir chdi dich vu
phdn tdan (DdoS) c6 sit dung botnets, tao ra va phin
phéi phdn mém doc hai”’. Theo Tir dién Luat hoc
Blacks Law, tdi pham may tinh (computer crime)
dudc dinh nghia 1a: “tdi pham doi héi vé kién thitc
cong nghé mdy tinh chdng han nhu phd hoai hodc
dan cdp dit liéu mdy tinh hay sit dung mdy tinh dé
thuc hién mot s6 toi pham khdc 2.

Tai Viét Nam, theo Khoan 1 Piéu 3 Nghi dinh
s0 25/2014/ND-CP ctia Chinh pht ngay 07/04/2014
quy dinh: “Toi pham co sit dung cong nghé cao la
hanh vi nguy hiém cho xa hoi dugc quy dinh trong
Bo ludt Hinh sy ¢6 sit dung cong nghé cao”. Theo
Khoén 1 Piéu 3 ctia Luat Cong nghé cao nim 2008
quy dinh: “Cong nghé cao la cong nghé c6 ham
luong cao vé nghién citu khoa hoc va phdt trién cong
nghé; duoc tich hop tir thanh tuu khoa hoc va cong
nghe hiéndai...”.

Qua nghién cttu cdc dinh nghia va cic cch ti€p
cin trén cho thiy nhitng diém chung trong ndi ham
clia cdc khdi niém nay; tit cd déu hudng tdi cic
hanh vi lién quan dé&n viéc sit dung mdy tinh, thiét
bi s6, khai thdc mang mdy tinh, mang vién thdng
mot ciach bat hgp phap d€ gy tdn hai cho Idi ich
clia cdc td chiic, ¢4 nhan va toan xi hoi. Vi vy, c¢6
thé rit ra mot dinh nghia chung vé tdi pham cong
nghé cao nhu sau: tdi pham cdng nghé cao la mot
dang thitc t0i pham dudc ti€n hanh thong qua viéc
st dung tri thitc, k§ ning, cong cu, phuong tién va
thanh tyu cia cong nghé thong tin & trinh do cao,
tdc dong mot cach bat hgp phdp dén thong tin sd va
céc dif lieu dién ti dudc luu trit, X 1y, truyén tai
trong hé thdng mdy tinh va céc thiét bi cong nghé
cao, xam pham dén trit tuv an toan thong tin, gay
t6n hai nghiém trong d&€n quyén va 1¢i ich hop phap
clia cdc c4 nhan, t§ chic ciing nhu clia cic qudc gia
va cdng ddng qudc té.

Khéc v6i nhitng tdi pham truyén thdng, tdi
pham cong nghé cao cé nhitng dic di€m thé hién sy
khéic biét va phic tap hon nhiéu so véi bat ky loai
hinh t¢i pham nao.

Thit nhdt, toi pham cong nghé cao c¢6 day di cdc
tinh chat, dic diém gidng nhu moi toi pham truyén
thong khédc, dudc coi 12 nhitng hanh vi nguy hiém
cho xi hoi, sy tuong dong trong cic ciu thanh cd
ban ctia mdt tdi pham... Tuy nhién, diém khéc biét
cot 16i gifta ching véi toi pham khdc nim & khia
canh “cdong nghé¢ thdng tin, miy tinh va mang
internet” déng vai tro, mic do quyét dinh trong
viéc thuc hién, che gidu va gy ra nhitng hau qud
khon ludng d6i véi xa hoi clia hanh vi pham toi.
Nhin mot cach tdng thé, d6i véi loai tdi pham cong
nghé cao, cong nghé mdy tinh va mang ludn la mot
cong cu quan trong khong thé thi€u trong qu4 trinh
thuc hién hanh vi pham tdi.

Thit hai, vé chii thé clia tdi pham, toi pham cong
nghé cao dudgc thuc hién bdi cdc doi tugng c6 kién
thitc cap nhat va am hiéu sau vé mdy tinh. D€ thyc
hién hanh vi pham toi, ngudi pham tdi can c6
nhitng kién thifc di sdu vé mdy tinh dé thyc hién
hanh vi cling nhu che gidu bing chitng. Mot van dé
nita ddng luu ¥ hién nay ddi véi cht thé cia nhém
t0i pham nay la tinh trang ngay cang “tré hdéa” ctia
cac tin tic (hacker).

Thit ba, vé tinh chit cda hanh vi pham toi va
céc hanh vi ¢6 lién quan dén to6i pham cong nghé
cao thudng rat tinh vi, tinh x40. Tinh chat nay dudc
quyét dinh bdi rit nhiéu y&u t6 nhu: toi pham cong
nghé cao ph4 hity hoat dong clia cdc d6i tugng tdn
tai du6i dang phi vat chat, nhu chuong trinh mdy
tinh hodc dir liéu dién tr, ma khong phd hiy mdy
tinh hodc phd hiy mang thdng tin hay cédc linh kién
clia chiing, nén sy hiiy hoai nay khong d€ lai cic
ddu vét clia sy pha hity tdn tai dudi dang vat thé.
T6c do6 thuc hién hanh vi pham t6i dién ra tuong
doi nhanh, ké pham tdi c¢6 thé chi cin thuc hién
hanh vi trong nhdy mit, ching c¢é thé thyc hién
hanh vi pham tdi chi trong vong mdt phdn nghin,
thaAm chi mot phan triéu gidy bing cic may tinh c6
toc do xt ly siéu t¢ hodc bing nhitng chiéc USB
c6 chira siéu ma doc. Hon nita, toi pham khong bi
han ch& vé thdi gian, khong gian, ching cé thé
thuc hién hanh vi pham toi bt ct khi ndo, bat ct
ndi dau, thim chi tr tif nudc ngoai hodic mot noi rat
xa hién trudng?.

. o .0 L, A 2 A
Ngoai cac dac diém khac biét co ban ké trén,
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cling c¢6 thé thdy mot sd ddu hiéu dic thit khic so
véi cdc nhém tdi pham thong thudng nhu tinh qudc
t€, tinh xuyén bién gidi clia loai tdi pham nay; tinh
chitngay cang ting vé s6 luong va hiu qua, tinh vi
vé cich thifc ti€n hanh ciing vdi su phat trién cia
cudc cich mang khoa hoc cong nghé...

2. Thyc trang vé tdi pham céng nghé cao
trong linh vuc tai chinh ngan hang ¢ Viét Nam

S6 Iugng vu dn: Nam 2019, lyc lugng Cong an
phat hién 287 vu, 437 d6i tugng pham tdi, vi pham
phép luat trong linh vuc vién thong, tin hoc (nhiéu
hon 3,24% so véi cung ky ndm 2018), trong do, da
khéi t6 127 vu, 258 bi can (ting 4,96% s6 vu va
gidm 5,84% bi can so vGi cung ky nam 2018)* Toi
pham cdng nghé cao trong linh vyc tai chinh ngin
hang ciing thudng xuyén thay ddi phuong thic, thi
doan pham toi nén gay khé khiin cho viéc diéu tra,
phat hién t6i pham, do d6 nhitng vu viéc chua bi t&
gidc clia tdi pham nay 1a rat 16n, mitc d6 nguy hi€ém
va hiu qué clia toi pham giy ra chua thé thong ké,
danh gi4d dugc mot cach thyc sy chinh xac.

Phuong thic thuc hién cta tdi pham cong nghé
cao trong Iinh vuc tai chinh ngan hang thudng la
ddng pham va c6 t6 chitc chit ché. Theo d6, toi
pham cong ngh¢ cao trong linh vyc tai chinh ngin
hang thudng st dung cdc thi doan sau: tao, phat
tdn vi rit tin hoc, phadn mém tin hoc doc hai; st
dung thé ATM gia thanh todn dich vu, mua hang
héa; mua thong tin thé tin dung bi hacker chi€ém
doat rao ban trén cic trang web, dé st dung dait
mua hang tryc tuyén chuyén vé Viét Nam tiéu thu
(ship hang); nhim in cip cuSc phi vién thong; st
dung mang mdy tinh, mang vién thong, mang
internet dua thong tin 1€n mang dé thuc hién céc
hoat dong tong tién; xAm pham nhan phéfm, tu do
cd nhan khic...

V& gidi tinh va trinh d6 hoc van: tdi pham cdng
nghé cao néi chung va trong linh vuc tai chinh ngan
hang néi riéng cht y&u la nam gidi (chi€m 95,51%;
nit gi6i chi ¢6 4,49%), trong nhiéu vu 4n khong c6
nit gi6i tham gia. Pidu nay c6 thé gidi thich do dic
thil clia loai hinh t6i pham nay cin st dung thanh
thao cong ngh¢ thong tin nén nit gidi thudng 1a nan
nhén chd khong phai 1a ngudi thuc hién.

V& dia ban thuc hién hanh vi pham tdi cla tdi
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pham cdng nghé cao trong linh vyc tai chinh ngin
hang trong nhitng nim qua chd y€u tai hai thanh
phd tryc thudc trung wong 1a Ha Noi va TP. HO Chi
Minh, con lai 1a & c4c thanh phd 16n, ndng thon,
huyén ly, thi xa.

V& qudc tich clia bi cdo, chi yé&u cé qudc tich
Viét Nam, bi cdo c6 qudc tich nudc ngoai ciing
chi€m mot s8 it gom: Trung Qudc, Malaysia, Han
Qudc, Nigeria, Rumania, Pakistan.

Trong linh vyc thé ngin hang, tinh trang ddi
tugng 1a ngudi Trung Qudc va mdt sd nuée chau Phi
nhap cdnh vao Viét Nam, lam gid thé va méc ndi
v6i mot s6 co quan, t& chitc chap nhan thanh todn
thé (POS), ti€n hanh giao dich khong dé rit tién
mit, hodc mua hang héa tai cdc clta hang, siéu thi,
gy thiét hai hang triéu USD; nhiéu d6i tugng con
1ip dit thi€t bi tai cic ATM hoic may POS dé ian
cép thong tin thé ngan hang.

Ngoai ra, tinh trang truy cdp trdi phép vao tai
khoan ngin hang clia c4 nhan dé€ chi€m doat tai
san ciing dién ra rit phd bi€n. Theo d6, ngudi
pham tdi sit dung mot s& phan mém d€ phat hién
10i ctia cdc website bdn hang qua mang, ngan hang
thanh todn qua mang, xdm nhap vao co s§ dit liéu
14y quyén quan tri ctia admin dé trom cip dit liéu
dé 14y dia chi email, thong tin khach hang, thong
tin thé tin dung, tai khodn c4 nhan, bing hinh thic
phdt tdn virus, phAn mém gidn diép, ma ddc hai
vdi nhiéu bi€n thé qua thu dién i, dudng link
website, dién dan, mang xa hdi hodc cdc phin
mém mién phi, phin mém dudc st dung phd bién
dé thu thap, trom cip, thay d6i, pha hiy trai phép
cd sd dit lieu; Chi€m quyén diéu khién mdy chd,
sau d6 thay ddi giao dién clia trang web bi tin
cong, tao website gid..>.

Theo BKAV, nim 2015, Viét Nam c6 5.226
website bi hacker xam nhap va 30% website cac
ngan hang Viét Nam c6 16 hdng. Theo Trung tim
Ung citu khin cip mdy tinh Viét Nam, nim 2015
da phat hién 5.898 sy cd lira ddo, 8.850 su ¢ thay
ddi giao dién, 16.837 sy ¢c6 ma doc, ngin chin 200
website gid mao.® Theo bdo cdo cia Trung tim
Ung cttu khin cip mdy tinh Viét Nam (VNCERT),
trong ndm 2015, don vi nay da ghi nhan dugc 5.898
su 0 lita ddo (Phishing), 8.850 su ¢d thay ddi giao
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dién (Deface), 16.837 su c¢d mad doc (Malware)
ting 1,7 1an so v6i nim ngodi, da cdnh bdo va khic
phuc dudc 3.885 sur ¢d (trong d6 c6 87 sy co lién
quan dé&n cic tén mién “gov.vn”). Nhin chung, mi
doc da sd 1a cdc lién k&t 4n dude nhiing vao website
thuc hién c4c thao tdc khong mong mudn. Vi du nhu
like fanpage Facebook, 4n link. VNCERT ciing ghi
nhén 1.451.997 lugt dia chi IP c4 nudc bi nhiém ma
ddc va ndm trong cdc mang Botnet.”

3. Gidi phap nhiim ngin ngirta va gidm thiéu
toi pham cong nghé cao trong linh vuc tai chinh
ngan hang dit trong bdi canh cich mang cong
nghiép 4.0

Thit nhdt vé mit vin ban phap luit, can thi€t c6
nhitng quy dinh ro rang, cu thé vé cic chinh sich,
bién phap trong phét trién cic linh viic khoa hoc -
cong nghé nhim phong, chdng t6i pham st dung
cong nghé cao trong linh vuc tai chinh ngan hang
ching han nhu viéc thu thap, kiém tra, ddnh gi
chiing tir dién t cting nhu ban hanh van ban hudng
din vé dudng 16i xit 1y d6i v6i cdc toi pham cdng
nghé cao trong linh vuc tai chinh ngan hang. Bac
biét hién nay, di cling su phat trién clia cong nghé
thong tin va ddp @ing nhu cAu khach hang ngay
cang phifc tap, khic biét & rét vé cic nghiép vu
truyén thdng vé cdch thifc van hanh va mdc do rai
ro thi dich vu trung gian thanh todn tai mot s6 cong
ty khong phai 1 ngan hang di dugc thi diém thuc
hién.® Song, toan bo cic dich vu cung ting ha ting
thanh todn dién tif va mot sd dich vu hd trg thanh
todn vAn nim ngoai pham vi hoat dong dudc cip
phép ctia cdc ngdn hang. Do vay, cdc quy dinh phdp
1y ndy vin cin phai hoan thién d€ khong han ch&
pham vi hoat ddng ctiia ngén hang.

Thit hai, nhitng ngudi ti€n hanh t& tung cAn ning
cao kién thiic co ban vé dif liéu dién t, vé cong
nghé thong tin (am hi€u nhit dinh vé d6i tugng
dang dugc khai thic)... D& lam t5t didu d6, can xdc
dinh phuong huéng cho hoat dong thu thap dir li¢u
dién tlr d6 1a: (i) Phai xuAt phét tir nhitng thong tin,
tai lieu, chitng c ban dau vé vu 4n da thu thap
dugc, diy 1a co s& dau tién gitp cho cd quan cé
thAm quyén xdc dinh phuong huéng thu thap dir
lieu dién ti; (ii) Xudt phat tir quy luat dau vét dién
tlf c6 diém riéng biét so v&i dau vét hinh su khéc,

cin ¢t vao ngudn goc hinh thanh va dic diém cia
vat mang diu vét dién tif (phuong tién dién tlr,
mang mdy tinh, mang vién thong hoic trén dudng
truyén); (iii) Quy luat hoat dong clia cic ddi tugng
pham t0i ddi véi cdc hé, loai ddi tugng 1a khic
nhau, ching han nhu: Quy luit hoat dong ctia cic
ddi tugng st dung cong nghé cao xAm pham an ninh
qudc gia s& ¢6 nhitng di€ém dic trung so v6i quy luat
hoat dong ctia cdc doi tugng sit dung cong nghé
thong tin d€ hoat dong lira ddo chi€m doat tai san....

Thit ba, nang cao ndng luc cho luc lugng chuyén
trach dau tranh, phong ngira t6i pham cong nghé
cao trong linh vuyc tai chinh ngan hang

Mot trong nhitng van dé cot 16i d€ niang cao vai
trd vd dam bdo cho hoat dong diu tranh, phong
chong t6i pham st dung cdng nghé cao c6 hiéu qua
l1a ndng cao ndng luc cho cac cd quan chuyén trach.
Chinh phti cin c6 cic dé 4n dé dao tao, bdi dudng,
tap huan (k€ ca trong va ngoai nudc) vé phap luat
quéc &, vé ky thuat nghiép vu va vé ngdn ngir dé
d4p ting sy thay ddi ctia phuong thic, thii doan toi
pham st dung cdng nghé cao trong linh vuc tai
chinh ngan hang. Cin tap trung phét huy t&t hon vai
trd va ting cudng hoat dong ciia luc Iugng ndong cot
trong phong, chong tdi pham sit dung cong nghé
cao la Vdn phong INTERPOL Viét Nam va luc
lugng an ninh mang va phong, chong t6i pham st
dung cong nghé cao.

Thit tu, Xy dung trang thiét bi, cong nghé tién
ti€n trong cong tic d4u tranh, phong ngira tdi pham
cdng nghé cao trong linh vuc tai chinh ngdn hang

Pic thu cta tdi pham cdng nghé cao ndi chung
ludn stt dung thi&t bi, mdy méc cong nghé thong tin
trong hoat dong pham tdi, do dé6 doi hdi cd quan
chuyén trach nhu Cuc Cénh sdt phong, chdng i
pham st dung cdng nghé cao, Cuc An ninh mang
(BO6 Cong an) cin dudc quan tAm dau tw manh mé
vé trang thi€t bi chuyén dung hién dai va xay dung
dudc mot ddi ngili cdn b c6 trinh d cao. Hi€n nay,
mic di di dugec Pang, Nha nu6c quan tAm dau tu
trang thi€t bi, mdy méc, nhung d€ phong, chdng toi
pham cong nghé cao hiéu qua hon nira, cic don vi
chifc niing rat cAn dugc trang bi day di thi€t bi k§
thuat, phuong tién, phan mém chuyén dung hién
dai. Vi vy, Chinh phii can ti€p tuc ban hanh cic
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D¢ 4n diu tv mua sim trang thi€t bi cho cdc cd
quan chuyén trich bén canh P& 4n 5 thuoc Chuong
trinh Qudc gia phong chong tdi pham vé “Piu
tranh, phong chdéng t6i pham st dung cong nghé
cao” da dugc thong qua.

4. K&t luan

Cudc cidch mang cong nghiép 4.0 phit trién
manh mé di tao diéu kién thuin 1¢i cho céc loai toi
pham phat trién, dic biét 1a tdi pham st dung cong
nghé cao. Linh vuyc tai chinh ngdn hang la linh vyc
x4y ra rat nhiéu vu pham tdi trén thyc tién nhung do

thii doan tinh vi ma hién nay van chua thé phathién
va xt Iy dudc hét, 1am dnh hudng rat nhiu d&n cdc
cd nhan, t chic va ngan hang. Qua d6 ching ta
thd'y dudc nhitng thich thic v& diu tranh phong,
chdng tdi pham cong nghé cao ma cudc cdch mang
cong nghiép 4.0 mang lai. Chinh vi vay, viéc ti€p
tuc hoan thién hé thong phap luat, hgp tic qudc t&
va dua ra nhitng gidi phap nhim ngiin ngilra va gidm
thi€u t6i pham cong nghé cao trong linh vuc tai
chinh ngin hang trong bdi cidnh cudc cich mang
cong nghiép 4.0 1a dicu can thict m
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ABSTRACT:

This paper provided an overview of high-tech crimes, clarified the current situation and issues
facing Vietnam in the fight against high-tech crimes in the banking and finance sector. Based on
the papers findings, some solutions were proposed to prevent and reduce high-tech crimes in the
banking and finance sector in the context of the Fourth Industrial Revolution (Industry 4.0).
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