TAP CHi CONG THUONG

QUAN TRI RUI RO
TRONG PHAT TRIEN NGAN HANG SO:
KINH NGHIEM QUOC TE
VA BAI HQOC CHO VIET NAM

® NGUYEN HOANG PHAN
Trudng Bai hoc Van Lang

DOI: https://doi.org/10.62831/202504046
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Bai viét phan dnh nhitng vin dé vé& quan tri rdi ro trong phat tri€én ngan hang s6. Sau khi phan

tich thuc trang nhitng rdi ro so trong linh vuc ngan hang trén thé gi6i va nhitng van dé vé rii ro s6

dang dién ra & Viét Nam, bai viét di dua ra nhan dinh vé nhitng 4nh hudng i ro khi ngan hang s&

ngay cang phat trién tai Viét Nam va nhitng kinh nghiém ma thé gii da 4p dung d€ han ché rii ro.

Bai viét cling dé xuat nhitng gidi phap phll hgp cho nganh Ngin hang tai Viét Nam nhim quan tri

riii ro an toan trude xu huéng phat trién ngin hang s6.

T khéa: thanh todn khdng diing tién mit, rdi ro s6, ngin hing s6, quan tri rii ro, ngan hang.

1.bat van dé

Trong nhitng nim gan day, cdc vu lira ddo lién
quan d&€n ngin hang sd ngay cang dién ra phd
bién. Cic d6i tugng st dung khong gian mang dé
lira ddo chi€m doat tai sdn, mua bdn trdi phép
thong tin tai khodn ngan hang, ria tién c6 td chiic,
xuyén qudc gia. Nhan dién cdc hinh thic lira ddo
mdi, tinh vi phdi hgp véi cdng téc ting cudng an
toan thong tin va phong chdng lira ddo k&t hgp véi
truyén thong sé han ché rli ro ngan hing s6. Bén
canh d6, viéc hoc héi kinh nghiém quén tri rdi ro

ngan hang s6 tif cic qudc gia trén thé gidi dé tir dé
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nganh Ngin hang Viét Nam thi€t 1ap cdc gidi

2 Y 2 . 9 . ~ PN N ‘A 2
phdp nham quadn tri rui ro sd an toan va hiéu qua
1a can thiét.

TruSc xu huéng phat trién clia ngan hang so,
qudn tri rdi ro s& phdi d6i mit v6i 7 rdi ro s6, bao
A 9+ ~ A 9 - 2 z ~ 1A
gdm: rui ro tdn cdng mang, rui ro quan li dit li€u
va quyén riéng tu, rii ro tw dong héa quy trinh, rii
1o s8 ¢6 lién quan d&€n con ngudi, rii ro lién quan
dén tinh bén vitng clia hoat dong kinh doanh, rdi
ro lién quan dé&n dién todn dim may, rii ro trach

nhiém clia bén thi ba.

Tac gid st dung cdc cong cu phan tich gdm
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thong ké mo t4, thong ké phan tich, so sdnh, hé
thong héa... P& phuc vu cho ndi dung nghién citu
12 c4c ly thuyét cd ban va nhitng van dé chung vé
quén tri rdi ro an toan trudc xu hudng phat trién
ngin hang s0, tdc gid st dung ngudn dit liéu 14y tir
cdc sdch, cdac bai bdo dugc dang tai trén céc tap
chi trong nuc va nudc ngoai, thong tin 1dy
internet, tif cdc dit li¢u bdo cdo nganh ngdn hang...

2. Thyc trang vé rai ro sé truéc xu huéng
phat tri€n ngan hang sé trén thé& gi6i va &
Viét Nam

2.1. Trén thé gici

Mot s6 loai gian 14n ngan hang s6 phd bi€n bao
gdm thanh todan ddy (push payments) thanh todn
theo ki€u chii dong ddy tién di (si dung trong
thanh todn QR Code); lira ddo gid mao (Phishing
scam) - hinh thic tin cong mang nhim ddnh cidp
thong tin c4 nhan, mat khau, thé tin dung,... cla
ngudi dung thong qua email hodc tin nhin gid
mao. P6i tugng gid mao mt td chitc uy tin, ching
han nhu ngan hang, cong ty dich vu, hodc cd quan
chinh phti, &€ giti email, tin nhin cho ngudi diing;
danh cdp danh tinh (identity theft), chi€m doat tai
khodn va gian 14an thé tin dung hoic thé ghing. D&
dat dugc diéu nay, nhitng ké lira ddo thudng st
dung mang xa hoi d€ lira nan nhan tin ring ho 1a
ngudi hgp phap hoic cic thuc thé d€ yéu cau ho
iy quyén thanh todn hoic ban giao tai khodn cia
ho chi tiét.

Céc d6i tugng c6 xu huéng ding Al dé tao ra
cdc vin ban gid mao, hodc cac doan hoi thoai gia
giong néi d€ lira ddo nan nhin. Bing cich sao
chép giong néi cia mdt ngudi, nhitng doi tugng
nay déng gid ban bé hodc ngudi thin nan nhin
thuy€&t phuc ho gti tién khan cap bing cdch tao ra
tinh trang khdn c4p gid. Piéu ding quan tim la
giong néi d6 c6 thé dung d€ hack vao tai khodn
ngan hang vdi trudng hgp nan nhan cai dit dung
15i n6i d€ diang nhap vao tng dung ngan hang.

Theo mot cudc thim do ndm 2023 véi 7.000

ngudi, 25% trong s6 dugc khdo sdt cho bi€t ho da
trdi qua mot vu lira ddo nhan ban giong néi Al
Nghién cifu cia McAfee - mot cong ty phan mém
an ninh toan cau ctia My ¢6 tru sé tai Santa Clara,
California ciing phat hién ra ring nhitng ké lira
ddo ciing c6 thé d& dang sao chép giong néi tir
khidp noi trén th€ gidi bing cong cu nhan bin
giong néi (voice cloning Tools).

Viao thdng 1/2024, mot cong ty da quoc gia &
Hong Kong da bi mit 25 triéu USD sau khi mot
nhan vién di bi lira ddo biing cudc goi video call
gitta CFO va ddng nghiép.

Theo Digital Banking Experience Report 2023,
dir liéu khich hang tai cdc ngan hang Phdp bi
hack cao nhit trong s& cdc ngin hang tai chdu Au.
Nghién citu cho thdy, gan 15% khach hang Phip
phan nan tinh bdo mat cia dit liéu cia ho da bi
xam pham, so v6i 10% khdach hang & Anh, 10%
khach hang Y va 9% ctia khich hang tai ngan
hang Thuy Dién. (Erika Kessler, 2024) [5].

2.2. 0 Vigt Nam

Tinh trang t0i pham tai chinh, lira ddo ngay
cang gia ting v4i nhitng thd doan tinh vi va lién
tuc bi€n héa di gdy nhiéu tic dong tiéu cuc dén
khiach hang va ngin hang. Theo 6ng Nguyén
Thanh Son - Gidm ddc Trung tAm dao tao (Hiép
hoi Ngan hang Viét Nam), Viét Nam nim trong
nhém cdc qudc gia bi thiét hai ning né nhat do
gian 1an thanh todn s&. Ty 1é thiét hai do gian lan
s0 gy ra tai Viét Nam la 3,6% GDP cao hon mifc
trung binh toan cau (1,1%) va vuot qua cdc nudc
nhu Brazil hay Thdi Lan (cung 3,2%).

Céc hinh thic gian 1an trong thanh todn s6 tai
Viét Nam gdém tdn cong mang (phin mém doc
hai, lira ddo, tAn cong trung gian), mao danh, gian
1an phi k§ thuat, lam dung chinh séch hoan tién,
gian 1an clia bén thd nhat.. Trong bdo cdo Lién
minh ch6ng lira ddo toan cAu (GASA) nim 2023,
70% ngudi tra 16i cho bi€t ho gip phdi cdc vu lira
d4o it nhaAt mdi thang 1 1an. Bén canh d6, theo bdo
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cdo cta Cuc An ninh mang va phong chdng toi
pham cong nghé cao - B0 Cong An, nim 2023
thong k& c6 gin 16.000 phin 4nh lira ddo qua
mang véi gan 10.000 ty dong bi chi€m doat. (T.D,
2024) [3]

Tai Hoi thdo “Gidi phdp bdo vé khdch hang st
dung dich vu ngdn hang” do Ngan hang Nha nudc
Viét Nam (NHNN) t8 chic cho bi€t ¢6 hon 87%
ngudi trudng thanh cé tai khodn thanh todn tai
ngin hang va nhiéu ngin hang da c6 trén 95% s&
lugng giao dich dugc xit 1y trén kénh s6. Bén canh
d6, thanh todn khong diing tién mit ciing gia ting
manh mé, dic biét s6 lugng giao dich thanh todn
qua di dong (Mobile) va QR code binh quin qua
cdc nam tur 2017-2023 dat trén 100%/nam. Tuy
nhién, bén canh nhitng tién ich va tién Igi cua cdc
san pham, dich vu ngin hang trén khong gian
mang dem lai, nganh Ngan hang ciing dang phai
d6i mit v6i nhidu rdi ro va thach thic lién quan
dé&n an ninh, an toan va bdo mat. C4c thii doan tin
cong mang, sit dung cdng nghé cao dé€ lira dio,
chi€m doat tién va tai khodn ngan hang clia ngudi
dan ngay cang tinh vi va phutc tap, c6 xu huéng
ngdy cang gia ting. Hai hinh thifc phd bi€n nhat 1a
lita ddo chi€m doat truc ti€p tién ctia khach hang,
lira ddo thong qua chi€m doat thdng tin ding nhap
va xdc thyc. (Thanh Bic, 2024) [4]

Thdi gian gin diy ciing xuit hién nhiéu thd
doan lira ddo phic tap trén khong gian mang dién
hinh 1a hinh thic lira ddo qua thué, mua tai khodn
ngin hang véi thi doan tinh vi. C4dc d6i tugng
thudng ding bai thong tin trén cdc dién dan, hoi
nhém mang xa hoi vé viéc thué, mua tai khodn
ngan hang hoic ti€p cin v6i nhitng ngudi lao dong
c6 thu nhap thap, ngudi thi€u hi€u bi&t vé phdp
luat hodc sinh vién d€ nhd thué mé tai khodn ngin
hang vd nhan tién cdng tir 500.000 dong dén
1.000.000 ddng. Sau khi mé tai khodn, chii tai
khodn ban giao thong tin ding nhip Internet
Banking, sim dién thoai ding ky tai khodn, thé
ngan hang... cho cdc ddi tugng lira ddo va cdc ddi
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tugng nay sé st dung cac tai khodn ngan hang dé
ltra ddo chi€m doat tai sdn. (HM, 2024) [1]

Theo cac chuyén gia cdng nghé, nhitng vu ltra
ddo mat tién trong tai khodn ngin hang dang dién
ra hing ngay, sO tién bi chi€m doat cang 16n tir
hang trim triéu d&€n hang chuc ty ddng. Bén canh
nhitng thd doan ltra ddo nhu cudc goi video
deepfake, gid cong an, vién ki€m sodt hay co
quan thu€,... thi doi tugng lra ddo con 4p dung
hinh thitc chi€ém quyén tr¢ ning (Accessibility)
trén dién thoai st dung hé diéu hanh Android
bing ma doc Android Banking Trojan va dung
tinh ning Accessibility Service trén nén tdng
Android d€ nim quyén ki€m so4t dién thoai, tir 6
dé dang thuyc hién giao dich rit tién trong tai
khodn ngan hang hay tai khodn chitng khodn. Gan
day, ké gid mao mao danh cong an d€ yéu cau xdc
thuc dinh danh thong tin c4 nhan, tir d6 ngudi dung
nghe theo va cai link ddc do ké gid mao cong an
huéng din tir d6 chi€m quyén dién thoai va céc
tai khodn ngén hang. (Minh Thanh, 2024) [2]

3. Kinh nghiém qudn tri rdi ro sé an toan
trén thé gidi va ing dung cho Viét Nam

3.1. Kinh nghi¢m tit thé gidi

Cdc ngan hang va t§ chic tai chinh trén th&
gidi thuong st dung cdc gidi phdp gidm sdt gian
1an véi cdc cong cu dya trén quy tic d€ xdc dinh
cdc giao dich gian 1an. Tuy nhié€n, phuong phap
nay c6 nhitng han ch€ - dic biét 1a trong trudng
hgp thanh todn ngay lap tic - vi ching bi diéu
khién bdi cdc quy tic dugc ma héa cing khong
thé thich &ng v6i cdc mdi de doa ngay cang gia
ting, cling nhu cdc quy tic nhi phan khong thé xi
ly céc bi€n diu vao phitc tap va khong thé phat
hién gian 1an trong thdi gian thuc.

Céc ngin hang dang ngay cang chuyén sang
cdc gidi phdp cong nghé tién ti€n nhu thuit todn
Al @€ xdc dinh cdc di€m bat thudng va mo hinh
bA't thudng trong dif liéu giao dich, cho phép cic t&
chiic tai chinh phat hién cdc hanh vi lira ddo mot
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cdach hiéu qué (theo Bdo cdo clia Sopra Steria’s
Digital Banking Experience Report 2023). Cic
cong cu Al ¢6 kha ning xdc dinh va vo hiéu héa
cdc mdi de doa mang bit ngudn tif phan mém doc
hai nhu Trojan, vi riit va rootkit. Bing cdach dé, ho
c6 thé bdo vé dit liéu nhay cdm khdi bi vi pham,
ddm bdo an ninh cho ngin hang va khdch hang
cia ho. Nhitng cong cu nay rat cAn thi€t d€ phat
hién va tng ph6 véi moi de doa vi chiing c6 thé xi
1y lugng 16n dit liéu lich st va tai chinh cling nhu
hoc hdi tif mdi cudc tin cong. Ho c6 thé phat hién
luu lugng truy cAp mang bat thudng, quyén truy
cap hé thong va hoat dong clia ngudi dung, dong
thdi lién tuc ning cao cd ché& bdo vé cda ho. Do
dé, chiing cho phép cic t6 chiic chii dong chuin bi
va bdo vé hé thdng clia minh trudc cdc moi de doa
trén mang.

Céc cong cu phan tich hanh vi sinh trdc hoc va
may hoc dugc hd trg bdi Al ciing c6 thé phat hién
cdc cudc tdn cong gian 1an va lira ddo bing cdch
phan tich cdc chi s6 quan trong dé ngiin chin viéc
chi€m doat tai khodn va ddnh cdp danh tinh. Vi
du: Sopra Steria, cdng ty tu van, dich vu k¥ thuat
s6 va phdt trién phdn mém c6 tru s tai chdu Au
véi 50.000 chuyén gia tu van di phat trién mot
gidi phdp mdi dugc hd trg bdi Al cho Iberpay,
mdt cong ty thanh todn lién ngin hang cia Tay
Ban Nha, nhim phdt hién va phan loai rii ro gian
1an @€ thanh todn ngay lap titc. Gidi phap cda ho
lién tuc cdi ti€n bing cdch thém thdng tin mdi vé
cdc nd luc gian 1an dugc phadt hién vao cd sé dit
liéu, gitp thudt todn ngay cang hiéu qua hon theo
thoi gian.

Céc cong nghé méi ndi c¢é tiém ning cich
mang hda viéc ngdn chdn gian 1dn trong linh vuc
ngan hang. Cdc cong nghé chudi khdi va phi tap
trung dang dugc kham phd dé ting cudng bdo mat
vi chiing mang lai tinh minh bach cao hon. Pong
thdi, sinh tric hoc, phan tich hanh vi va céc
phuong phép ti€p can ddi mdi khic ciing dang
dugc xem xét cho cdc chi€n lugc phong chong

gian l4n trong tuong lai. Nhitng cong nghé nay c6
thé gitip cung cAp quy trinh xdc thuc an toan va
lién mach hon, gy khé khin cho toi pham mang
trong viéc pham toi tai chinh. Bing cdch khim
ph4 nhitng cong nghé nay, céc t6 chic tai chinh c6
th€ phat trién cdc chi€n luge ngin chin gian 1an
manh mé hon va cung cip cho khich hang ctia ho
trdi nghi€ém ngan hang an toan va bio mat hon.

Theo Béo cédo trdi nghiém ngin hang s& nim
2023 ctia Sopra Steria, mic dit Al c6 thé cdi thién
an ninh mang va quén 1y rii ro trong ngdn hang
nhung van phdi gidi quy&t mot s6 thich thirc,
ching han nhu ddm bio quyén riéng tu va bio
mat dit liéu, duy tri chdt lugng dif liéu va chi€m
dugc 1ong tin ctia khach hang. P& vudt qua nhitng
tré ngai nay, cdc ngan hang phdi giao ti€p hiéu
qua vdéi khdch hang biang cach chitng minh cdch
Al ¢6 thé nang cao dich vu khich hang, cung cap
16i khuyén tai chinh dugc cd nhan héa va céi thién
bdo mat.

Nghién citu cho thdy, cdc ngian hang truyén
thong ciing can truyén dat tot hon cdc bién phdp
bdo mat ctia ho t6i khdach hang, vi 35% tin ring
cdc ngan hang ky thuit s§ an toan hon cdc ngan
hang thong thudng. Tuy nhién, chinh sich chui
quyén k¥ thuit s6 cia EU dy kién sé gitp gidi
quy&t nhitng thich thitc dao ddc trong viéc trién
khai AI dé chdng toi pham mang, vi chinh sich
nay nhim muc dich cung cip khudn khd phap ly
v€ cédch thic truyén dit liéu gilta cdc qudc gia
thanh vién. Phan mém nay dugc thi€t k& dé ddm
bio khong c6 16 hdng bio mat va sé bdo vé quyén
riéng tu cda ngudi tiéu ding bing cdch cung cap
cho ho quyén ki€m sodt tot hon ddi vdi dit liéu clia
ho va noi dit liéu dudgc luu trix.

Piéu d6 ciing c6 nghia cdc ngin hiang va td
chiic tai chinh hoat dong trong EU s€ phai tudn
theo cdc quy dinh chit ché hon khi€n ho phdi chiu
trach nhiém vé cdc vi pham dit liéu hoiic tin cong
mang. (Erika Kessler, 2024) [5]
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3.2. Ung dung cho Viét Nam

Hoan thién hé thng phép Iy ngdnh ngan hang
lién quan d&n an ninh, an toan hoat dong thanh
todn dién tif, bdo vé khach hang khdi cdc mdi de
doa ltra ddo, ddm bdo tinh toan ven cda cdc dich
vu ngin hang s6.

Thai gian qua, Ngan hang Nha nudc da ban
hanh 03 Thong tu vé dich vu ngin hang trén
Internet, an toan hé thdng thong tin va thi€t bi phuc
vu thanh todn thé ngan hang; 03 Chi thi vé chuyén
d6i s6 va bdo ddm an ninh, an toan thong tin; 03
quyét dinh vé phuong 4n, gidi phip an toan thdng
tin va chi&n lugc phat trién cong nghé thong tin; 14
vin ban chi dao tap trung vao phong chdng lira ddo,
gian 1an trong linh vuc thanh todn va phong, chdng
gid mao t&én mién, &ng dung mobile, tin nhin cia
cic t6 chic tin dung; 03 Quyét dinh trién khai Dé
4n 06 clia Thii tuéng Chinh phii; Quyét dinh s6
2345, ¢6 hiéu lyc tir ngay 01/7/2024, di nhan manh
sy can thiét clia cdc bién phdp bdo mat manh mé
trong hoat dong ngan hang.

Pé g6p phan bio vé khach hang st dung dich
vu ngin hang, theo Quyét dinh s§ 2345/Qb-
NHNN ctia Thdng d6c NHNN, tir ngay 01/7/2024,
cac giao dich dién tif cia cd nhan c6 gid tri trén 10
triéu déng hoic tdng gid tri thanh todn trong ngay
vugt 20 triéu dong phdi 4p dung mot trong cic
bién phép xdc thyc sinh tric hoc. Viéc trién khai
Quyét dinh nay gép phan bdo ddm céc giao dich
thanh todn tryc tuyé€n chi dugc thuc hién bsi chinh
chi tai khoén, qua d6 s€ ning cao an ninh, an
toan, bdo mat cho cdc giao dich thanh todn tryc
tuy€n, gidm thi€u rdi ro gian 1an, lira ddo trong
giao dich thanh todn truc tuyén, cling nhu phong
nglra nhitng vu viéc cho thué, mugn, mua bén tai
khoén thanh todn, vi dién t& sit dung cho muc dich
bat hdp phép.

Cé4c ngin hang cling tdng cudng cdc bién phdp
bdo vé&, ddng thdi trién khai hé thdng thong tin hd
trg quan ly, gidm sat va phong ngtra rii ro gian 14n
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trong hoat dong ngan hang so.

Ngan hang cht dong trién khai cdc gidi phép,
quy trinh, cdng nghé d€ lam sach dit liéu khich
hang, tai khodn khong chinh cht théng qua Cd sé
dit liéu Quoc gia vé dan cu. Trién khai cdc gidi
phédp xdc thyc manh nhu x4c thyc sinh tric, xdc
thuc da thanh td trong giao dich tryc tuy&én nhu
OTP, FIDO, chit ky s6. (T.D, 2024) [3]

Ning cAp ha ting cong nghé thudng xuyén
ddm bdo hoat dong lién tuc, thong sudt, an toan;
hé thdng thanh todn dién t lién ngan hang x& 1y
binh quian 830 nghin ty VND/ngay (tuong dudng
40 ty USD), hé thdng chuyén mach tai chinh va bi
trr dién t&¢ x& 1y binh quin 20-25 triéu giao
dich/ngay.

Trién khai nhiém vu tai P& 4n s6 06/QD-TTg,
nganh Ngin hang phdi hop véi By Cong An vé
phong chdng t6i pham va tng dung dit liéu dan cu
dé phuc vu viéc lam sach dit liéu, dinh danh va
xdc thyc chinh xdc thong tin khdch hang, hd trg
hoat déng cho vay ti€éu dung trén kénh dién ta,
bdo lanh dién t& gép phan ddm bdo an toan hoat
dong ngan hang.

Pé thyc hién t6t Quyét dinh s6 2345/QP-
NHNN, nhiim han ch€, gidm thi€u céc rii ro lién
quan d&€n van dé an ninh, an toan thong tin trong
hoat dong ngdn hang trén khong gian mang,
nganh Ngin hang chi dong trién khai cdc nhém
gidi phdp chinh gdm: hoan thién co ché&, chinh
sach va chi dao thuc hién; trién khai cdc gidi phap
cong nghé va co ché& phdi hop; tuyén truyén, cdnh
bdo phong, chdng tdi pham lira ddo; phdi hop vé6i
céc co quan chic ning trong phong, chong lira ddo
qua mang.

Cong tic truyén thong clia nganh Ngan hang
phdi d6i mdi, sing tao v6i nhiéu ndi dung phong
pht, hinh thitc thé hién da dang, ng dung cong
nghé hién dai ting tinh lan tda, nhim gitp khdch
hang d& hi€u, dé nhé, dé& thyc hién. (Thanh Pic,
2024) [4]
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D6i v6i khach hang, ngudi st dung dich vu
ngin hing s6 cin luu ¥ va cin trong trong viéc
quan 1y thong tin ¢4 nhan, tai khodn ngan hang va
thudng xuyén theo déi truyén thong vé cdc hinh
thire lira ddo.

Cuc An toan thdng tin (trudc diy thudc BoO
Thong tin va Truyén thong) khuyén cdo ngudi
dan khong chia sé thong tin cd nhan hodc thong
tin tai khodn ngén hang véi ngudi la trén khong
gian mang, dong thdi néi khdng véi moi 15i dé
nghi “cho thué ” hodc “ban” tai khodn ngan hang
dé hudng 1gi ich tai chinh. Theo Piéu 291 Bo
Luit Hinh Sy nim 2015 (stra d6i bd sung nim
2017), chi tai khodn c6 thé bi coi 1a ddng pham
vdi d6i tugng hodc sé bi xit 1y vé “Tdi thu thip,
tang trit, trao d6i, mua bén, cong khai hoa trdi
phép thong tin vé tai khodn ngan hang”. (HM,
2024) [1]

Khich hiang nén cinh gidc va ki€m ching
thong tin clia cdc d6i tugng chi dong lién lac va tu
xung 12 cong an, cdn bd hanh chinh, cédn bd hd trg
dich vu cdng, nhan vién ngin hang, bing cich goi
t6i tdng dai hd trg dugc cong bd chinh thifc cia
cdc cd quan, don vi.

Kh4ch hang nén cai dit phaAn mém dugc tim
thay truc ti€p trén App Store (v4i thi€t bi hé diéu

TAILIEU THAM KHAO:

hanh i0S)/CH Play (vé6i thi€t bi hé di€u hanh
Android);

Khdch hang nén chia sé thong tin canh gidc
dén ban be, ngudi than 14 ngudi cao tudi hoidc
ngudi it am hi€u vé cong nghé.

Khich hang tuyét ddi khong cai dit/tdi truc
ti€p bat ky tng dung nao tir dudng link do bat ky
ai gl trén tin nhdn SMS, ndi dung chat trén cdc
nén ting xa hoi, tng dung nhin tin; hodc tir cdc
trang web do cdc doi tugng cung cip dudng link.

Khéch hang tuyét doi khong tin va thuyc hién
theo hoic lién hé véi v6i cdc ddi tugng quing cdo
trén mang x4 hdi (Facebook, Zalo, Viber,
Telegram,..) vé cdc gidi phdp "nhanh" cho bat k¥
dich vu cong nao.

Nhim bdo vé khdch hang trén nén ting giao
dich s&, theo quy dinh ctia Ngan hang Nha nudc tir
ngay 01/7/2024 chuyén tién trén 10 triéu phai xdc
thyc sinh tric hoc. Khi chuyén tién qua tai khodn
tryc tuyén hodc nap tién vao vi dién ti trén 10
triéu dong phadi dudc xdc thuc sinh tric hoc qua
khudn mit hoic van tay. N&u chuyén tién dudi 10
triéu déng va tdng s6 tién chuyén trong ngay
khong qud 20 triéu ddng thi xdc thyc bing ma
OTP, khong cin xdc thuc bing khuén mit, vin
tay. (Minh Thanh, 2024) [2] &
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RISK MANAGEMENT IN DIGITAL
BANKING DEVELOPMENT:
INTERNATIONAL LESSONS

AND RECOMMENDATIONS FOR VIETNAM

® NGUYEN HOANG PHAN
Van Lang University

ABSTRACT:

This study examines risk management challenges in the development of digital banking. By
analyzing the current landscape of digital risks in the global banking sector and identifying specific
risks emerging in Vietnam, the study highlights key vulnerabilities associated with the rapid
expansion of digital banking. Drawing from international best practices, the article provides
insights into effective risk mitigation strategies. Additionally, it proposes tailored solutions for
Vietnam’s banking industry to enhance risk management and ensure the secure and sustainable
growth of digital banking.
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