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TOM TAT:

Thi trudng thuong mai dién tir (TMBDT) toin ciu dang phat trién nhanh chéng nhd vao su biing
nd ctia dit liéu 16n. Tuy nhién, su phét trién nay ciing di kém véi nhiéu thach thic vé& bdo mat thong
tin va quan ly dit liéu. Bai bio nay dé xudt mdt mo hinh kinh doanh thuong mai dién ti dya trén di
liéu 16n vé6i tén mod hinh 12 BD-ECBM, gitip cai thién bdo mat nén tdng, bdo vé quyén Igi ngudi
diing, t6i uu héa quyét dinh kinh doanh va niang cao trdi nghiém khich hang. Hé thong BD-ECBM
dugc xay dung véi 3 16p: tAng dich vu thong tin, tAing (ing dung va ting phién khach hang. M6 hinh
nay cho phép doanh nghiép theo ddi d6i thii canh tranh theo thdi gian thuc, diéu chinh chi€n lugc
gid c4, toi vu héa trai nghiém khdch hang va ning cao 1gi nhuan. K&t qud thir nghiém cho thay,
BD-ECBM khong chi gitip cdi thién khé ning ra quyé&t dinh ti€p thi ma con gidp ting cudng nhan

dién thuong hiéu va sy hai long ctia khdch hang.

T khéa: hé thong thuong mai dién ti, dif liéu 16n, ra quyét dinh, bAo mat m4y tinh, m6 hinh

kinh doanh, thuong mai dién tg.

1.Pat van dé

1.1. Su phdt trién ciia thuong mai di¢n ti va
ditliéu lon

Trong nhitng nim gin diy, TMPT di trd thanh
mot phian quan trong trong hoat dong kinh doanh
toan cAu, v6i sy phat trién clia cdc nén ting nhu
Amazon, Alibaba, Shopee, Lazada.. Dt li¢u 16n
(Big Data) déng vai trd thi€t y&u trong phan tich
hanh vi khach hang, t6i uu héa chi€n ludc ti€p thi
va ning cao trai nghiém ngudi dung [1].

1.2. Thdch thiic bdo mdt trong thuong mai
di¢n ti

Bén canh Igi ich, TMPT d8i mit v6i nhiéu rdi ro
bdo mat:
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Rii ro mat an toan dit liéu: trong TMDPT, cic
nén ting luu trif mot lugng 16n thong tin c4 nhin
ctia khdch hang, bao gdbm tén, dia chi, s dién
thoai, thong tin tai khodn ngdn hang va lich s&
giao dich. Néu hé thong bdo mat khong dd manh,
tin tic c6 thé xAm nhap dé€ danh cip hodc ro ri dir
liéu, gdy 4nh huéng nghiém trong d&€n quyén
riéng tu cia ngudi diung va uy tin cia doanh
nghiép. Cdc vu tin cong mang nhim vao hé thdng
TMDT ngay cang gia ting, khi€n cdc doanh
nghiép phdi dau tw manh vao cdc gidi phdp bdo
mat d€ ngin chin rdiro nay [2].

Gian lan tryc tuy€n: cdc hinh thic gian 1an trong
TMDT dang trd nén tinh vi hon v6i sy xuat hién cia



KINH DOANH

cdc ky thuat Iira ddo nhu giao dich gid mao va
phishing. K& gian c6 thé gia mao trang web TMDT,
gtii email lira ddo d€ ddnh cip thong tin ding nhap
hoic thuc hién cdc giao dich trdi phép. Diéu nay
khong chi gay thiét hai tai chinh cho khach hang
ma con lam suy gidm 10ong tin clia ngudi dung doi
v6i nén ting TMPT. Cic doanh nghiép cin trién
khai cdc bién phdp bdo mat nhu xdc thuc hai 16p
(2FA) va mi héa dit liéu d€ bao vé khiach hang
trudc cac mdi de doa nay [3].

Bio mat thanh todn dién ti: v6i sy phd bién ciia
céc phuong thic thanh todn tryc tuyén nhu thé tin
dung, vi dién tif va tién ma héa, nguy cd bi tin cong
tai chinh ngay cang cao. Tin tic c¢6 thé 1¢i dung cic
16 hdng biao mat d& danh cip thong tin thé hoic
thuc hién giao dich gian 1an. N&u khong c6 bién
phép bdo vé chit ché, khach hang c6 thé trd thanh
nan nhan clia cdc vu lira ddo truc tuyé€n, gdy mat
niém tin vio hé thong TMPT. Do d6, cic nén ting
TMPT cin 4p dung cic cong nghé bdo mat tién
ti€n nhu ma héa dit liéu, cong nghé tokenization va
hé thong gidm sat gian 1an d€ ddm bio giao dich an
toan [4].

Tan cong mang: cic cudc tdn cdng tir chdi dich
vu phan tdn (DDoS) va xdm nhip hé thong la
nhitng mdi de doa 16n d6i v6i cdc nén ting TMDT.
Tan cong DDoS c6 thé khi€n hé thdng bi qué tai,
din dén gidn doan dich vu va 1am gidm trdi nghiém
ngudi diing. Bén canh d6, tin tic ciing c6 thé khai
thac cic 16 hdng bdo mat d€ xAm nhip vao hé
thong, danh cip dit liéu hodc lam té liét hoat dong
ctia doanh nghiép. € gidm thi€u rdi ro, cic nén
tang TMPT can trién khai hé thong tudng lia, co
ch€& phét hién xAm nhap va cic gidi phap bdo mat
ddm may d€ bio vé hé thdng trudc cic cude tin
cong mang [5].

1.3. Muc tiéu nghién citu

Nghién cttu nay nhim ting cudng bdo mat cho
nén ting TMPT; Ung dung dit liéu 16n d€ t6i wu
héa kinh doanh; Nang cao trdi nghiém khach hang
va cdi thién chi€n ludc ti€p thi. Bai bdo d& xui't mod
hinh BD-ECBM nhim hd tr¢ doanh nghiép xay
dung hé thong TMPT an toan va hiéu qua.

2. Ung dung cong nghé bio mat trong md
hinh thu'dng mai dién ti

BD-ECBM dudc xay dung trén 3 16p chinh

Téng dich vu théng tin: diy 13 16p nén ting
quan trong ciia md hinh BD-ECBM, chiu trich
nhiém luu trit va phan tich dir li¢u khiach hang. Dt
liéu thu thap tir cdc hoat ddng mua sim, lich st giao
dich va phan hoi clia ngudi diing sé dudc xir ly dé
gitip doanh nghiép hi€u r5 hon vé nhu ciu thi
trudng. Nhd vao hé thong luu trit manh mé va cong
nghé phan tich tién ti€n, doanh nghiép c6 thé du
dodn xu huéng mua sim, xdc dinh nhém khach
hang tiém ning va diéu chinh chi€n lugc kinh
doanh phtt hgp. Viéc khai thac dit liéu hiéu qua tr
tang dich vu thong tin gitip doanh nghiép niang cao
kha ning canh tranh, t8i wu héa sdn phim va cai
thién chat lugng dich vu [6].

Téng iing dung: dy 13 16p trung gian, ndi dién
ra qué trinh X 1y va phén tich dif liéu 16n dé t6i uu
héa quy trinh kinh doanh. TAng nay 4p dung cic
thuit todn phan tich ning cao dé€ danh gia hanh vi
khich hang, du dodn nhu ciu va tu dong dé xuat
chié&n lugc ti€p thi. Nhd vao cong nghé tri tué nhan
tao (AI) va hoc mdy (Machine Learning), hé thdng
c6 thé c4 nhan héa trdi nghiém mua sim, dé xuit
sdn pham phil hgp véi tirng khach hang va cai thién
ty 1& chuyén d6i. Ngoai ra, tang @ng dung ciing
dong vai trod trong viéc gidm sat cic giao dich, phat
hién gian 1an va bdo vé& hé thong khdi c4c rii ro bdo
mat tiém dn [7].

Téng phién khdch hang: day 1a 16p giao ti€p
truc ti€p giita hé thdng TMDT va ngudi dung, d6ng
vai trd quan trong trong viéc nang cao trai nghiém
khdch hang. TAng nay cung cAp mdt giao dién thin
thién, dé st dung va ddm bdo qud trinh mua sim
dién ra sudn sé, an toan. Hé thdng hd trg cdc tinh
ning nhu tim ki€m sin phim théng minh, thanh
todn bdo mit va dich vu khdch hang ty dong. Bén
canh do6, tAng phién khich hang ciing tich hop cic
cong nghé bio mat nhu x4c thuc hai y&u td (2FA),
ma héa dit lieu va hé thdng phat hién gian lan
nhiim bdo vé thong tin c4 nhan va giao dich cla
ngudi ding. Mot trdi nghiém mua sim thuin tién,
an toan khong chi gidp doanh nghiép thu hidt khach
hang ma con gia ting long trung thanh ddi véi
thuong hiéu [8]. (Hinh 1)

Hé thong gidp gidm sdt d6i thh theo thdi gian
thuc, diéu chinh gid c4, t6i wu héa quing céo va
phan tich phdn hoi tiéu cuc d€ cai thién dich vu.
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Hinh 1: BD-ECBM dugc xdy dung
trén ba I6p chinh

TANG PHIEN
KHACH HANG

Phan hoi ngudi ding

TANG DICH VU
THONG TIN

3. Hiéu qua cia BD-ECBM trong quan ly
kinh doanh

3.1. Dy chinh xdc ctia nén tang TMDT

BD-ECBM gitp nang cao do chinh x4c trong
qudn Iy don hang, gidm sai s6t va cdi thién chat
lugng dich vu. Nhd vao viéc 4p dung cong nghé
phan tich dit liéu 16n, hé thdng c6 thé theo ddi qua
trinh x ly don hang theo thoi gian thyc, phét hién
16i trong qu4 trinh giao dich va tdi wu hda quy trinh
van hanh. K&t qua thit nghiém cho thdy do chinh
xéc clia nén tang dat tr 96% - 98%, giip doanh
nghiép han ch€ sai s6t trong giao dich va ning cao
trdi nghiém ngudi dung [9]. (Bang 1, Hinh 2)

Bdng 1. So sdnh két qud

M6 hinh du doan Ty 1& chinh xac (%)
CBECSCP[14] 925
CBECBD[15] 94.3
CAAEC[16] 95.1
BD-SMAB [17] 9.8
BD-ECBM 98.34
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3.2. Ddnh gid hi¢u sudt tiép thi dva trén dit
ligulon

Ung dung BD-ECBM trong TMPT gitip cii
thién hiéu suat ti€p thi nhd kha niing phan tich va
khai thdc dit liéu khdach hang mot cdach hiéu qua.
Hé thong c6 thé xdc dinh cdc nhém khach hang
tiém ning, d& xudt chién ludc ti€p thi phit hop va c4
nhan héa trdi nghiém mua sim. Nh& d6, doanh
nghiép c6 thé t5i uu héa quang céo, ti€p cin ding
doi tugng khach hang va ting ty 1& chuyén ddi. Két
qud thit nghiém cho thdy, BD-ECBM gitip ning cao
15% 1¢i nhuan so v6i cdc phuong phdp ti€p thi
truyén thong [10].

3.3. Ty I¢ chinh xdc ciia quy trinh ra quyét
dinh

BD-ECBM khong chi h trg doanh nghiép trong
viéc thu thap va x& 1y dit liéu ma con gidp dua ra
céc quyét dinh kinh doanh chinh x4c hon. Hé thong
st dung tri tué nhén tao (AI) va hoc mdy (Machine
Learning) d& phan tich xu huéng thi trudng, du
dodn nhu cau tiéu diing va t6i uu héa quy trinh van
hanh. Nhd vao kha nang phéan tich dit liéu manh
mé&, mo hinh dat ty 1& chinh xdc 98,34% trong du
dodn xu huéng mua sim, giip doanh nghiép phin
ting nhanh véi sy thay d6i clia thi trudng va duy tri
1di thé canh tranh [11].

3.4. Ddanh gid miic dj hai long ctia khdch hang

BD-ECBM khong chi cai thién hiéu qua kinh
doanh ma con gidp ning cao su hai 1ong cia khiach
hang théng qua viéc phan tich phan hoi va t3i uu
héa dich vu. Hé théng c6 thé theo ddi ddnh gid ciia
khéach hang, xdc dinh cdc diém cin cai thién va tu
dong dé xuat cdc gidi phdp ning cao chit lugng
dich vu. Ngudi ding danh gia cao cic yé&u t& nhu
toc do giao hang, chit lugng sidn phdm va mitc do
an toan trong giao dich. Viéc t6i uu héa dva trén dir
liéu 16n gitp doanh nghi¢p dap Gng nhanh chdng
nhu cau clia khich hang va ning cao uy tin thuong
hi¢u [12].

3.5. Phén tich lgi nhudn ciia BD-ECBM

Viéc dp dung BD-ECBM trong TMBPT khong
chi gitip t6i uu héa quy trinh van hainh ma con gép
phan ning cao 1¢i nhuin ctia doanh nghiép. Nhd
vao kha ning phan tich dit liéu chinh x4c, hé thong
c6 thé gidm chi phi van hanh, c3i thién hiéu sudt
kinh doanh va t6i uu hda chi&n lugc gid ca. K&t qua
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Hinh 2: Tréc quan so sénh céc két qua

Solgénh dd chinh xac cta cdc md hinh du doan xu hudng mua sam

Ty lé chinh xac (%)

90

CBECSCP CBECBD

CAAEC
M6 hinh du doan

BD-SMAB BD-ECBM

nghién citu cho thiy I¢i nhuin tir TMPT trong thdi
dai dir liéu I6n ting trung binh 15% so v&i phuong
phép kinh doanh truyén thdng. Piéu nay cho thiy,
BD-ECBM Ila mot cong cu manh mé gitp doanh
nghi€p niang cao doanh thu va canh tranh hiéu qua
trén thi trudng [13].

4.Kétluan

Bai bdo da trinh bay vai trd clia cong nghé bdo
mat mdy tinh trong viéc xay dung md hinh kinh

TAILIEU THAM KHAO:

doanh TMDPT dua trén dit liéu 16n. BD-ECBM
khong chi ning cao hiéu qua ti€p thi, ti uu héa
chién lugc gid cA ma con ting cudng bio mat thdong
tin khdch hang, ning cao trdi nghiém mua sim va
tang Igi nhuan.

Nghién ctu trong tuong lai c¢6 thé md rong sang
cdc phuong phap ma héa dia trén blockchain dé cai
thién hon nita tinh bdo mat cia cdc giao dich
T™DT m
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APPLYING COMPUTER SECURITY TECHNOLOGY
IN BUILDING BUSINESS MODELS
ON E-COMMERCE PLATFORMS

® NGUYEN THI PHONG DUNG
Nguyen Tat Thanh University

ABSTRACT:

The rapid growth of the global e-commerce market, driven by the explosion of big data,
presents both opportunities and significant challenges, particularly in information security and
data management. This study proposes a big data-based e-commerce business model
(BD-ECBM) designed to enhance platform security, protect user rights, support informed
business decision-making, and elevate the customer experience. The BD-ECBM framework
consists of three integrated layers: the information service layer, the application layer, and the
customer session layer. By leveraging real-time data, the model enables businesses to monitor
competitors, dynamically adjust pricing strategies, and personalize customer interactions,
thereby improving profitability. Experimental findings demonstrate that the BD-ECBM model
not only strengthens marketing decisions but also contributes to greater brand awareness and
customer satisfaction, offering a strategic pathway for sustainable growth in the digital
economy.

Keywords: e-commerce system, Big Data, decision making, computer security, business
models, e-commerce.
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