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NHUNG CONG CU HO TRG NANG CAO
CHAT LUGONG QUAN TRI RUI RO HOAT PONG
TAI NGAN HANG THUONG MAI CO PHAN
CONG THUONG VIET NAM
- CHI NHANH PHU QUOC
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Trudng Bai hoc Ngdn hang Thanh phd H6 Chi Minh

TOM TAT:

Nghién ctfu tp trung phan tich mot s6 cong cu hd trg nang cao chat lugng qudn tri rdi ro hoat
dong (RRHP) tai Ngan hang Thuong mai C6 phan Cong Thuong Viét Nam - Chi nhanh Phd Qudc
(VietinBank Phd Qudc), tir d6 dua ra gidi phap va khuyén nghi st dung ddi v6i Chi nhdnh trong
thdi gian t6i. K&t qud phan tich cho thdy, nhd 4p dung cdc cdng cu trong cong tdc quin tri RRHD,
VietinBank Pht Qudc da dat dugc mot sd két qua tich cuc, nhu: gidm thi€u tdn that tai chinh do
dugc phat hién sém va ngan chan kip thdi cic sai sét trong quy trinh nghi€p vu.

Tu khéa: rii ro hoat ddng, quén tri ridi ro hoat ddng, ngan hang thuong mai, VietinBank.

1.Dat van dé

Trong boi cinh nganh ngan hang ngay cang phat
trién va doi mit véi nhiéu rdi ro tiém 4n, viéc ning
cao hiéu qua quan tri RRHP d6ng vai trd quan trong
trong viéc ddm bao sy &n dinh va an toan cho hé
thong tai chinh. Ngan hang VietinBank Phi Qudc
cling khong nim ngoai xu huéng do, khi lién tuc phai
doi dién véi cac rhi ro phat sinh tir quy trinh nghiép
vu, cong ngh¢, con ngudi va mdi trudng kinh doanh.
Do d6, nghién citu vé quan tri RRHP tai VietinBank
Phii Quéc 1a cAn thi€t dé danh gia thuc trang, nhan
dién nhitng di€m manh, han ch& va dé xuat cic giai
phép céi thién.

Nghién ctu nay tip trung vao quén tri RRHD tai
VietinBank Phii Qudc thong qua viéc sit dung cic
cong cu gidm sat, do ludng va phat hién sém rui ro.
Muc tiéu ctia nghién ctu nhim ddnh gid tinh hinh
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hién tai v& quan tri riii ro tai chi nhanh, tir d6 dua ra
cdc dé xuat va gidi phap dé cdi thién va ning cao
quén tri RRHP tai Ngan hang. P€ dat dugc muc
tiéu trén, tdc gid st dung cdc phuong phdp phin
tich thong k&, so sanh va phan tich dit liéu thi cap
dé d4nh gi4 tinh trang quan tri RRHD tai Chi nhanh
Phi Qudc.

2. Téng quan cong tac quan tri rii ro hoat dong
tai VietinBank Phii Quoc

2.1. Nhiing su ki¢n riii ro hoat dong cé thé xdy ra
trong qud trinh hoat dong kinh doanh VietinBank
Phii Quée

TU nghién cttu cho thAiy RRHDP xuit hién & tat
ca cac nghiép vu phat sinh tai chi nhanh tir tin dung,
huy dong von, tai tr¢ thuong mai, kinh doanh ngoai
té, cho d&n chuyén tién, thé, hay hanh chinh quin
tri,... (Xem Hinh)
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Hinh 1: Téng quan vé rai ro hoat déng & céc nghiép vu VietinBank Phi Quéc

tac nghiep

nhan su

RR
gian lan
ngi bo

RR bao
mat thong
tin KH

V& nghiép vu tin dung: vi pham, gian 13n véi tinh
chit, quy md ngay cang phic tap, nhim vo hiéu héa
cdc chdt ki€ém sodt trudc, trong va sau gidi ngan.
Nhitng sy kién RRHD dong phét sinh nhu 1gi dung
long tin ctia khach hang @& thuc hién hanh vi chi€ém
dung v&n vay ngin hang, theo d6 chiém dung han
mifc chua st dung cho khach hang cho muc dich cé
nhan, ddo ng, tr vin ddo ng cho khich hang, hd trg
ngudn tién ddo ng cho khich hang c6 huéng phi.
Dinh gia tang gia tri tai san bdo ddm khong c6 can ci
dé vay ké khach hang. Thu chénh 1&ch phi, thu thém
phi clia khach hang, ti€n hanh thd tuc vay khi khong
c6 mdtkhach hang.

Nghiép vu huy dong von va chuyén tién: thudng
phét sinh c4c 18i nhu nhap sai thong tin, hach toan thu
phi thira thi€u, cdp nhat sai tinh trang s8, thé tiét
kiém, cac 16i trong duy tri thong tin miu diu khach
hang. Tai khodn “ngli” 1a muc tiéu ma cac doi tugng
nhim t6i @€ thyc hién hanh vi gian 1an truc 1gi, chot
kiém sodt bi budng 16ng nhu kich hoat tai khoan ngt
khi khong c6 su dé& nghi ctia khach hang; tit todn s6
tist kiém, gtri tiét kiém va thuc hién thu, chi tién mit
khi khong c6 mat khach hang.

Nghiép vu thé: cac su kién RRHP vé lira dao,
gian lan thé do d6i tugng bén ngoai ngan hang. Mao
danh can bd ngin hang lira ddo khach hang mg thé
tin dung phi vat 1y, sau d6 yéu cau khich hang cung

Nguon: Tai liéu ndi bo VietinBank

cAp thong tin thé, ma OTP d€ chuyén tién vao cic vi,
thanh todn tai cdc website. St dung thong tin khach
hang va Igi dung so hg trong cong tic gidm sat, kiém
sodt, can bo dd tw § md thé tin dung cho nhiéu khich
hang @€ rit tién clia ngan hang, chi€m doat chi tiéu
c4 nhan. Lién k&t v6i doanh nghiép chap nhan thé
thuc hién giao dich gian 1an dé truc 10 c4 nhan.
Nghiép vu an toan kho quy: 1a nghi€p vu ma can
bd c6 thé ti€p can, truc Igi nhanh nhit nén mot sd can
bo da c6 nhitng hanh vi vi pham nhu: 1di dung long
tin cia ddng nghiép, sd hd ctia cdc chot ki€ém soat dé
rat quy trai quy dinh. Khong tudn thi quy dinh, quy
trinh hodc sai st trong qud trinh ti€p quy, giy ton
that cho chi nhdnh, so tién may tra ra sai 1&ch so v6i
sO tién khach hang thuc rit. Ldi dung so hd ctia ddng
nghiép d€ danh trdo, trom chia khoa, mat khiu két
ATM va thyc hién 18y trdm tién tai cic may ATM;
loi dung so hd ctia khach hang, rit tién trong qui
trinh kiém d€m giao, nhan tién v6i khdch hang.
Nghiép vu ngan hang s6: md tai khoan thanh to4n
online gian 1an qua eKYC dé thuc hién cac giao dich
chuyén tién gian 14n, rita tién hodc ti trg khiing bd,...
Dén d& QR Code tai cdc clra hang, tao bién lai
chuyén tién gia d€ chi€m doat tién ctia khach hang.
Mao danh cén bd clia cd quan nha nudc, cong ty,
nhan hang, ngudi than,... goi dién lira ddo khach
hang cai dat tng dung gid mao thong qua céc trang
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web, dudng link, tir d6 chi€m doat tién trong thi
khoan ctia khach hang. Can bd, lanh dao ngin hang
khong thyc hién theo ding quy trinh nghiép vu
Internet Banking, SMS Banking nhu khdng ki€m tra
tinh hgp phdp, hdp 1é va day di clia cac thong tin trén
hd so khach hang md, thay d6i thong tin tai khodn
thanh toan chung clia nhiéu khich hang. Ping ky,
duy tri dich vu Internet Banking, SMS Banking trén
hé thdng khdng diing theo yéu ciu ctia khich hang.

Bao mat thong tin khach hang va thdng tin ndi bo:
gui thong tin ctia khiach hang vao email ca nhin,
khong phai email ctia ngdn hang, khi chua c6 sy phé
duyét ctia cAp c6 thim quyén. Cung cip thong tin
khach hang, anh chup, goi dién thoai thong bio
thong tin giao dich, s0 tai khodn,... cho bén thi ba.
Chup dnh man hinh may tinh c¢6 ndi dung vin ban
chinh sich cta ngin hang, chup thé cdn by,... Glri
vao nhom chat trén cédc Gng dung hodc ding tai trén
cdc mang xa hoi, tir d6 bi ké gian chinh sira, cit ghép
va stt dung d€ lira ddo,... Cong tic quan 1y phan
quyén truy cap hé thong chua dudc quan tim day da,
ghi nhan nhiéu trudng hop phan quyén chua ding
theo quy dinh, chua phut hgp véi chifc nang nhiém vu
clia mot s vi tri cong tac, dAn dén can bo c6 thé tip
can cdc nguodn thdng tin trai phép, khong diing chiic
ning nhiém vu, tiém 4n nguy co 19, lot thong tin ra
bén ngoai.

Nhom van dé tiém 4n nguy cd gidn doan hoat
dong cltia ngan hang: dot nhap trom cip, pha hoat,
dap ph4 man hinh, d6t ban phim, mdy ATM,... giy
thiét hai vé tién va tai sdn clia ngin hang. Nguy cd
cu6p tan cong diém giao dich, nguy co xay ra chay,
nd, chiay nd x4y ra do nhiéu nguyén nhan, trong d6
xuat phat tir s chli quan, bat cAn, mat cinh gidc clia
con nguGi nhu khong tuin thi cdc quy dinh an toan
phong chdy chita chdy. Cong tic tuyén truyén vé an
toan chdy, nd chua dugc coi trong va thuc hién
thuong xuyén lién tuc. Cong tac ki€n toan va hoat
dong phong chdy chita chdy con hinh thic, chua quan
tam vé chat lugng...

2.2. Cdc bubc quin tri rii ro hoat dong tai
VietinBank Phii Quoc

RRHBD 1a rti ro do cac quy trinh ndi bd quy dinh
khong day dd, c6 sai sot, do yé&u t& con ngudi, do cic
16, sy ¢ ctia hé thdng hoidc cic y€u t& bén ngoai;
gy ton thit vé& tai chinh, tic dong tiéu cuc phi tai
chinh d6i v6i ngan hang. Quan tri RRHD 1a toan bo
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qué trinh lién tuc nhan dang, do ludng, theo doi,
kiém soat, bdo cio RRHD nhim gidm thi€u tdn thit
phat sinh trong qua trinh hoat dong va duy tri qua
trinh kinh doanh lién tuc cGia ngin hang. Tai
VietinBank Phti Quoc quan Iy RRHD dugc tién hanh
theo cdc budc, cu thé:

Pé nhan dang RRHD, Chi nhdnh da thyc hi¢n
theo quy dinh ciia Nha nudc, nhan dién cdc hanh vi
dan dén rdi ro nhu: chi€m doat tai san, lira d3o, vi
pham céc quy dinh ndi b va chinh sich lién quan
dén it nhAt mdt c4 nhan cia Chi nhanh; gian 1an bén
ngoai, do cac hanh vi chi€m doat tai sén, lira ddo, do
doi tugng bén ngoai gy nén ma khong c6 su ciu két
va trg gitip cia cd nhan, bd phan cia VietinBank Pha
Qudc; vi pham chinh sdch vé lao dong; vi pham
nhitng quy dinh lién quan dén kh4ch hang; hu hdng,
mat mat tai sin, cong cu, thi€t bi do cdc su kién bat
kha khang; gian doan hoat dong kinh doanh do hé
thong cong nghé, thong tin gip su co.

Nhim do ludng RRHD, VietinBank Phii Qudc 4p
dung cdng cu do ludng RRHD thong qua viéc lugng
héa t8n that doi véi cac trudng hop quy dinh theo
nhém hoat dong kinh doanh theo quy dinh ctia Ngin
hang Nha nudc trén co sd thy thudc dic diém hoat
dong hoic RRHD dic thi, khd ning dip ting vé
thong tin, dit liéu d& do ludng RRHP trong linh vuc
chinh, hoat ddng va loai rti ro dac thi. Lugng hoa
ton that theo 6 cong cu: Ty danh gid kiém soat
RRHD; Thu thap va phan tich s& liéu ton thit ndi bd
va bén ngoai; Chi sd k&t qua kinh doanh va chi sd rii
ro trong y&u; Phan tich kich ban; St dung két qua
kiém todn; So db héa cc quy trinh nghiép vu.

Chi nhanh cht dong, lién tuc, thudng xuyén, ddc
1ap theo doi RRHD. Cac don vi tru s& chinh va chi
nhanh chii dong thudng xuyén, lién tuc tu theo doi
viéc thuc hién quin ly RRHD tai don vi, nhim kip
thdi phat hién nguy cd RRHD, su kién RRHD phét
sinh va thuic hién bién phép xi 1y, kiém soit RRHD
phil hop. VietinBank Phii Qudc thiét 1ap hé thong
theo doi doc 1ap d€ ddm bio viéc tuan thi quy dinh,
quy trinh quan 1y RRHP va ning cao hiéu qua cong
tic quan 1y RRHD.

VietinBank Phii Qudc thuc hién ki€m sodt hoic
giam thiéu RRHP thong qua céc cong cu thiét k&, cai
dit, 8 chifc thuc hién cic bién phap ki€ém soit ngay
trong moi vin ban chinh sach nghiép vu tai tat ca cac
don vi, bd phan clia VietinBank Phi Qudc dudi
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nhiéu hinh thiic. Phin ciAp Gy quyén rd rang, minh
bach, bio ddm tich bach nhiém vu, quyén han clia
cidc cid nhan, cic bd phan trong VietinBank Phu
Qudc. Thiét 1ap han mitc kiém soat RRHP va han
mitc RRHD. Thiét l1ap k& hoach duy tri hoat dong
kinh doanh lién tuc. VietinBank Phi Qudc thuc hién
chia sé hodc chuyén giao RRHD thong qua cic cong
cu bio hiém RRHDP, thuc hién thué ngoai.

Chi nhanh bdo cdo cho don vi tru s& chinh dau
mdi theo linh virc phu trach. Pon vi tru s chinh dau
moi phdi hgp véi don vi tru s& chinh lién quan thuc
hién theo 2 ludng 1a thanh vién Ban diéu hanh hoic
Giam ddc Khoi phu trdch va tuyén bdo vé 2 theo
RRHD dic thi phu trdch. Tuyén bdo vé 2 bdo céo
Phé tong giam doc phu trach hoic Gidm ddc Khéi
quén Iy rti ro hodc Giam doc Khoi phap ché va tuan
thii d6i v6i RRHD dic thii phu trach. Pho tong gidam
doc phu trach hodc Gidm dc Khoi quén 1y rdi ro
hoéc Gidm ddc Khdi phap ché va tuin thli ¢ quyén
bdo cdo Hoi ddng quén tri mot cach truc ti€p va hodc
thong qua Uy ban quan 1y rdi ro v& cdc vin dé& quan
1y rti ro trong y&u. Tuy&n bdo vé 1 va tuy€n bdo vé 2
trao ddi thong tin sang phong kiém tra noi bd trén co
s& dé nghi ctia phong ki€ém tra ndi bd va phit hdp véi
chitc niing nhiém vu ctia Tuyé&n bdo vé 1 va Tuyén
bio vé 2. Tuyén bao vé 2 trao d6i, tdng hgp va thuc
hién bdo cdo quan Iy RRHD ndi bd va theo yéu ciu
c0 quan quan 1y d6i véi RRHD dic thi phu trach va
glii don vi dAu mdi 1ap bdo cdo quan ly rdi ro dudc
phan cong theo tirng thoi ky.

2.3. Cdc cong cu hé tro VietinBank Phii Quéc
trong cong tdc quan tri riii ro hoat dong

Thit nhdt, cong cu chinh sdch KPI tuan thd. Pay 1a
cong cu gitip VietinBank Phii Qudc nang cao ¥ thifc
tudn thd, lam han ché 16i phét sinh, tao dong luc cho
chi nhanh trong viéc chli dong tw phit hién va khic
phuc chinh sita 16i. Vi cong cu nay, Chi nhanh ty ghi
nhan 18i khi phat hién 16i 1an dau tién, c6 trich nhiém
ghi nhan 13i vi pham vao bdo cdo KPI tuan thi day
du, chinh x4c, ding k¥ bdo cdo. BO ma 16i KPI tudn
thii, gdm c4c nghiép vu 18i nhu tin dung, huy dong
von, tai trg thuong mai,... C6 5 mitc do 16i tir 1 dén 5,
trong d6 miic d 5 la nghiém trong nhat. BO ma 16i
dugc cap nhat va chinh stta hang nim. Ldi mic do 5
gbdm cédc hanh vi tiém 4n nguy cd gian Ian, bi 4p dung
ché tai ky luat cao nhat theo ndi quy lao dong, c6 thé
4nh hudng nghiém trong dén uy tin cla VietinBank

Phii Qudc véi khach hang. Ldi miic do 4 gdm cac vi
pham ndi quy lao dong thudc mic ky luat kéo dai
thdi gian nang luong theo ndi quy lao dong, trach
nhiém vé truyén thong va phan ludng xi¥ Iy ng. Loi
mifc dd 3 gdbm mdt sd vi pham quy dinh trong cong
tac phan ludng xt 1y ng, hach to4n.

Thit hai, cdng cu quan 1y sy kién RRHP (LDC).
Cong cu nay gitip VietinBank Phii Qudc nang cao
hiéu qué quan ly sy kién RRHD x4y ra tai Chi nhanh
thong qua viéc x4c dinh quyén han trach nhiém clia
cdc c4 nhan don vi lién quan va cdc quy dinh yéu cau
trinh tu, th tuc quén ly su kién RRHD. Nhan dién,
dénh gia xu huéng rli ro nhiim ngin chin han ché&
RRHDP phit sinh; thong ké tdn thit, truy doi bio
hiém; bao cdo Ngan hang Nha nudc, bio cio Ban
lanh dao,... dm béo k&t qua dat ddi véi tieu chi chi
nhanh bdo cdo su kien RRHD theo ding quy dinh
trong mdi trudng kiém sodt.

Thit ba, cong cu bd ti€u chi ddnh gid mdi trudng
ki€m soat. Cong cu nay gidp niang cao y thifc tuan
thd han ch€ vi pham quy dinh quy trinh. Pinh huéng
va hd trg chi nhanh xAy dung moi trudng ki€m sodt
hiéu qua. Tao dong lyc trong viéc chi dong ty phat
hién, bdo cdo, khic phuc chinh sira 18i vi pham.
Nang cao tinh tudn thii, chi dong xay dung céc bién
phép kiém sodt RRHD phii hgp véi tinh hinh thyc t&
clia chi nhdnh. Pua ra quy trinh hd tr¢ danh gid va
x&p hang mdi truong ki€m soét chi nhanh. Tir d6
ch& tai, chinh sdch phll hgp theo k&t qua nhu dai
ngd, thim quyén.

Thit tu, cong cu phuong phdp ddnh gid, x&€p hang
RRHP phong giao dich. Cong cu nay gép phan
quan trong hd trg VietinBank xay dung mdi trudng
ki€m so4t mot cach hiéu qua, tao dong luc ning cao
tinh tudn tha, cht dong xay dung cdc giai phdp
nhim ngin ngira, kiém soat RRHP, phit hop véi
dinh huéng ciing nhu tinh hinh thyc t€ tai
VietinBank Phti Qudc. HS trg chi nhdnh chli dong
nhin dién cic vin dé RRHD tai cic phong giao
dich, tir d6 d& xuAt cdc gidi phdp nhim ning cao
chit lugng hoat dong, ddng thdi ning cao ¥ thic
trach nhiém cda tiing cdn bd trong viéc tudn thi quy
dinh quy trinh ctia phap luit va cia VietinBank. HO
trg ddnh gid vé cong tic quin Iy RRHD dén titng
phong giao dich. Chi nhdnh st dung két qui d4dnh
gid 1am ciin ctt & ddnh gi4 phong giao dich, can bd.
Hang RRHD phong giao dich dugc xac dinh thong
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qua 3 budc phoi hgp: xac dinh hang RRHP dy ki€n
(Tot, Khd, Trung binh, Y&u, Rat y&u); diéu chinh
hang theo B0 tiéu chi diéu chinh; va diéu chinh
theo cdc nguyén tic diéu chinh han.

Thit nim, cong cu k& hoach duy tri hoat dong
kinh doanh lién tuc (BCP). Cong cu nay tap trung
phan tich cidc nguy cd tiém 4n nhim dua ra cic
chi€n lugc phit hgp dé duy tri hoat ddng kinh doanh
trong thdi ky khing hodng, giip Chi nhdanh giam
thiéu riii ro xuéng mifc thap nhat. Quy trinh quan 1y
hoat dong lién tuc c6 5 budc: 1) Phan tich danh gia
rtii ro; 2) Xdc dinh muc tiéu v ngudn luc phuc hoi;
3) Xay dung va truyén thong k& hoach tng phé va
duy tri; 4) Th& nghi€ém hang nim; 5) Ra sodt sau khi
thtt nghiém dinh ki hang nim ho#ic dot xuat. Lién
tuc cdi ti€n k& hoach, ra sodt, cip nhat, trién khai
va danh gia.

Thit sdu, cdng cu bao hiém RRHP. Cong cu nay
hd trg chuyén giao cac rii ro c6 tin suat xay ra thip
nhung mic dd tdc dong Anh hudng cao. Gitp ndm bit
dudc cac loai bdo hiém RRHP, pham vi chinh, diu
moi quan 1y loai bdo hi€ém va céic cong viéc can thuc
hién khi phat sinh t8n that. C6 nhiéu loai bdo hiém
khéc nhau tuong tng ting pham vi d& tru s& chinh
hodc chi nhanh dp dung trong trudng hgp phat sinh.
Hu6ng din trinh tif cdc budc cong viéc can thuc hién
trong cdng tic bdo hiém RRHDP tai VietinBank, xac
dinh trach nhiém, quyén han clia c4c c4 nhan chi
nhénh, bd phan lién quan cong tic bdo hiém RRHP.

Bén canh d6, con c6 cic cong cu hd trg khic
trong quan ly RRHD tai VietinBank Phi Qudc, nhu:
S8 tay huéng dan ting phé sy kién RRHD; thu vién
su kién RRHD; cic chuong trinh do tao vé quin ly
RRHD hoc qua elearning hoic online hoic truc ti€p
tai trudng dao tao hodc tai chi nhanh; cic chuong
trinh truyén thdng nhu ban tin “ling kinh RRHD”,
mini game, chudng trinh thi dua,...

3. Mot so giai phap va khuyé&n nghi

3.1. Mt 56 gidi phdp cén thuc hién

Thit nhdt, VietinBank Phi Qudc cian xiy dung,
trién khai cong tac quan 1y rdi ro cong nghé thong tin,
dinh huéng ti€p can theo cic yé&u to cot 16i: “Con
ngudi, cong nghé, quy trinh va céc bién phdp quan
ly”. Cai ti€n va hoan thién hon nita cic quy dinh vé
quén tri rai ro cong nghé thdng tin, tiing budc xay
dung va hoan thi€n cic quy trinh van hanh, tv dong
héa. Xay dung k& hoach mé rong diu tu, nang cip
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céc trang thi€t bi, cac hé thong phong chdng tdn cong
xam nhap, gidm st tin cdng, cap nhat theo xu huéng
trén thé gidi.

Thit hai, ddi ngli nhan sy cha VietinBank Phua
Qudc thudng xuyén hoc hdi, nang cao trinh do ning
Iyc, phdm chit nhiim dap @ng theo theo xu hudng
phét trién, chii dong trong cong tic xay dung cic kich
ban ting pho su ¢d, rii ro trén hé thong, Gng dung ctia
cdcnén ting ngan hang s, san phim dich vu s& cung
cip cho khich hang. P4y manh vin héa quan ly
RRHP vdi vai trd tién phong tir ngudi diing dau
thong qua chuong trinh ddo tao chuyén siu vé ning
Iyc can bing rii ro va phét trién danh cho doi ngii
Ianh dao chi nhanh.

Thit ba, hd trg t0i da cho khach hang ddi ph6 véi
céc thl doan pham tdi, lira ddo trong giao dich, ddng
thdi kiém sot hoat dong d€ khong phit sinh su kién,
giao dich nao vi pham cac chuong trinh hodc danh
séch cAm van, i trg khiing bd, phong chdng rira tién
clia céc t6 chifc quoc t&. Xay dung nhiéu gidi phap
nhiim x4c thyc khach hang, han ché céc trudng hop
kh4ch hang bi mat tién do lira ddo. Xay dung va
chudn hoa hé thong giam sat cdc sy kién, bdo mat dir
liéu ctia ngan hang, giao dich. Thudng xuyén dinh
gia rdi ro, chi dong trong cong tac an ninh, an toan
tai chi nhanh, ddng thdi trién khai nhiéu bién phap
kiém soat rdi ro.

Thit tu, thuc hién van hanh khai thac doi vdi cac
san pham dich vu, d4nh gi4, nhan dién rti ro bAo mat
thdng tin, trudc khi trién khai cung cip cho khach
hang dé c6 bién phap ki€ém soat phii hop, dic biét 1a
tat cA hé thong trong y&u va cic hé thong, dich vu
ngan hang dién ti ciing nhu tai quay giao dich. Xay
dung va trién khai dién tdp cic kich ban phong
chéng tan cong chii ddng. Duy tri ddy di cic cong cu
quéan 1y RRHP va duy tri hoat ddng kinh doanh lién
tuc, tp trung quén 1y rti ro cong nghé thong tin va an
toan thong tin toan dién.

Thit nam, nghién ctu, trién khai, 4p dung gidi
phap xdc thuc sinh tric hoc trong cdc giao dich tai
quay va thi€t bi di dong; thuc hién bdo mat & miic cao
nhAt ddi v6i cac dif lidu sinh tric hoc clia khach hang,
tuan thi cdc quy dinh cia Chinh phd, Ngin hang
Nha nu6c vé quan 1y dit liéu sinh tric hoc. Thutng
xuyén canh bdo khach hang vé& nhiing rii ro bAo mat
thong tin trong cac dich vu cia ngin hang qua
website, fanpage, tong dai, SMS, OTT.
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Cudi ciing, ti€p tuc trién khai cac dy dn thudc 16
trinh tuén tha Basel II, quén tri rti ro, tai san c6 rui
ro va ty I& an toan von theo phuong phép tién ti€n,
nang cao vai trd quan tri rdi ro tich hgp dam bao
quén tri rii ro tdng thé, quan 1y thong nhat cic rii
ro trong y&u phét sinh trong k& hoach kinh doanh va
quy trinh danh gid mic do diy di von ndi bd. Chii
dong nghién ctru, chudn bi ngudn lyc can thiét dé
sdn sang trién khai Basel III theo quy dinh cta fly
ban Basel va Ngan hang Nha nudc.

3.2. Mt s6'khuyén nghi

Mot la, ting cudng cdng tic an ninh an toan doi
véi kho quy, chd trong an toan, phong chdng chiy
nd tai cdc diém giao dich, tru sé hoat dong, bo phan
kho quy, di€m giao dich & dia ban xa, ving ngudi.
Dam bao chit lugng nhan sy bdo vé tai cdc vi tri,
cong cu hd trg, thi€t bi an toan (camera, chuéng
bado dong,...), cd s& vat chat tai diém giao dich theo
quy dinh hién hanh. Nang cao tinh than canh gic
dd1 véi cac tinh hudng mat an ninh an toan nhu cuép
tai di€m giao dich, cudp xe tién, trom dot nhap, gay
roi trit tu.

Hai la, ting cudng bdo mat thdng tin, an ninh an
toan hé thong phdn mém. Ti€n hanh thudng xuyén
viéc truyén thong dén toan thé cdn bd nhan vién chi
nhdanh quy dinh ctia phdp luit, cia Ngan hang Nha
nudc va clia VietinBank lién quan dén bdo mat
thong tin ndi bd va bdo mit thdong tin khiach hang.
Gitt bi mat, cung cap thong tin khdch hang, thuc
hién theo yéu ciu clia cd quan nha nuéc, t6 chiic, cd
nhén c¢é thim quyén lién quan dén khach hang, tai
khoan, giao dich trong hé thdng. Trién khai cic
bién phdp ddm bdo an toan thong tin. Nang cao y
thitc cdnh gidc khi st dung email ndi bd cua
VietinBank Phi Qudc, thudng xuyén theo ddi cap
nhat céc thdng tin truyén thdng va cic chiéu thic
gian 1an dé danh cip thong tin tai khodn; Thudng
xuyén d8i mat khiu clia tai khodn c4 nhan.

Ba la, ting cudng phong ngira rii ro gian 1an ndi
bd. Chap hanh ndi quy lao dong, cdc quy dinh quy
trinh trong tirng nghi€p vu. Thyc hién giao dich
ding chifc ning nhiém vu, khdng tiép tay, che dau,
khong ti€t 16, cho mugn ma dang nhap, mat khiu ca
nhan, bdo cdo cic trudng hop c6 tinh vi pham, bdo
mat mi ding nhap, mat khiu cd nhin theo ding
quy dinh. Ting cudng tin suit va trach nhiém thuc
hién ki€m tra, gidm sdt clia ki€ém sodt vién, bd phan

hau ki€m, linh dao bd phan, phong, chi nhanh ddi
véi cdc giao dich ¢6 y&u td bat thudng, cin bd c6
hanh vi bat thudng dé phat hién sém cac trudng hop
gianlan dé dat chi tiéu hoic truc 1¢i cd nhan.

Bon la, ting cudng phong ngira rii ro gian 1an
bén ngoai va rdi ro tudn thli, phong chong ria tién.
Chap hanh quy dinh vé viéc m&, st dung va quan 1y
tai khodn, thin trong trong viéc ra soat hd so khach
hang d& m4 tai khodn. Tuin thi ding, di quy dinh,
quy trinh nghiép vu, khong bd qua, budng 1dng
ki€m sodt d6i vdi cdc budc kiém sodt hd so trong
titng nghiép vu, thuc hién giam sat, ki€ém sodt sau
theo diing quy dinh quy trinh ctia VietinBank nhim
kip thdi phdt hién ra cdc d4u hiéu gid mao trong
tirng nghiép vu. Tang cudng ra sodt giao dich cla
khach hang rdi ro cao. Tang cudng thuc hién tra
sodt vdi ngan hang nudc ngoai vé muc dich, moi
quan hé va ngudn goc giao dich d6i véi cic trudng
hdp nhén tién tif nuSc ngodi vdi s& ti€n 16n, bat
thudng, dic biét v6i cdc trudng hop chuyén tién vé
cho ngudi hudng c6 qudc tich nude ngoai.

Cudi ciing, ning cao ki€m sodt gidm rii ro tic
nghiép. Phat huy vai trd trdch nhiém, chat lugng bo
phan hau kiém va cong tic ki€ém tra dinh ky, dot
xuft tai Chi nhdnh va ddi v6i Phong giao dich.
Ting cudng dao tao, nhic nhd, truyén thong cdn bod
cdc 18i tac nghiép thudng lip lai d€ rit kinh
nghiém, ch& tai xt Iy ky luat phit hgp. Pic biét luu
y ki€m soat cic 16i hach todn k& toan, thu phi, 13i
sut sai, thi€u nén din dé&n t&n thit cho chi nhanh
va khi€u nai, phan nan tir khach hang.

4. Kétluan

Quén tri RRHP tai VietinBank Phi Qudc 13 mot
yé&u t6 then chdt nhim dam bao sy an toan, 6n dinh
va phdt trién bén vitng clia ngin hang trong boi
cinh thi trudng tai chinh ngay cang bién dong.
Nghién citu dd 1am 6 mot s6 cong cu hd trg nhim
nang cao hiéu qua quan tri RRHD tai Vietinbank
Phii Qudc, tir @6 dé xuat cdc gidi phap cdi thién phu
hop. K&t qué nghién cttu nay khong chi c6 y nghia
thuc tién doi vdi VietinBank Phd Qudc ma con
dong gbp thém gdc nhin cho cidc ngan hang thuong
mai trong viéc hoan thién hé thdng quan tri rii ro.
Trong tuong lai, viéc ti€p tuc nghién citu va cip
nhit cidc phuong phdp quan tri tién tién s& gidp
ngan hang thich tng linh hoat hon véi sy thay ddi
cha thi truong W
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TOOLS TO SUPPORT IMPROVING
THE QUALITY OF OPERATIONAL RISK MANAGEMENT
AT VIETNAM JOINT STOCK COMMERCIAL BANK
FOR INDUSTRY AND TRADE - PHU QUOC BRANCH

® LUONG THI THANH XUAN
Ho Chi Minh City Banking University

ABSTRACT:

This study analyzes several tools used to enhance the quality of operational risk management
at the Vietnam Joint Stock Commercial Bank for Industry and Trade - Phu Quoc Branch
(VietinBank Phu Quoc). Based on the analysis, the study proposes solutions and recommendations
to improve operational risk management practices at the branch in the future. The findings
indicate that the effective application of operational risk management tools has contributed to
positive outcomes, including the reduction of financial losses through the early detection and
timely prevention of operational errors in business processes.

Keywords: operational risk, operational risk management, commercial bank, VietinBank.
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