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TOM TAT:

Trong thdi dai phat trién manh mé vé cac thiét bi thong minh, chuyén ddi sd, hé théng thanh

to4n da dang, cic cong nghé giao hang nhanh ra ddi, ha ting internet wifi (4G, 5G) pht séng khip

moi noi,... 1 nhitng y&u t& gép phin thiic diy nganh kinh doanh thuong mai dién ti phat trién 6 at.
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Ngay cang c6 nhiéu khach hang véi cac do tudi khac nhau cé niém tin va th6éi quen mua hang

online trén céc nén ting thuong mai dién tit. Do d6, bdo mat thong tin khach hang trong thuong

mai dién ti 12 vAn dé ludn dugc cic doanh nghiép quan tAm nhiéu nhat. Bai bdo nay dua ra céc

van dé nhim bio mat thdng tin trong hé thdng thuong mai dién t, lién quan dén viéc bio vé

thong tin cd nhan, tai khodn ngan hang va giao dich ctia khach hang.
T khéa: hé thong thuong mai dién ti¥, bAo mat thong tin khach hang.

1.bat van dé

Trong bai bdo nay, chiing t6i c6 thé cung cip
nhitng m&i de doa cu thé cic trang web thuong
mai dién t& (TMBT) gip phdi trong thsi diém
hién nay. Piéu nay c6 th€ bao gdbm céc cudc tin
cong mang, lira ddo lién quan dén thé tin dung, sit
dung thong tin c4 nhian khong diing cdch va nhiéu
moi nguy hi€m khac. Néu ro cdc bién phap bio
mat thong thudng cic trang web TMDPT nén dp
dung, ching han nhu: ma héa dif liéu, x4c thyc hai
y&u t8, ki€m tra thudng xuyén va gidm sit hé
thong. Bai bdo con dé cap dén sy quan trong cda
viéc tudn thii cdc quy dinh va tiéu chudn an ninh
thong tin, nhu GDPR & chiau Au hoic HIPAA
trong linh vyc chim séc sic khde. Cic doanh
nghiép kinh doanh thuong mai dién t 4p dung céc
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phuong phdp va cong nghé sing tao dé bdo vé dit
liéu trude nhitng hiém hoa mdi. Piéu nay dic biét
quan trong d6i véi cic trang web TMDT hoat
dong qudc té.

2. Téng quan tinh hinh bao méat théng tin
trong thuong mai dién ti

Cac doanh nghiép kinh doanh TMPT dang phai
doi mit véi cdc mdi de doa an ninh mang (ANM).
Céc ting dung cong nghé trong TMDT dang thu hut
su quan tim cda ca giGi hoc thudt va nganh cong
nghiép. Cac mdi lo ngai vé ANM c6 nhiéu dang,
nhung nghién cu [1] tAp trung vao tdn cdng tif chdi
dich vu, phAn mém ddc hai va tAn cong vio dif lieu
c4 nhan. C4c cong ty trén toan thé& gidi bd ra nhiéu
chi phi va ting hang nim vao viéc gidi quyét cdc
van d& ANM. Vi viy, cdc doanh nghi&p ludn phai
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vugt qua thif thach phiic tap vi nhitng ké tan cong
lién tuc tim ki€m cic 16 hdng méi & con ngudi, t&
chitc va cong nghé. PE gidm bét rii ro, cic doanh
nghiép cin st dung cdc cong nghé ding tin ciy,
dao tao nhan vién va ngudi tiéu dung, dong thdi
Nha nuéc va doanh nghiép ciing can c¢6 chinh sdch
va quy dinh chit ché.

Ngay nay, Internet dang déng mot vai tro rat
quan trong d6i v6i con ngudi trong nhiéu linh vuc
doi séng. Mot lugng 16n giao dich tién té¢ dang
dugc thyc hién giao dich bing ky thuat s6. Do dé,
viéc ddm bdo an toan cho giao dich tryc tuyén da
trd nén bit budc vi s6 lugng tdi pham mang ciing
ngay cang gia ting. Trong phan nay, ching toi di
minh hoa cidc diéu kién va giao thic
nén st dung @€ bdo mat mang trong khi

dugc phép truy xuat bat cit khi nao ho mudn [4].
Hinh thifc tAn cong tif chdi dich vu (DoS) clia hacker
ludn mudn cén trd tinh sin sang ca hé thdng.

Xdc thuc: xdc nhin mdt giao dich, tin nhin
hoiic dit liéu c6 ngudn gdc. Néi cdch khdc, xdc
thuc c6 nghia l1a chiing minh danh tinh clia ngudi
gui [5]. Ma xdc thyc thong bdo (MAC: message
authentication code) la mdt trong nhirng loai
thudt todn dugc st dung phf; bi€n d€ xdc thuc tin
nhin. Cudc tin cong mao danh 13 mot vi du vé
tAn cong xdc thuc, trong d6 ké tdn cong c6 ging
truy cap tai nguyén ma khong cé thdng tin xdc
thuc va hanh ddng chinh xdc. Hinh 2 gidi thich
cudc tdn cong xdc thuc.

Hinh 1: Bdo mdt

giao dich.
Mot s6 diéu kién dé giao dich an toan

Tinh bi mat: bdo vé thong tin nhim
ngdn chin sy truy cip trdi phép nhu
trong Hinh 1. Vi du: thdng tin x4c thuc
ngin hang chi c¢6 ngudi dung va ngin
hang biét, nhung bat ky ai khdc ngoai ho
ti€t 1o thong tin xdc thuc ngan hang thi
x4y ra 16i bAo mat. Mot khi thdng tin
dang nhap ngan hang bi ti€t 10 s& gay ra

Ngui giki duge iy quyén

Nguiri dwge nhin iy quyén

P-----»

Nguwoi dung trai phép

nhiéu van dé&. Vi vy, viéc duy tri tinh
bdo mat 1a diéu kién rit quan trong dé
giao dich dudc an toan. S dung mot sd

Nguébn: Tdc gid ty thiét ké

Hinh 2: Tén céng xdc thuc

thuat todn ma héa dé duy tri tinh bio
mat cho giao dich an toan 1a tiéu chuin
ma héa ning cao (AES), tiéu chuin ma
héa dirli¢u (DES) [2].

Tinh toan ven: 1a phuong phap duy tri

dd tin cay, tinh nhat quan va chinh x4c
clia dit liéu trong sudt vong ddi ctia né,
dir liéu dugc bao vé khdi su stta d5i ctia
ngudi ding trai phép. Piéu nay c6 thé
dat dudc trong mang biang céch st dung
thuat toian bam nhu SHA (secure
hashing algorithm) [3]

Tinh sdn sang: dit liéu, hé thong hoic
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Nguwdi tin cong C

tng dung phéi c6 sin cho ngudi dung

Nguébn: Tdc gid ty thiét ké
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3. Cac loai tan cong khac nhau

Hinh 3: Céc cuéc tdn céng vao hé théng TMPT

va cac moi de doa trong hé thong
thuong mai dién ti

Mic du hoat dong kinh doanh
TMBT dang rit phat trién véi toc
do theo cdp s6 nhan va khong
ngitng bung nd. Nhu di dé cip
truGc d6, nd cling dang gip phai
mot s6 van dé vé bdo mat. Véi su
gia ting doanh s6 bdn hang cia
doanh nghiép TMDT lén t6i 5,5
nghin ty USD vao nam 2022, bén
canh d6 ciing xuit hién nhitng diéu
khdng mong mudén la cdc mdi de
doa va tin cong. Trong phin nay
ching t6i dang minh hoa céc loai
tdn cong va modi de doa khiac nhau
c6 thé xdy ra trong hé thdong

Khach hang

nghe trém, rinh mo

Tén cong DDoS, Backdoor, Malware va truy cip truc tiép

®

Tén céng DDoS, Backdoor, Malware va
truy cép truc tiép

Trang Web thiwrong mai dién tir

E-Commerce

nghe trém, rinh mo

TMDT. Trong Hinh 3, minh hoa cac
cudc tin cdng vao hé thong TMDT.

3.1. Cdc cujc tdn cong

Mot la, cudc tdn coéng tir chéi dich vu phan tan
DDoS:

Pay 1a mot cudc tin cong véi luu lugng 16n truy
cap vé phia mdy chd. C4c lugng yéu cau c6 ngudn
gbc tir hang nghin dia chi IP khong thé theo ddi
dugc [6]. Vi ti€n bd cta IoT, c6 thé c6 nhiéu ki€u
tdn cong khac nhau hon c6 ngudn goc va do d6 lam
cho mdy chii hoan toin ngoai tuyé&n. Van dé nay 1a
nguyén nhin md ra cic cudc tin cong nguy hi€m
khic nhau. Cic cudc tin cong DDoS hiu hét x4y
ra § thoi ky cao diém ban hang so vdi cic thdi gian
khdc trong nim. Thong thudng trong cic thdng 1&
hdi nhu gidng sinh, nim mdi, tét,...
ctia hacker tdn cong DDoS d€ ngin chin céc dich

muc ti€éu chinh

vu dudc cung cip bdi mdy chi trong khodng thdi
gian nay nhim lam m4t doanh thu clia cdc doanh
nghiép. Cdc cudc tin cong DDoS c6 thé phan
thanh céc loai:

Thit nhat, tin cong DDoS st dung lvu lugng truy
cip cao nhim lam ngap bing thong: Pay la hinh
thitc tAn cong DDoS véi s6 lugng 16n cic yéu ciu
trén mdy chii. S6 lugng 16n yéu ciu cé thé dudc
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Nguén: Tdc gid ty thiét ké

chia thanh 2 loai: yéu cAu hop 1& va khong hop 1é.
Céc yéu cAu hgp 1& bao gdm géi dit liéu gid mao,
trong khi cdc yéu cau khong hdp 1é duge dudc coi la
cdc gbi dit liéu khong ding dinh dang. Muc dich
chinh ctia cudc tdn cong ndy nhim lam bing thong
hé thdng TMPT ludn & mifc t6i da.

Thit hai, dua trén cic giao thiic dugc xdc dinh
trude: Cac kiu tin cong dugc thuc hi€n trén bd can
bing tdi hoic mdy chi. Nhitng cudc tdn cong nay
khai thdc lién két giita cdc hé thong. Cdc gbi dir
lieu dudc cau hinh khi€n mdy chd phai chd trong
thdi gian vo han trong giao thifc bit tay 3 chiéu
(TCP-SYN).

Thit ba, phan mém doc hai: 12 nhitng phAn mém
thi€t k& dung d€ gay hai cho hé thong mang, may
tinh va céc thiét bi khdc. N6 dugc cai dit bdi nhitng
ké xam nhap bat hgp phap trén hé thong clia ngudi
diing. Nhitng ké xAm nhap st dung nhiéu ky thuat
nhu SQL Injection, chén phain mém doc hai vao cdc
tap tin trong website hodc bat ky tng dung dya trén
nén tang website.

Thit tu, tAn cdng truy cp truc tiép: tin cong
truy cap truc ti€p hay tdn cong vat 1y 1a trong dé
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ké tin cong hoic ké xAm nhap c6 dudc quyén truy
cdp vat 1y vao mdy chi hodc mdy tinh. Khi ké
xam nhap c6 quyén truy cip trdi phép vao mdy
tinh c6 thé 1am tén hai d&€n tinh bdo mat hoic tinh
toan ven biing cdch cai dit phan mém doc hai da
dang nhu siu, vi rit, Trojan,... K& tdn cdng ciing
c6 thé 14y ta't ca dit liu c6 sdn trong co s§ dit liéu
clia cong ty (tén ngudi diing, mat khiu, so thé tin
dung), cai dit key logger (phin mém chup va ghi
lai cdc phim dugc go). TAn cdng truy cAp truc ti€p
¢6 thé dugc thuc hién bing nhiéu cdch khdc nhau.

Hai la, rinh mo (Snooping):

Ké xam nhap hoic k& tin cong trai phép c6
quyén truy cip vao dit liéu clia cong ty hoic ngudi
dung. Rinh mo giéng nhu nghe 1én nhung khong
tap trung vé viéc truy cdp dif liéu trong qud trinh
truyén dit liéu. Ra sodt tir xa bao gdm cai dit key
logger d€ thu thap dif liéu nhu mat khau, tén ngudi
dung, dia chi... cda nan nhin. N6 cling bao gdm
viéc chin dit liéu truyén tdi va lién lac. Ké tan
cong c6 thé rinh md modt cd nhan hoic may chi
clia trang TMPT d€ thu thip thong tin qua luu
lugng mang d€ phan tich.

3.2. Cdc méide doa

Mét la, Tira ddo: 12 1ira d6i nhim muc dich Igi ich
tai chinh hodc cd nhan. Trong linh vuc TMDT,
chiing tdi thdy c6 nhiéu loai lira ddo khic nhau
dugc t6 chifc thanh dang sau:

Xung dot thanh toan: Nhiéu nha ban 1& truc
tuy€n cung cip hang héa véi gid canh tranh. Diéu
nay khi€n cho moi ngudi muén mua hang trén
Internet bing thé tin dung. Tuy nhién, giao dich
thanh todn c6 thé bi tir chdi trén Internet vi cac 1y do
nhu sau: thi€u tién trong tai khodn (1y do phd bi€n);
Nhap sai s6 thé tin dung khi thanh todn truc tuyén;
Thé tin dung hét han; Ngan hang clia ban da chin
thé thanh todn; Béo tri trang website; Ban da vuot
qué han mic thanh todn thé tin dung.

Hai la, cic moi de doa mi ddc: muc tiéu chinh
la xAm pham tinh s@n cd, tinh toan ven hodc tinh
bdo mat cia thong tin trén web TMDT nhim lam
mat tién hodc ki€m tién. Ching toi c6 thé liét ké
cédc moi de doa sau day:

- T4n cdng vao cic hé thdng va ng dung tiéu
chuén nhu Cd s§ dif lieu, SMTP, HTTP d€ thu thap
thong tin.

- Virus: Mdy chli bi nhiém virus cé thé khong
hoat dong dugc va virus c6 thé 1ay lan t&i nhitng
ngudi dung khac.

- Trojan: Cho phép ké tAn cong truy cip va stta
ddi thong tin trong may chii nhu gia ci hoic dich
vu. C4c ké tdn cdng cling c6 thé sit dung nan nhan
lam bot d€ thuc hién tin cong DDoS.

4. Thong ké an ninh trong thuong mai

HAau hét chiing ta déu c6 thié€t bi cAm tay linh
hoat d€ truy cap Internet moi lic, moi noi thdng qua
ha ting 3G/4G/5G dugc phd rong khip. Song do
cidc moi de doa cAp dd siu dang tic dong xau dén
hoat dong kinh doanh TMPT.

4.1. Nganh bi tén cong nhiéu nhat

Theo Statista (2023), doanh s6 bdn 18 TMPT
toan cau tf nim 2014 d&€n 2026 [7] dang phat
trién di 1én. Theo bdo cdo, nim 2018-2019,
nganh dé bi t6n thuong nha' tir cic mai de doa va
tdn cong bdo mat chinh 1a TMPT. Céc trang
website TMDT, tng dung chta dir li€u quan
trong va thong tin nhay cdm, vi vy né thu hit
cdc hacker thuc hi€n cdc gian 1an.

4.2. Chi phi bao mdt trén thuong mai di¢n ti

Mic du linh vuc nay dang phét tri€n, nhung
van dé an ninh clia cdc cta hang truc tuy&én van
cAn phai dugc cai thién. Khi Internet va TMPT
phdt trién, bdo mat va an toan trang web di trd
thanh mot van dé quan trong. Mot mit, tdi pham
mang phat trién nhiéu va de doa d&€n niém tin clia
TMDT. Mit khéc, cdc vi pham bdo mat trén cdc
trang TMDT da thyc sy giy ra thiét hai vé tai
chinh. Bdo mat trang web TMDPT la mdt khia canh
thi€t y&u. Bdo mit cAn dudc xem xét khi tao mot
trang web.

4.3. He¢ thong qudn ly nji dung duoc nhdm muc
tiéu nhiéu nhdt (CMS)

CMS 1a phan mém dudc coi 12 hitu ich d€ tao,
quin ly va thay d6i ndi dung cé sin trén trang
website. V4i sy trg gitip cia CMS, ngudi ta khong
cAn phdi viét bat ky ma phu trg d€ tao trang
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website. Hiu hét cdc trang TMPT ciia cdc cong
ty dang st dung CMS. Vi vay, diéu rdt quan trong
12 phdi bi€t cdc 16 hdng clia cac CMS c6 sdn khdc
nhau. Phan con lai cia CMS ¢6 it 156 héng hon nhu
magneto (4,6%), Joomla (4,3%), Drupal (3,7%)
va cdc loaikhdc 1 it hon 1%. Ly do ding sau clia
16 héng bdo mat la viéc st dung cdc phién ban
101 thoi [8]

5. Phuong phap dé an toan thuong mai dién ti

C6 mot s6 phuong phap d€ ngin chin tin cong
website TMDT:

5.1. St dung HTTPS thay vi HTTP va bdo mdt
trang web bang chiing chi SSL

HTTPS an toan la phién ban bdo mat cia
HTTP. Viéc st dung HTTP khié€n trang website
clia bat ky ai ciing d& bi tin cong. HTTPS giao
thitc bao vé thong tin dugc gii. SSL hodc bao mat
16p socket 1a giao thitc bdo mat phd bi€n nhit. C6
thé nhan ra ching bing bi€u tugng § khda trén
thanh dia chi cda trinh duyét. Cdc trang website
TMBT cin phdi trién khai SSL d€ bido mat hon.

5.2. Bao mdt mdy chu

P& bio vé dir licu, bit budc phai chon va st
dung mat khdu phi hop dé gay kho khin trong viéc
tim thdy b&i cong cu ty dong hoic bdi con ngudi.
Duéi day 1a mot s6 khuyén nghi:

(i) St dung mat khdu duy nhat cho mdi dich vu,
ting dung... Pic biét, cAm viéc sit dung mat khiu
tuong tu gilta cdc cong cu chuyén nghiép va ca
nhén, trang web...

(i) Khong bao git yéu cau bén thit ba tao mat
kh4u cho ban va khdng bao gid d€ mat khdu mic
dinh, vi du nhu admin.

(iii) Pung lvu mat khiu cia trang web trong
trinh duyét. C4ch tot nhat dit mat khau tot: t6i thi€u

TAILIEU THAM KHAO:

12 céc ky tuw c6 chit hoa, chit thudng, chit s& va
khong phéi alpha cdc ky tu s6.

5.3. Bdo mdt cong thanh todn va gidm sdt hoat
dong doc hai

HAu nhu tit cd viéc thanh todn truc tuyé&n dugc
thuc hién bdi cdng thanh todn do ngan hang quin
ly. Ho st dung giao thitc bio mat 3-D (3 16p) dé
ki€m tra xem thé dudc st dung 12 clia ngudi ding
khong? Ho ki€m tra bing cich glti ma hoic thu.
N&u ban st dung c6ng thanh todn khong an toan,
ké tin cong c6 thé truy cap vio tit ci dir liéu thé
tin dung. Ban c6 thé st dung phAin mém gidm st
dé phan tich, thdi gian dit liéu di vao trang
website TMBT ctia ban (d€ ngin chin cudc tin
cong DDoS). Hoat ddng gidm sdt ciing ¢6 thé gidp
ban phat hién giao dich gian 1an.

5.4. St dung phdn mém chéng vi-riit, chong
phdn mém dpc hai va tuong lita

Phin mém chong virus va phin mém doc hai
1a dé€ xdc dinh, vd hiéu héa va loai bd virus va
phin mém dodc hai (vi du nhu: phdn mém gidn
diép, phAn mém quing cdo, Worm, Trojan va
phin mém t&ng tién).

5.Ké&tluan

Bai bdo gidp ting cudng nhin thitc vé van dé
an ninh théng tin trong linh vuc TMDT va cung
cap thong tin hitu ich cho cdc nha nghién ciu va
doanh nghiép hoat dong trong linh vyc nay. Bao
mat thong tin 13 mdt phan quan trong khong thé
thi€u d6i véi sy phat trién va thanh cong clia md
hinh kinh doanh TMDT, bdo vé di¥ li€u cd nhin,
x4y dung niém tin, ddm bao tudn thd phap luat va
duy tri sy lién tuc hoat dong kinh doanh. Piéu nay
¢ vai trd quan trong trong viéc thic ddy su phat
tri€n va thanh cong ctia nganh TMPT W
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ABSTRACT:

The rapid growth of e-commerce has been fueled by the increasing popularity of smart
devices, digital transformation, diverse payment systems, and improvements in the Internet
infrastructure (4G and 5G). E-commerce platforms have attracted more and more customers of
different ages. Therefore, customer information security is one of the most concerning issues for
e-commerce businesses. This paper pointed out e-commerce’s information security issues about
the protection of customers' personal information, bank accounts, and transactions.

Keywords: e-commerce systems, customer information security.
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